Session No. 5


Course Title: Hazards Risk Management

Session 5: Private Sector Hazards Risk Management

Time: 2 hrs


Objectives:

5.1  Discuss (overview of) the similarities and differences between governmental (public sector)

       emergency management and business and industry (private sector) crisis management.

5.2  Understand the functions comprising the private sector “Crisis Management” process and

the linkages of these functions.

5.3  Recognize the similarities of the Hazards Risk Management model and the Crisis 

Management model and discuss how practices from the private sector Crisis Management 

model could be applied to improve public sector emergency management. 

5.4  Discuss some of the public and private sector initiatives intended to promote cooperation 

       between the public and private sectors.

Scope:

During this session the general private sector “Crisis Management” process, which includes the functions of risk assessment, business impact analysis, risk based decision making, business continuity and emergency response planning, training and exercising, emergency management, disaster recovery, and crisis communication will be described.  Similarities and differences between the hazards risk management process and the crisis management process will be investigated with the objective of describing how best practices from each can be applied to the other.  Several private and public sector partnering initiatives will be described with a look to the future of coordination and cooperation to the benefit of both.  

The description of the private sector “Crisis Management” model and process is extracted and summarized from the FEMA Higher Education Course Business and Industry Crisis Management by Gregory Shaw of The George Washington University Institute for Crisis, Disaster and Risk Management.  The entire course is available for review at the FEMA Higher Education Web Site.


Readings: 

Student Reading:

Copenhaver, John. From a Business Perspective: Government and Business Working Together in Emergency Management. (1 page) http://www.disaster-resource.com/ , click on articles and scroll down or search by author’s name. 

Witt, James Lee. Building a Public Private Partnership in Emergency Management. (1 page)

Available through http://www.disaster-resource.com/ , click on articles and scroll down or search by author’s name. 

Instructor Reading:

Copenhaver, John. From a Business Perspective: Government and Business Working Together in Emergency Management. (1 page) http://www.disaster-resource.com/ , click on articles and scroll down or search by author’s name. 

Harrald, John R. 1998. “Linking Corporate Crisis Management to Natural Disaster Reduction.” Submitted for inclusion in the International Decade for Natural Disaster (IDNDR) Press Kit.  Pages 1–4. Available as Session 01 Reading – FEMA Higher Education Course Business and Industry Crisis Management By Gregory Shaw.

Harrald, John R. 1998. “A Strategic Framework for Corporate Crisis Management.” The International Emergency Management Conference 1998 (TIEMS ’98) Proceedings. Washington, DC. Pages 389–397. Available as Session 03 Reading – FEMA Higher Education Course Business and Industry Crisis Management By Gregory Shaw.

Rothstein, Philip Jan. Pitching Preparedness. Contingency Planning and Management Magazine. March/April 1996. Available on the Internet at www.rothstein.com under “Feature Articles.

Witt, James Lee. Building a Public Private Partnership  in Emergency Management. (1 page)

Available through http://www.disaster-resource.com/ , click on articles and scroll down or search by author’s name. 


General Requirements:

Power Point Slides are provided for the instructor’s use, if so desired.

It is recommended that the modified experiential learning cycle be completed for objectives 5.1 through 5.4 at the end of the session.

It is recommended that each student be assigned a “Project Impact” Web Site to review and research prior to the covering Objective 5.4 in class.  It is also recommended that the students write a short (1 page) description of their assigned Web Site to facilitate class discussion.

Objective 5.1 Discuss (overview of) the similarities and differences between governmental (public sector) emergency management and business and industry (private sector) crisis management.

Requirements:  

The instructor should start by asking the students – What are the similarities and differences between governmental (public sector) emergency management and business and industry (private sector) crisis management? – to be followed by the instructor’s presentation of the included lecture notes. 

Remarks:

I.
Ask the students - What are the similarities and differences between governmental (public sector) emergency management and business and industry (private sector) crisis management?  Record the students’ ideas on the board for reference during the following instructor led presentation and discussion.

II. Public sector emergency management and private sector crisis management follow similar processes to protect people and property. 

A. Although the language and use of terms may differ between the two sectors, the generally accepted four-phase model of emergency management, (1) Mitigation, (2) Preparedness, (3) Response, and (4) Recovery (Power Point Slide 5-1), is also followed in private sector crisis management.  The model of business Crisis Management presented in the next objective, which may outwardly appear much more detailed and significantly different from the emergency management model, is in fact very similar on closer examination.  The functions of the proposed model of business Crisis Management are also very similar to those comprising the Hazards Risk Management model that sets the context for this course. 

B. Skills and knowledge elements in each area are similar.  Increasingly, personnel with emergency management or crisis management responsibilities in one sector are finding employment and an easy transition to the other sector.  Skills and knowledge elements learned and applied in one sector are largely transferable to the other.  

C. As pointed out in the assigned reading (articles by James Lee Witt and John Copenhaver), cooperation and understanding between the sectors is being encouraged through various initiatives and are increasing to the benefit of both.  Some of these initiatives will be discussed later in this session.  

III. Emergency management functions are carried out at all levels of government, consistent with the perceived vulnerability and risk and competing priorities for resources. The affected population demands effective emergency management. 

A. Factors such as vulnerability to natural hazards and proximity to potentially dangerous industries determine the level of emphasis and resources devoted to governmental emergency management functions.

B. In the absence of a hazards risk management approach (as described in this course), the nature of potential hazards facing communities (predominant emphasis on natural hazards) and the mindset that the natural hazards are largely unpreventable results in an emphasis on preparedness, response, and recovery operations by government organizations.  

IV. Some level of crisis management is a function of all private sector organizations, supporting their fundamental strategic objective of ensuring corporate survivability and economic viability. Crisis management decisions must reflect business reality if a private sector organization is to survive.

A. In some organizations, crisis management is viewed and supported as an integrated strategic function—these organizations are generally characterized as being “crisis prepared” in the business crisis management and business continuity literature.  (The characterization of organizations as crisis prepared or crisis prone comes from Mitroff and Pauchant’s, Transforming the Crisis Prone Organization: Preventing Individual, Organizational and Environmental Tragedies.)
B. Other organizations approach crisis management in a non-comprehensive and fragmented manner, or may even ignore it, which can threaten their very survival should crises occur. These are characterized as “crisis-prone” organizations. 

C. Competitiveness in the private sector can inhibit cooperation and sharing of ideas between organizations. This is unlike the public sector, where cooperation between all levels of government and municipalities is essential to effective emergency management and is generally encouraged. 

Supplemental considerations:

(Refer to the article, “Linking Corporate Crisis Management to Natural Disaster Reduction,” written by John R. Harrald for the IDNDR Press Kit. Available as Session 01 Reading – FEMA Higher Education Course Business and Industry Crisis Management by Gregory Shaw)

Governmental (public sector) emergency management and business and industry (private sector) crisis management are similar in the processes followed before, during, and after events which may threaten the safety and social welfare of people and their property. Both require concerted efforts and allocation of resources to support mitigation, preparedness, response, and recovery from these events. Not surprisingly, the skills and knowledge elements required of public sector emergency and private sector crisis managers are also similar. Each sector needs to understand the capabilities of the other and to coordinate efforts for their mutual benefit. Cooperation and understanding between the sectors are increasing due in part to initiatives such as the FEMA-sponsored Project Impact, the Public Private Partnership 2000 (PPP2000), and the President’s Commission of Critical Infrastructure Protection (PCCIP). 

Despite these areas of similarity, differences between public and private sector emergency and crisis management will continue to exist because of the differences in their primary objectives. The government has a fundamental responsibility to preserve the lives and social welfare and protect the property of defined populations. Emergency management programs are created and maintained to meet this primary objective. Certain governmental and not-for-profit organizations such as FEMA and the American Red Cross have been established and organized specifically and solely for that purpose. At all levels of government, some level of emergency management organization is established consistent with the supported populations’ perception of risks and the competing priorities requiring their support. 

Private sector organizations have the primary objective of ensuring their corporate survivability and economic viability. Crisis management is a supporting goal and is assigned a priority and emphasis consistent with how it is perceived to contribute to the organization’s primary objective. This perception is generally shaped by a combination of factors including corporate culture, leadership, shareholders’ desires, public pressure, etc. The resulting crisis management program can be highly integrated and comprehensive, elevating crisis management to a strategic objective, or disjointed and narrowly focused, resulting in a lack of preparedness and planning. The emergency or crisis management emphasis and actions of public and private sector organizations can therefore result from different motivations. The public sector must do whatever is necessary to protect the population and its property. Within the private sector, however, decisions need to reflect business reality. A private sector organization that makes crisis management decisions that run contrary to the fundamental goal of corporate survival and economic viability runs the risk of failure.

Public and private sector organizations also relate in a different manner to the general public. For a private sector organization, the members of the public are potential customers and shareholders. A crisis or emergency threatens the delivery of the organization’s profit-making products or services. The crisis and emergency management activities conducted to continue business operations are intended to restore the company’s ability to produce goods and services and to protect the investor’s return by minimizing the economic and human cost of the event and the liability of the corporation. The crisis and emergency activities themselves are not direct services to the public, although the public may benefit, particularly from industrial emergency response activities (e.g., oil spill response, chemical response, industrial fire fighting).

Less subtle differences can also be witnessed in the competitive nature of private sector organizations as compared to the more cooperative and sharing nature of inter-governmental interactions. Private sector organizations protect their business interests by protecting their information. If they have a good idea, they are not going to willingly share it with a competitor. Witness a (December 1997) GWU Institute for Crisis, Disaster and Risk Management facilitation of a business area cross-talk discussion (mention of the particular business area is omitted due to non attribution policy). Leaders in the business area agreed to meet and discuss their thoughts on crisis management. They were quite guarded in the specifics of their disclosures but did discuss their provisions for backup information management support. It was quite the eye-opening experience when three competitors, located physically within blocks of one another and susceptible to many of the same potential emergency events, realized that they had all chosen the same backup provider. Further investigation revealed that the provider’s capabilities would be exceeded if all three needed support at the same time. By the next cross-talk meeting (June 1998), two of the three had chosen alternate backup support. 

Other examples of competition between private sector organizations and cooperation between public sector organizations can be seen by viewing Internet sites. As a general rule, private sector organizations do not publicize the specifics of their crisis management philosophy and plans for fear of giving up a competitive advantage. Within the public sector, information is generally willingly shared between the same and different levels of government. An Internet search of the key words “crisis management” on a search engine such as Yahoo or Excite yields multiple (in the area of hundreds) companies advertising their services and products to assist other companies in accomplishing crisis management but little, if any, information on a specific industry’s or a business’ specific plans. Search using the key words “emergency management” and you can access thousands of government sites, at all levels, which openly share any information available including specific emergency management plans. Obviously, government emergency managers are rewarded for their openness while private sector crisis managers are rewarded for confidentiality.

Another difference, that will be covered in the discussions of risk assessment and risk based decision making in subsequent sessions, is the nature of the potential emergencies facing public sector emergency managers and private sector crisis managers. Although both are concerned with the whole spectrum of potential emergency situations, government emergency managers have tended to concentrate their attention and resources on natural disasters that are essentially unpreventable. Increasingly, resources and attention are being directed to mitigation (prevention) efforts, but the emphasis remains on preparedness, response, and recovery in the public sector. In the private sector, although it also is susceptible to natural disasters, more emphasis is placed on human-induced and technological crises that by their nature are preventable. Private sector crisis managers must also be concerned with preparedness, response, and recovery from all potential natural disasters, but by necessity, can and should focus more attention on prevention efforts.  A reality of business is that, no matter how well one responds to and recovers from an event that disrupts normal business operations, any disruption may be enough to threaten the business’ very existence.  Businesses obviously cannot ignore preparedness, response and recovery planning but an emphasis on prevention through hazard avoidance and mitigation makes sound business sense.  As statistics indicate, being out of business for even short periods of time can have a significant financial impact and even result in total business failure. 
Objective  5.2  Understand the functions comprising the private sector “Crisis Management” process and the linkages of these functions.

Requirements:

The instructor should present the model and functional description of Business Crisis using the included lecture notes and Power point slides. 
Remarks:

I. Business Crisis Management model. 

A. John R. Harralds’s article, A Strategic Framework for Corporate Crisis Management proposes a model for Business Crisis Management that includes the necessary functions and the linkages of these functions. 

B. The revised version of the model (shown in Power Point Slide 5-2) reflects several changes that have resulted from experience and expert input over the past four years.  

II. Crisis Management functions – Complete descriptions of the overall Crisis Management model and the functions upon which it is built are contained in the FEMA Higher Education Project Course – Business and Industry Crisis Management.  The following condensed description of the model and functions is considered sufficient for the purpose of this session and this course.

A. In general, the time flow of the functions shown in the model goes from top to bottom and from left to right.  Those functions to the left of the crisis event are analogous to the mitigation and preparedness phases of emergency management; those within the crisis event ellipse are analogous to response phase and those after the crisis event are analogous to the recovery and mitigation phases. 

1. Three of the functions: Crisis Management/Crisis Management Team; Crisis Communication; and Business Resumption span two or more of the emergency management phases.  

2. Although not explicitly shown in the Crisis Management model, a crisis management program is an iterative process, requiring monitoring, evaluation and feedback at each step of the process and with each function.  Changes to the businesses’ internal or external environment, changes to management priorities, and lessons learned through training and exercises and actual crisis events necessitate changes in each of the functions. 

3. The overall Crisis Management process starts with the Crisis Management and Crisis Management Team function. Much of the business crisis management literature depicts the Crisis Management Team as a group that convenes during an actual or simulated crisis event to make crisis driven decisions.  That certainly is a major responsibility of the team, but not the only responsibility.  Some component of the team, as a representative of the business’ owners and top level leadership, must be involved with each function, before, during and after a crisis event.

a. Before a crisis event – The Crisis Management Team must set overall crisis management objectives, make crisis management process related decisions, and provide commensurate resources and support in the context of the often competing priorities of the various stakeholders (e.g., stock holders, private owners, employees, customers, the community, environmental groups, local government, etc.).  Each of the Crisis Management functions requires some level of resource expenditure and it is the responsibility of the Crisis Management Team to allocate these resources in a judicious manner, monitor resource utilization and adjust resource allocation accordingly.

b. During a crisis event – The Crisis Management Team provides guidance and leadership of the event consistent with the businesses’ strategic and tactical objectives.  In addition to the response to the instant situation, the Crisis Management Team must keep in mind the requirement to resume and recover critical business functions and processes to insure the businesses’ very survival and long term economic viability.

c. After a crisis event – The Crisis Management Team guides the overall business recovery and restoration and ensures that lessons learned from the experience are not lessons forgotten in the overall crisis management process.  Much of the crisis management literature refers to the period after a crisis as a time of opportunity to correct mistakes of the past and prepare for the future.

4. Similar to the Crisis Management and Crisis Management Team function, Crisis Communication is often thought of as a function associated with a crisis event.  Communication, before, during and after a crisis event, is a necessary tool for effective crisis management.  Open channels of communication with relevant stakeholders should be established and maintained well before, during and after a crisis event.  Crisis Communication and the closely related sub-function of Risk Communication will be covered in much more detail in following sessions.

5. While the Crisis Management and Crisis Management Team function sets the objectives and provides the support for the overall crisis management process, the pre crisis event function of Vulnerability/Risk Assessment involves the identification, analysis and evaluation of risk upon which the other functions are based.  

6. Central to any business is an understanding (analysis) of the nature of the business.  Business Area Analysis must consider and answer questions such as - What are the critical business functions and processes?  What are the internal and external business dependencies? Who are the customers? Does our product meet our customers’ needs?  A thorough Business Area Analysis requires a decomposition of major business functions into sub-functions, processes with inputs and outputs, and procedures to determine criticality and vulnerability to disruption.  

7. Business Area Impact Analysis considers the results of the Vulnerability/Risk Assessment with the results of the Business Area Analysis to determine what is and what could be done to decrease the risk (decrease the probability and/or impact) of the potential crisis events facing the business.  In a business setting, the risk of a particular hazard is not important by itself, but is important in the context of how it impacts the business and its strategic objectives of survivability and profitability.

8. The Risk Based Decision Making Function uses the results of the Vulnerability/Risk Assessment, Business Area Analysis, and Business Area Impact Analysis, within the guidance established by the Crisis Management and Crisis Management Team function, to make decisions concerning the businesses’ management of risk.  

a. Often, the Risk Based Decision Making function is labeled as the Risk Management function, a term, that for the purpose of this course would include the six previously mentioned functions.

b. Risk Based Decision Making is no easy task as risk reduction measures compete against other business priorities and may not be easily quantifiable as to complete costs and benefits. One potential model for grossly sorting risk reduction measures is a two by two matrix of cost (low and high) and effectiveness (low and high) (Power point Slide 5-3). Risk reduction measures can be sorted into one of the four matrix boxes to determine if they should be implemented, rejected, or receive further analysis and consideration. 

9. The remaining functions from the Business crisis management model, Contingency Planning, Training/Exercises/Drills, Incident Management and Incident Response, Business Resumption, Business Recovery and Restoration follow from the previously discussed functions and are focused on the preparation, response and recovery to crisis events.
Objective 5.3 Recognize the similarities of the Hazards Risk Management model and the Crisis Management model and discuss how practices from the private sector Crisis Management model could be applied to improve public sector emergency management. 

Requirements:

The instructor should discuss the similarities of the Hazards Risk Management and Business Crisis Management models using the included lecture notes and power point slides.  A series of private sector business “best practices” is included and the students can be asked how they can be applied to public sector emergency management.  Possible applications are included to assist in the class discussion. 

Remarks:  

I. Similarity of the models. 

A. As discussed in the previous objective, the function of Crisis Management and Crisis Management Team establishes the context for the overall management of risk.

B. Vulnerability/Risk Assessment, Business Area Analysis and Business Area Impact Analysis are concerned with the identification, analysis and evaluation of risk.

C. Risk Based Decision Making deals with the treatment of risk.

D. Crisis Communication is the tool employed by business leadership to communicate and consult with internal and external stakeholders concerning the crisis management process.

E. Inherent in the Risk Based Decision Making function, and in fact in all crisis management functions, is the necessity to monitor and review the results of decisions (use of resources) and to take corrective action where required.

F. The Crisis Management model (Power point Slide 5-2) is thus almost identical (with the exception of terminology) to the Hazards Risk Management model (Power point Slide 5-4).

II. If the models are so similar, what, if any, best practices and lessons can be learned by public sector emergency managers from private sector crisis managers?

A. The very nature of being a business.
1. Businesses, by their very nature must be concerned with continuity of essential business operations.

2. No matter how well prepared and resourced for response and recovery operations, a business must fully consider the impact of any business disruption and act accordingly.  Businesses do have the option of building in redundancy (e.g., dispersed work sites, alternate sites for data processing and storage, etc.) to protect against disruptions, but a strategy of prevention is often the most cost effective option.  

3. As statistics indicate, being out of business for even short periods of time can have a significant financial impact and even result in total business failure. (Power point Slide 5-5)

4. Ask the students – How can the “nature of being a business” be applied to public sector Emergency Management and Hazards Risk Management? Some possible points to be made and discussed include:

a. Public sector emergency managers might fully consider the economic impacts of disruptive events on their community in determining if resources are best devoted to prevention or to response and recovery.

b.
Public sector emergency managers might also fully consider redundancy and dispersal of assets as a means of better protecting their community.

B. Selling Business Crisis Management.

1. A comprehensive business crisis management program costs money and is generally considered as an expense rather than an investment by business leaders.  Costs (structural improvements, relocation, redundancy of critical services, personnel costs associated with planning, training and exercising, etc.)  are generally quantifiable, however, potential benefits are not so easily identified or quantified.

2. Private sector Crisis Management professionals are thus faced with a difficult task in convincing top level managers to commit resources to their program.  As pointed out in Philip Jan Rothstein’s 1996 article, Pitching Preparedness,” making a case for preparedness requires four key ingredients
:

a. Justify plans and expenditures on tangible results, not emotions.

i.       In short, make and present a case through a realistic 

business plan. 





ii.
Identify all costs as precisely as possible.

iii. Research previous crisis events for the business or similar businesses (similar products/services, similar natural/technological/human induced vulnerabilities, etc.) and show how mitigation and preparedness measures impacted potential or actual losses. 


b. Point out specific, direct benefits.

i. Remember that you are not making plans and taking actions for their own sake but to protect the business and to allow it to survive and maintain long term profitability.  This is the crux of your argument.

ii. In addition to crisis avoidance and response, the overall crisis management process has the potential to improve day to day operations through Business Area Analysis, Contingency Planning, training personnel and improved communication throughout the organization. 

c. Recognize that leadership may have other conflicts and priorities.

i. Understand the conflicts and priorities facing leadership.  Expenses associated with mitigation or preparedness measures for an event that may not happen in the near or even foreseeable future can be a very hard sell regardless of any business case.

ii. Some level of crisis mitigation and preparedness is probably better than none.  Don’t just present a case for your optimal program.  Lay out the various alternatives. By understanding the competing conflicts and priorities, it may be possible to propose and receive approval for a partial (less than optimal program) that provides a starting point for a better program in the future and provides some level of protection in the short term.

iii.
Keep in mind that no matter how compelling your arguments are, the best you can do is objectively spell out the consequences of inaction, delay or minimal investment in a professional and unemotional manner.

d. Speak the language of leadership. 

i. Remember that you must convince leaders that mitigation and preparedness measures are an investment rather than an expense.  To achieve that goal mitigation and preparedness measures can not be presented as ends but are means to an end.

ii.
The ends they support should be expressed in the organizational values and strategic goals of leadership.  In a business setting these values and goals often focus on continuity and quality of services and/or products.   

3. Ask the students – How can “Selling Business Crisis Management” as described be applied to public sector Emergency Management and Hazards Risk Management? Some possible points to be made and discussed include:

a. Public sector expenditures for risk treatment face the same obstacles and scrutiny as private sector mitigation and preparedness measures.  There are limited resources available at all levels of government to meet multiple and often competing priorities.

b. Emergency managers need to make a case for risk treatment measures while understanding the realities of the general paucity of risk related data and the political environment and the priorities of the myriad stakeholders who have a say in the final decision.

c. Like private sector managers, public sector managers should attempt to quantify costs and benefits, lay out alternatives, and speak the community’s language. 

d. In summary, a public sector emergency manager needs to make an objective business case, just like a private sector crisis manager, and understand that some progress is probably better than no progress at all.  

C. Business Area Analysis and Business Area Impact Analysis.

1. As mentioned repeatedly, businesses have the strategic objectives of survivability and profitability.  To support these goals, businesses need to understand what their business functions, sub-functions, processes, and procedures are, their vulnerabilities, and their criticality to the business.  This is Business Area Analysis.

2. Business Area Impact Analysis combines the results of the Vulnerability/Risk Assessment with the results of the Business Area Analysis to identify existing and potential risk mitigation and preparedness measures and strategies consistent with the criticality of the functions, sub-functions, processes and procedures to the continuity of the business.

3. Business crisis managers have learned that it is not the specific hazard that matters, but the impact of hazards on the business functions, sub-functions, processes and procedures. Those risk mitigation and preparedness measures that protect critical functions, sub-functions, processes and procedures are the ones that receive priority consideration and implementation. 

4. Ask the students – How can “Business Area Analysis and Business Area Impact Analysis” as described be applied to public sector Emergency Management and Hazards Risk Management? Some possible points to be made and discussed include:

a. Public sector Emergency Managers should have an understanding of the criticality of services provided to the community and consider that criticality in their overall emergency management and hazards risk management strategy.

i. For example, certain facilities or buildings may be critical to the community’s very existence and thus be accorded additional protection in the form of risk mitigation or preparedness measures.  

ii. Certain public services such as education might be closed or deferred for short periods of time, while others, such as acute medical care or fire fighting require continuous operation.

b. Prioritizing services by criticality can help make a solid business case for an agreed upon level of risk treatment in the community.

D. Private sector crisis management planning.

1. Business crisis management planning literature consistently prescribes the formation of a crisis management planning committee to oversee the crisis management planning function. Top-level decision-makers, representing all business areas are engaged in the planning process at the strategic level and ideally become champions of the process within their functional or organizational areas.

2. Operational personnel are assigned responsibility for the development of plans within their operational area.

3. Crisis management personnel with overall planning responsibilities become responsible for overall planning coordination.
4. The business crisis management process combines both a top down and bottom up approach to planning with clearly defined coordination responsibilities.  A good business crisis management planner understands the importance of gaining top level support and coordinating a process that is inclusive and maximizes the use of available expertise.  

5. Ask the students - How can “Crisis management planning” as described be applied to public sector Emergency Management and Hazards Risk Management? Some possible points to be made and discussed include:

i. The inclusive process used in the private sector helps to obtain overall understanding and commitment between different functional areas and organizations. This approach to planning can be very valuable in a public sector setting where there can be multiple stakeholders with different priorities.

ii. The private sector generally views crisis management planning as a professional and primary responsibility.  This is an excellent model for both private and public sector planning efforts.

iii. Through cooperative public and private sector efforts (covered in the next objective), the talents of private sector planners can be incorporated into public sector emergency management planning to the benefit of both sectors.

E. Legal ramifications of insufficient protection of a business.

1.
Although no specific laws state categorically that a business must have a comprehensive crisis management program in effect, there is a body of legal precedents which can be used to hold companies and individuals responsible to those affected by a company’s inability to cope and/or recover from a disaster.

2. Standards of care and due diligence are required of all corporations,  public or private.

a.
The Foreign Corrupt Practices Act of 1979 (the foreign in the title is a misnomer since the act applies to all businesses within the United States) addresses the concept of “standards of care,” by which officers and directors are judged with respect to their management of assets.

b. The question arising is: Can corporate officers and directors be held personally liable for business losses that could have been prevented if an adequate business contingency plan was in effect? The answer is yes.

c. Common law requires officers and directors of a business to exert reasonable efforts to investigate and become informed about the conditions of a corporation, its assets and the conduct of its affairs. “Duty of trust” requires corporate leaders to manage and protect the assets of shareholders.  If “duty of trust” is breached, corporate leaders can be held personally liable. Accordingly, corporate leaders should assess risk and make reasonable and supportable decisions to meet the “duty of trust.”

3.       Ask the students – Are the legal ramifications for private sector applicable to public sector emergency managers? Some possible points to be made and discussed include:

a. Government leaders, elected and appointed are accountable to the community they serve.  Negligence, even in the public sector can result in legal remedies.

b. Even though the threat of legal implications may be more of a stick than a carrot for selling a comprehensive hazards risk management program, the analogy of the private sector concern should be a point for government leaders to consider.

Supplemental Considerations:

In addition to the best practices and lessons learned discussed above, there is a growing realization of the interdependencies between the public and private sectors and the potential synergies of working together.  The public and private sectors can learn from one another and the following objective addresses several initiatives aimed at fostering cooperation at all levels of government.

Objective 5.4 Discuss some of the public and private sector initiatives intended to promote cooperation between the public and private sectors.

Requirements:

The instructor should conduct an Internet search for Project Impact sites and assign each student a site to research.  Many of the community Project Impact sites on the Internet are inactive and may have been so for one or two years, however, there are a considerable number of active sites that are easily located.  The City of Seattle, WA site and the WA Businesses and Disasters Survey are provided as an example of a detailed and useful site.  Each student should prepare a short (1-page) description of his or her assigned site, including such topics as areas of cooperation, incentives for participation and resources made available.  The instructor should lead a discussion of the students’ findings to identify commonalties and differences of approaches.

Lecture notes are included for other public and private sector initiatives, Public Private Partnership 2000 (PPP2000), the President’s Commission on Critical Infrastructure Protection (PCCIP) and follow on infrastructure protection initiatives. .  

Remarks:

I. Project Impact.

A. Background

1. Project Impact was formally established in 1997 when FEMA partnered with seven pilot communities across the nation (Oakland, California; Seattle, Washington; Deerfield Beach, Florida; Wilmington, North Carolina; Tucker & Randolph Counties, West Virginia; Pascagoula, Mississippi; and Alegany County, Maryland) to meet the goal of bringing communities together to take actions that prepare for – and protect themselves against – natural disasters in a collaborative effort.
  

2. Project Impact focuses on a common-sense damage reduction approach, basing its efforts on three simple principles
:

a. Preventive actions must be decided at the local level;

b. Private sector participation is vital;

c. Long term efforts and investments in prevention measures are essential.

3. By the middle of 2000 there were nearly 250 Project Impact communities, with over 2,500 Project Impact business partners.



4. Explicit Federal funds to support new Project Impact initiatives were zeroed out of the Federal budget in 2001, but in many states and communities, the initiatives started by Project Impact are recognized for their positive approach and benefits and continue to be viable programs. 

B. Project Impact in 2003.

1. A search of the Internet using the key words “Project Impact” provides links to thousands of Project Impact sites – many obviously inactive since 2001 – but many also active and committed to an ongoing Project impact in the specific community.

2. The City of Seattle Web Site states
:

a. 
“Seattle Project Impact is a public-private partnership whose

            overall goal is to make our communities more resistant to the

            damaging effects of disasters.”

b.
“Because the Project's benefits are compelling in both human and economic terms, the City of Seattle has institutionalized Seattle Project Impact and we are committed to continuing these efforts well into the future.”

3. Additionally the Seattle Project Impact Web Site Business Section recognizes that “Businesses are an important part of the community in which they reside. Businesses can help mitigate a disaster by doing what they can to prepare themselves for a disaster as well as getting involved more directly with Project Impact.
”

a.
The business specific segment of Seattle’s Project Impact was originally named “Business Disaster Mitigation.”  In 2002 the name was changed to the “Disaster Resistant Business (DRB) Program.”

b.
The Business section of the Web Site includes links to various publications, Web Sites, “how to documents,” and articles providing explanations of Project Impact and tools and guidance to improve disaster prevention and preparedness.

c. Included in the Business section of the Seattle Project Impact Web Site is a survey titled “WA Businesses and Disasters.
”  The survey was designed to determine what businesses have already done to prepare for disasters, and discover what they deem important in a program. The survey responses are to be collected, analyzed and distributed to assist businesses of all types and sizes to minimize potential losses or closure.

d. A copy of the WA Businesses and Disasters survey is included as a handout for this session.  It will help to illustrate what information is considered necessary for business disaster prevention and preparedness. Ask the students- What do they think of the survey?  Does it ask the right questions? Are there additional questions that should be asked? Why should a business take the time to answer the survey? 

4. Some other Project Impact cities with active programs are listed below.  The Instructor should assign each student to research one of the active Project Impact Web Sites and prepare a short (1 page report) on how the community attempts to incorporate the private sector into the overall disaster prevention and preparedness actions and plans. The students should look for the incentives held out to the private sector to encourage their participation. During the classroom period, the Instructor should lead a discussion of the similarities and differences of the various Project Impact approaches of the communities researched. 

a. Tulsa, OK - http://www.tulsaprojectimpact.org/
b. Austin, TX – Renamed Disaster Ready Austin - http://www.ci.austin.tx.us/disasterready/
c. Freemont County, WY - http://www.fremontcounty.org/projectimpact.htm
d. Provo, UT - http://www.provo.org/Current_Issues/Project_Impact/project_impact.html
e. Roanoke Valley, VA - http://www.projectimpactroanokevalley.org/  

II. Public Private Partnership 2000 (PPP 2000) - http://www.usgs.gov/ppp2000/

A.        Background

1. In April 1997, PPP 2000 was established to seek opportunities for government and private-sector organizations to work together to develop new strategies to reduce vulnerability to natural hazards
.  Although, currently inactive, PPP 2000 conducted a series of 14 forums between September 10, 1997 and October 13, 1999 that addressed issues related to natural disaster reduction and sought a wide range of ideas from Forum partners and participants who were invited on the basis of their specialized knowledge and experience.  A summary of each forum is included at http://www.usgs.gov/ppp2000/ppp-forums.html. The Forum topics were (Power point Slide 5-6):

a.
Forum 1 - Natural Disaster Reduction Initiatives of the Insurance Sector 

b.
Forum 2 - The Uncertainty of Managing Catastrophic Risks 

c.
Forum 3 - Cities and Megacities at Risk from Natural Disaster 

d.
Forum 4 - National Lessons from the California Earthquake Loss Reduction Plan 

e.
Forum 5 - A Global Perspective on Reducing Losses from Natural Disasters 

f.
Forum 6 - Disaster Recovery Business Alliances 

g.
Forum 7 - Real-Time Monitoring and Warning for Natural Hazards 

h.
Forum 8 - Reducing Losses from Floods 

i.
Forum 9 - Protecting Our Critical Infrastructure 

j.
Forum 10 - Motivating People to Do Something About Natural Hazards 

k.
Forum 11 - Natural Disaster Reduction: Challenges for the Next Century 

l.
Forum 12 - Public Health in Natural Disasters 

m.
Forum 13 - Mobilizing DOD Hazard Reduction Forces 

n.
Forum 14 - When Natural and Industrial Hazards Collide 

2. PPP 2000 was cosponsored by the Subcommittee on Natural Disaster Reduction (a subcommittee of the National Science and Technology Council's Committee on the Environment and Natural Resources; SNDR comprises 19 Federal agencies), the Institute for Business and Home Safety (a property/casualty insurance organization dedicated to reducing deaths, injuries, property damage, economic losses, and human suffering caused by natural disasters), and more than 20 private-sector organizations.

3.         PPP 2000 recognized that finding durable and comprehensive solutions to

the vulnerability of natural disasters requires continuing dialogue among, and concerted action by, all sectors of our society.  “Past approaches to reducing the economic and social impacts of natural hazards have not fully solved the problem because it is too large and too complex to be handled by any one group.
”

B.        Of particular relevance to this session was Forum 6 – Disaster Recovery 

            Business Alliances.


1.
This forum brought together representatives from federal, state and local governments, the private sector, and non-governmental organizations to discuss increasing the awareness of business recovery concerns in communities throughout the nation -- a challenge involving the entire community.


2.
The Forum provided an exchange of ideas on various ways to create disaster mitigation plans for businesses and communities. The presentations stressed the importance of developing networks with local businesses, identifying and implementing technological solutions to prepare for mitigation of and response to disasters, and sharing information to reduce financial losses and provide better services to communities before, during, and after disasters.


3.
The forum identified several examples of successful programs for coordination of private and public efforts with the following common key components
:




a.
They are community-based and community-driven; 

b.
They involve strong public/private sector collaboration; 

c.
They are based upon a hazard and risk assessment; 

d.
They recognize the importance of land use planning and building codes as mitigation tools; 

e.
They recognize the role of incentives; and 

f.
They integrate professional training opportunities, public awareness and education for all sectors of the community into the whole process.

III.
The President's Commission on Critical Infrastructure Protection (PCCIP) – http://www.ciao.gov/resource/commission.html

A. Background.

1. PCCIP was the first national effort to address the vulnerabilities created in   the new information age. The Commission, established in July, 1996, by Presidential Executive Order 13010, was tasked to formulate a comprehensive national strategy for protecting the infrastructures we all depend on from physical and "cyber" threats
.
2. The fact that most of the nation's vital services are delivered by private companies creates a significant challenge in determining where the responsibility of protecting our critical infrastructures falls. The PCCIP addressed this challenge by bringing the private and public sectors together to assess infrastructure vulnerabilities and develop assurance strategies for the future. The Commission consulted with over 6,000 representatives from the private and public sectors including industry executives, security experts, government agencies and private citizens.
B. Critical Infrastructure Assurance Office (CIAO) -      http://www.ciao.gov/index.html

1.
CIAO was created in response to a Presidential Decision Directive (PDD-63 resulting from the work of the PCCIP) in May 1998 to coordinate the Federal Government's initiatives on critical infrastructure assurance. The CIAO's primary areas of focus are to raise issues that cut across industry sectors and ensure a cohesive approach to achieving continuity in delivering critical infrastructure services. CIAO’s major initiatives are to: 

a.
Coordinate and implement the national strategy; 

b.
Assess the U.S. Government's own risk exposure and dependencies on critical infrastructure:

c.
Raise awareness and educate public understanding and participation in critical infrastructure protection efforts; and

d.
Coordinate legislative and public affairs to integrate infrastructure assurance objectives into the public and private sectors.

2.
During 2002, CIAO sponsored statewide workshops in New Jersey and Texas to focus the efforts of government and business leaders on improving cooperation between private industry and local, state and federal governments, and addressing the challenge of ensuring the protection of essential services in the event of a terrorist attack or significant security breach.


C.
Partnership for Critical Infrastructure Security (PCIS) – http://www.pcis.org/

1.
Another organization following from the work of PCCIP is the Partnership for Critical Infrastructure Security.

2.
The mission of this partnership is “To coordinate cross-sector initiatives and complement public-private efforts to promote the assurance of reliable provisions of critical infrastructure services in the face of emerging risks to economic and national security.
”

D.        Business Homeland Security Association.
1.
Following from the need for coordinated public-private efforts to protect the nation’s infrastructure, and as a direct result of the events of September 11, 2001, dozens of businesses have come together to form the Homeland Security Industries Association in September 2002.

2.
The stated mission of this association is “To provide a mechanism for the government to coordinate with the private sector on homeland security issues.
”

3. Association member companies including Lockheed Martin, Northrop   Grumman, and the Computer and Communications Industry Association recognize this need to coordinate and look to create and maintain an industry-sector advisory group to provide input and advice to the government.

4.         Initiatives such as the Business Homeland Security Association are certainly motivated by the desire to share in the Homeland Security spending at all levels of government, but also reflects the reality that the private sector has much to offer the public sector in terms of expertise and resources. 


E.
The Infrastructure Security Partnership (TISP) (http://www.tisp.org)

1.
The attacks of  September 11, 2001, led to the formation of a private and public sector partnership (TISP) to collaborate on issues related to the security of the nation's built environment. 

2.
The stated purpose of TISP is – “The Partnership will act as a national asset facilitating dialogue on domestic infrastructure security and offering sources of technical support and sources for comment on public policy related to the security of the nation's built environment. The Partnership will collaborate on issues related to the security of the nation's built environment and leverage members' collective technical expertise and research and development capabilities. It is a fundamental goal of the Partnership to reach and include all stakeholders potentially affected by any disaster and to provide technical assistance and information to the Office of Homeland Security.
”

3.
The stated objectives of TISP are
: 

a.
Promote joint efforts to improve anti-terrorism and asset protection methods and techniques for the built environment. 

b.
Promote the participation of all interested organizations and ensure effective communication between all participating entities from the national to the state and local level. 

c.
Cooperate in the identification and dissemination of data and information related to the security of the built environment. 

d.
Promote effective and efficient transfer of infrastructure security knowledge from research to codes, standards, public policy and general practice. 

e.
Encourage synergy between organizations to react quickly and positively to issues of significance. 

f.
Promote effective professional relationships to further the advancement of the infrastructure industry. 

g.
Encourage and support the development of a methodology for assessing vulnerabilities. 

h.
Encourage the establishment of protocols related to the sensitivity of information generated and distributed by the Partnership. 

i.
Consider consequences of anti-terrorism/asset protection measures to occupants of facilities and emergency responders.
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