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Key Points
The effectiveness of a MAC System depends on effective preparedness. 
In order for successful emergency management and incident response to occur, emergency management/response personnel and their affiliated organizations must prepare with stakeholders.

This unit will cover the components of an effective MAC System. 
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	Unit Overview
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Key Points
At the end of this lesson, you should be able to:

· Identify the resources needed to support MAC System operations. 

· Describe the coordination and policy issues that are typical at various levels of government. 

· Describe strategies for resolving coordination and policy issues. 

	Topic
	Preparedness Factors
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Key Points
MAC System preparedness encompasses the following factors: 

· People—the people who make the system work. 

· Communications and Information Systems—two-way mechanisms to ensure that personnel have the most accurate information possible and can relay that information efficiently. 

· Public Information—systems required to provide accurate, timely information to the public. 

· Nonpersonnel Resources—the equipment, tools, and supplies needed to complete response and/or coordination activities. 

The following pages present information on each of the above factors.

	Topic
	People
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Key Points
To determine the number and types of people required to support the Multiagency Coordination System, you may want to consider:

· What needs to be done? 

· How many people are needed to do it? 

· What skills and knowledge do they need? 

· How many people are available? 

· From which agencies? 

· Where will you get the others? 

· How long will it take? 

	Topic
	People
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Key Points
You should think in terms of broad functions when determining what needs to be done. 
For example, if organized using Federal Emergency Support Functions (ESFs), the functions would include ESF #1—Transportation, ESF #2—Communications, ESF #3—Public Works and Engineering, and so on as needed by the system. 
No one in any MAC System should be called the Incident Commander.  There is only one Incident Commander, and that person manages the on-scene response. 

	Topic
	People
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Key Points
The next step requires identifying the number of people with the required skills and knowledge that are available.  Because there may be little or no time to assemble staff, it is important that key staff positions be identified and personnel assigned before an incident occurs.  This step requires:

· Identifying the agencies for which the personnel work on a daily basis. 

· Making the personnel aware of their assignments. 

· Managing their expectations about the work environment. 

· Assisting the personnel in preparing themselves and their families for a possible emergency that will require them to be away from home for an extended period. 

· Providing any additional training or cross-training that may be required for the system to work. 

If you have identified personnel shortages, you must:

· Identify sources for additional personnel (e.g., from other agencies, jurisdictions, etc.). 

· Determine how long it will take for those personnel to become a functioning part of the system. 

· Develop a strategy for getting the work done in the interim. 

	Topic
	Communications and Information Systems
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Key Points
When determining communication needs, you should identify critical linkages between the Incident Command and the various layers of the MAC System.  Means of communicating may vary depending on the type of information being communicated and the proximity of the persons communicating.
For example, communication between the EOC/MAC Group and the incident scene may be made by radio, whereas communication between the local EOC/MAC Group and the State EOC/MAC Group may be made by telephone, fax, or email.
Communications planning must also address communications flow within the EOC/MAC Group.  This should include:

· Message documentation and routing procedures. 

· Communicating major events. 

· Documenting actions taken. 

NIMS requires that communications systems must be interoperable and redundant. 
Additional training on communications and information systems is available in IS-704 – NIMS Communications and Information Management. 

	Topic
	Activity
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Key Points
Instructions:  Working with your team . . .

1. Read the scenario below.

2. List potential advantages and disadvantages of the system described.

3. Select a team spokesperson and be prepared to share your answers with the class in 
10 minutes.

Scenario:  Birmingham/Jefferson County, AL, has purchased a modular interconnect system with which an operator can connect landline telephone, high frequency, land mobile radio, and satellite communications.  Communications formats can be added by plugging in interface modules and connecting them to the fixed-site main system.

	Topic
	Discussion Question


	PowerPoint
Visual 3.9
	[image: image9.jpg]Discussion Question

What will your
organization do if your
primary communications
system fails?





	


Key Points
What will your organization do if your primary communications system fails?

	Topic
	Communications and Information Systems
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Key Points
Communications networks are often overloaded or fail completely following a major incident. 
You should have redundant systems in place and ensure that all members of the MAC System know:

· What those systems are. 

· How they will be notified to switch to a backup system.

	Topic
	Communications and Information Systems
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Key Points
The key requirements for information systems are to:

· Link to critical functions. 

· Make information readily available. 

· Ensure interoperability and redundancy. 

Linking information system needs to critical activities or operations will help determine:

· What information is needed, by whom, and in what form.
· The timeframes in which the information is needed.
· The best ways to gather, analyze, and disseminate the information. 

At most incidents, there will be information that should not be generally available because it could adversely affect operations, ongoing investigations, etc.  Consider information security when establishing information systems.  Information systems must also be interoperable and redundant to ensure efficient information flow throughout the MAC System.

	Topic
	Public Information
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Key Points
Public information is one of the most critical areas for multiagency coordination.  Public information includes the processes, procedures, and systems for communicating timely, accurate, and accessible incident information.
Public information deals with all matters of general interest to the public, responders, and additional stakeholders (both directly affected and indirectly affected), including: 

· Alerts and warnings. 

· Incident cause, size, and current situation. 

· Actions being taken and resources committed. 

· Short-term and long-term community recovery plans. 

	Topic
	Public Information
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Key Points
The Public Information Officer represents and advises the Incident Commander on all public information matters relating to the management of the incident.  The Public Information Officer handles: 

· Media and public inquiries. 

· Emergency public information and warnings. 

· Rumor monitoring and response. 

· Media monitoring. 

The Public Information Officer also oversees other functions required to coordinate, clear with appropriate authorities, and disseminate accurate and timely information related to the incident, especially information related to public health and safety or protection.

The Public Information Officer is the on-scene link to the Joint Information System and Joint Information Center. 

	Topic
	Public Information
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Key Points
The Joint Information System (JIS) provides a structure and system for developing and delivering coordinated interagency messages.  JIS responsibilities include:

· Developing, recommending, and executing public information plans and strategies. 

· Advising the Multiagency Coordination System and Incident Command concerning public affairs issues that could affect a response effort. 

· Controlling rumors and inaccurate information that could undermine public confidence in the emergency response effort. 

Federal, State, tribal, territorial, regional, or local Public Information Officers and established Joint Information Centers (JICs) are critical supporting elements of the JIS.

	Topic
	Public Information
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Key Points
The Joint Information Center (JIC) is:

· A central location that facilitates operation of the Joint Information System (JIS). 

· A location where personnel with public information responsibilities perform critical emergency information functions, crisis communications, and public affairs functions. 

JICs may be established at various levels of government or at incident sites, or can be components of Multiagency Coordination Systems (e.g., MAC Groups or EOCs).  A single JIC location is preferable, but the system is flexible and adaptable enough to accommodate virtual or multiple JIC locations, as required. 

	Topic
	Public Information
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Key Points
The visual shows the relationships between different multiagency coordination entities within the Joint Information System (JIS).

The Joint Information System includes:


· The EOC.

· The JIC.

· Agency Executives and spokesperson.

· The on-scene PIO.

The JIC is a physical location used to coordinate:


· Critical emergency information.

· Crisis communications.

· Public affairs functions. 

The JIC coordinates with the EOC, the on-scene PIO, and the Agency Executives and spokesperson.

The on-scene PIO:


· Represents and advises the Incident Command.

· Manages on-scene media and public inquiries.

The PIO coordinates with the JIC.

	Topic
	Public Information
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Key Points
Scenario:  A wide-area search is underway for a child who is missing.  The search covers the areas shown on the map.  

Discussion Questions:

What agencies may be part of the MAC System?
What activities are being coordinated?
	Topic
	Public Information
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Key Points
The answers to the following questions should determine how the JIS will be established and how it will operate:

· Who is the public (including all stakeholders)? 

· What does the public need to know? 

· Who will provide that information? 

· How will the information flow be managed and coordinated? 

· How will the information be transmitted? 

· When?  How often? 

For a more indepth look at the NIMS Resource Management component, you should take the IS-702 – NIMS Public Information course.

	Topic
	Resource Management
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Key Points
A significant incident response issue is acquiring, assigning, and deactivating resources.  Resources are critical for coordinating the on-scene response and ensuring that communications and information management systems work as required.

NIMS has established guidelines to manage resources more effectively by:
· Establishing systems for describing, inventorying, requesting, and tracking resources. 

· Activating these systems before and during an incident. 

· Dispatching resources before and during an incident. 

· Deactivating or recalling resources during or after an incident. 

This course provides a brief overview of Resource Management.  For a more indepth look at the NIMS Resource Management component, take the IS-703 – NIMS Resource Management course.

	Topic
	Discussion Question
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Key Points
Scenario:  A large office building has collapsed downtown, trapping and injuring dozens of people.  Your agency is tasked with responding to the incident and coordinating relief efforts.

Discussion Question:  What are the key resource management systems questions that must be asked?
	Topic
	Resource Management
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Key Points
Effective resource management requires four basic activities:
· Developing a uniform method for identifying, acquiring, allocating, and tracking resources. 

· Developing an effective mutual aid and donor assistance program based on a standardized classification of the kinds and types of resources needed to support incident management. 

· Developing a credentialing system that is tied to uniform training and certification standards to ensure that requested personnel resources are integrated successfully into ongoing incident operations. 

· Ensuring that all of these activities are managed through the MAC System and the Incident Command. 

Each of these activities will be discussed on the following screens. 

	Topic
	Resource Management
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Key Points
Resource typing is categorizing, by capability, the resources requested, deployed, and used in incidents.  The National Integration Center typing protocol provides incident managers the following information: 
· Resource Category:  Identifies the function for which a resource would be most useful. 

· Kind of Resource:  Describes what the resource is (for example:  medic, firefighter, Planning Section Chief, helicopter, ambulance, combustible gas indicator, bulldozer). 

· Type of Resource:  Describes the size, capability, and staffing qualifications of a specific kind of resource. 

Resource typing must be a continuous process based on measurable standards. 

	Topic
	Resource Management
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Key Points
Agreements should be developed:
· Before an incident occurs. 

· Among all parties, whether governmental or nongovernmental, that might provide or request resources during an incident. 

All agreements should specify how resources will be requested, how potential claims will be handled, and whether and how reimbursement will be made.  Local resource requests at large or complex incidents should be made through the State to facilitate resource tracking. 

	Topic
	Discussion Questions
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Key Points
What types of agreements has your organization entered into?

What future agreements should your organization develop?
	Topic
	Resource Management
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Key Points
The credentialing process involves an objective evaluation and documentation of an individual's:
· Current certification, license, or degree, 

· Training and experience, and 

· Competence or proficiency. 

Credentialing personnel ensures that they meet nationally accepted standards and are able to perform specific tasks under specific conditions.  Credentialing is separate from badging, which takes place at the incident site in order to control access. 

	Topic
	Resource Management
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Key Points
The credentialing process, as recommended by the National Integration Center, begins with the department/agency deciding to participate in the credentialing effort.  Next the department/ agency selects members to participate in the credentialing effort.
The department/agency submits each individual’s application to an authorized credentialing agency.  That credentialing agency determines if the individual is qualified for the applied-for credential(s).
If the individual is found not qualified, he/she can reapply when qualified.

If the individual is found qualified, the credentialing agency acts as follows:
· Creates a record and updates the database. 

· Issues a card/ID (and periodically reissues the card/ID as appropriate). 

· Notifies the department/agency. 

· Uploads the information to the management infrastructure. 

The credentialing organization undergoes periodic review by a third-party reviewer.

	Topic
	Resource Management
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Key Points
Some advantages of credentialing are that it:
· Ensures that all personnel assigned to an incident are qualified for their assignments. 

· Makes ordering personnel resources easier because personnel can be typed based on qualifications. 

· Assists incident personnel in matching personnel with equipment. 

· Allows personnel from outside the jurisdiction to integrate into the incident organization quickly. 

· Reduces the jurisdiction’s liability for suits based on claims that personnel were unqualified for their assignments. 

	Topic
	Resource Management
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Key Points
Resource coordination through MAC Groups is perhaps the most critical aspect of resource management.  Coordination is essential to ensure accurate resource tracking and resource availability. 
During a major incident, local EOC/MAC Groups should fill requests from the Incident Command only when they can be filled using resources from that jurisdiction.  If a mutual aid agreement or assistance agreement must be implemented, local jurisdictions should work through the State EOC so that the State always has a complete picture of resource status and availability. 

	Topic
	Policies and Procedures
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Key Points
Policies are high-level guidance that are generally developed by senior management.  Policies provide goals and direction to all agencies that may respond to an incident. 

Procedures specify the methods or steps to be followed routinely for the performance of designated operations or in specific situations.  Procedures describe how policies will be implemented. 

Together, policies and procedures clarify:
· What key players will do. 

· How they will interact. 

· How they will be held accountable. 

	Topic
	Discussion Question
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Key Points
Why is the distinction between policies and procedures important for your organization?

	Topic
	Addressing Coordination Challenges
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Key Points
Three common types of issues that affect multiagency coordination are: 
· Conflicting policies.
· Communication issues.

· “Turf” issues.
The next slide offers strategies for addressing these issues.

	Topic
	Addressing Coordination Challenges
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Key Points
Suggested strategies for addressing conflicting policies include:

· Get senior-level endorsement and support.  The chief elected official sets the tone for all preincident activities.  Getting his or her endorsement and support for working as a team will enhance coordination among all agencies. 

· Involve decisionmakers from all participating agencies.  Involving key decisionmakers from all participating agencies throughout the planning process helps to ensure that all will work together toward a common goal.  It also provides an opportunity to identify and resolve issues before they affect response or coordination. 

Suggested strategies for addressing communication issues include:

· Document decisions.  To the extent possible, decisions should be documented in writing.  All entities that are affected by the decisions made should be provided an opportunity to review documentation.  Memorandums of understanding, memorandums of agreement, agreements under the Emergency Management Assistance Compact, and other agreements should include details about procedures that must be followed to request, activate, assign, track, deactivate, recondition, and pay for resources. 

· Communicate directly.  Direct communication among key personnel, either face to face or by phone or radio, is always preferable to communicating through an intermediary.  Direct communication allows for asking questions and gaining clarification, where necessary, to resolve issues. 
(Continued on next page.)

	Topic
	Addressing Coordination Challenges


Suggested strategies for addressing “turf” issues include: 

· Keep copies of all policies and procedures at the EOC.  Often turf issues can be resolved by referring to existing policies and procedures that have been agreed to during preincident planning.  Ensure that copies of all pertinent policies and procedures are available at the EOC in case they are needed. 

· Ensure a senior decisionmaker is always available.  Having a senior decisionmaker (e.g., the mayor, a member of the city council, etc.) available enables decisions to be made in the moment, settling turf issues quickly, if only for the current response.  (Note that these issues should be revisited as part of the after-action reporting process to develop a permanent solution.) 

	Topic
	Exercising and Evaluating Capabilities
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Key Points
The DHS Homeland Security Exercise and Evaluation Program (HSEEP):
· Offers a common exercise policy. 

· Provides program guidance that constitutes a national standard for exercises. 

· Fosters consistent terminology that can be used by all exercise planners, regardless of the nature and composition of their sponsoring agency or organization. 

· Provides useful tools that exercise managers can use to plan, conduct, and evaluate exercises to improve overall preparedness. 
The next page provides more information about HSEEP.
	Topic
	Exercising and Evaluating Capabilities


HSEEP is compliant with, and complements, several historical and current Federal directives and initiatives such as the National Strategy for Homeland Security; Homeland Security Presidential Directive (HSPD) 5, Management of Domestic Incidents; and HSPD-8, National Preparedness.  In addition, HSEEP integrates language and concepts from the following:
· National Response Framework (NRF)—a guide to how the Nation conducts all-hazards response. 

· National Incident Management System (NIMS)—a system that provides a consistent nationwide template to enable Federal, State, tribal, territorial, and local governments, the private sector, and nongovernmental organizations to work together to prepare for, prevent, respond to, recover from, and mitigate the effects of incidents. 

· National Infrastructure Protection Plan (NIPP)—the unifying structure for the integration of critical infrastructure and key resources (CIKR) protection efforts into a single national program. 

HSEEP is accepted as the standardized policy and methodology for the execution of the National Exercise Program (NEP).
HSEEP is consistent with the Federal Energy Regulatory Commission (FERC) 12-Step Exercise Process guidelines.
HSEEP exercise types can be categorized as either discussion-based or operations-based.  Discussion-based exercises are orientation seminars, workshops, tabletops, and games.  Drills, functional, and full-scale exercises are the operations-based exercises. 

	Topic
	Exercising and Evaluating Capabilities
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Key Points
Developing a progressive testing, training, and exercise program that crosses agencies, jurisdictions, and levels of government helps to resolve these issues before an incident occurs.
Many coordination issues can be identified through:
· Testing.
· Training.
· Discussion-based exercises.
· Operations-based exercises.
	Topic
	Exercising and Evaluating Capabilities
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Key Points
Jurisdictions that do not have comprehensive exercise programs should develop one. A comprehensive exercise program:

· Incorporates all types of exercises. 

· Includes all important players in response and coordination. 

· Increases in complexity, until all response and coordination capabilities are tested. 

A comprehensive exercise program provides several important benefits:

· It fosters communication and cooperation among agencies and departments that do not work together on a day-to-day basis. 

· It enables jurisdictions to test their response and coordination capabilities before they are put to the test in an actual incident. 

· It helps keep personnel current in their emergency or disaster jobs, making them use skills that they may not use on a daily basis. 

	Topic
	Preparedness Self-Assessment
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Key Points
Instructions:

1. Turn to the self-assessment in your Student Manual.

2. Take a few moments to complete the checklists about your organization’s:

· Coordination of preparedness activities.
· Preparedness plans.
3. Use this information later to help strengthen your organization’s response capabilities.
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Instructions:  Answer the following questions to assess your organization's capability for coordinating preparedness throughout the jurisdiction.  Make note of whether the organization is prepared fully, partially, or not at all.
	Preparedness Indicator
	Fully, Partially, 
or Not at All?

	Has the jurisdiction taken steps to ensure personnel are available and trained to carry out multiagency coordination functions, including:

· Mutual aid and assistance agreement utilization?

· EOC/MAC Group activation?

· Joint Information System and Joint Information Center setup?

· Communications and information management?
	

	Does the jurisdiction use a unified approach to preparedness, ensuring mission integration and interoperability across functional and jurisdictional lines, as well as between public and private organizations?
	

	Have jurisdiction’s preparedness organizations implemented and institutionalized policies, systems, procedures, and/or plans that ensure preparedness activities are coordinated among all appropriate agencies within the jurisdiction, across jurisdictions, and with private organizations?
	

	Do the jurisdiction’s preparedness organizations meet regularly?
	

	Are the jurisdiction’s preparedness organizations multijurisdictional when regular, cross-jurisdiction coordination is necessary?
	

	Have the jurisdiction’s preparedness and response organizations established and coordinated emergency plans and protocols, including public communications and awareness?
	

	Do the jurisdiction’s preparedness organizations integrate and coordinate activities of the jurisdictions and functions within their purview?
	

	Have the jurisdiction’s preparedness organizations established the intergovernmental agreements, standards, guidelines, and protocols necessary to promote interoperability among member jurisdictions and agencies?
	

	Have the jurisdiction’s preparedness organizations adopted standards, guidelines, and protocols for providing resources to requesting organizations, including protocols for incident support organizations?
	

	Do the jurisdiction’s preparedness organizations set priorities for resources and other requirements?
	

	Do the jurisdiction’s preparedness organizations conduct comprehensive training and exercises with all potential elements and stakeholders within the MAC System?
	




















