Hazard Mapping and Modeling 


Session No. 16
Course Title:
Hazard Mapping and Modeling
Session 16 : Distribution of Geospatial Data in the Public Environment  
Prepared By:  John C. Pine, Director, Disaster Science & Management, Louisiana State University, Baton Rouge.

Time:  2 hours

Objectives:

16.1  tc "Course Title\: Hazard Mapping and Modeling"

tc "Time\: 3 hrs " \l 2  
Understand the purposes, uses and risks associated with the distribution of 

geospatial data in the public environment.

16.2    
Explain the basis and nature of  concerns raised by public, private and non-profit 

organizations in the distribution of geospatial data used in disaster preparedness, response, recovery and mitigation.

16.3   
Understand a methodology for balancing agency security risks and the benefits of geospatial data dissemination in a public environment.  

(See Slide 2: Objectives) _______________________________________________________________________

Overall Goal: This course is to contribute to the reduction of the growing toll (deaths and injuries, property loss, environmental degradation, etc.) of disasters in the United States by providing an understanding of the significant role of mapping and modeling in the management of hazards.
Session Goal:  Students in this session will be able to clarify what data may be distributed in a public environment and the issues associated with the distribution of geospatial data.

Scope: 

Organizations are increasingly using the power of geographic information systems in planning, program assessment and support of business operations.  As a result, the distribution of geospatial data to partners in the emergency management system can provide access to critical business data for many organizations.  The distribution of this data can be a great asset to local agencies, and businesses but can also be a significant breach of security and confidentiality.  This session examines the uses and risks of the distribution of geospatial data and the basis of security concerns.  It will provide a framework for assessing the nature of the data and how to examine the security and confidentiality risks associated with the data. 
______________________________________________________________________

Readings:

Student Reading:


Baker, John; Lachman, Beth; Frelinger, David; O’Connell, Kevin; Hou, Alexander; Tseng, Michael; Orletsky, David; and Yost, Charles (2004).  Mapping the Risks: assessing the homeland security implications of publicly available geospatial information. Santa Monica, CA, RAND Corporation.  (Chapter 2 and 3) http://www.rand.org/publications/MG/MG142/
Federal Geographic Data Committee (FGDC) (2005).  Guidelines for Providing Appropriate Access to Geospatial Data in Response to Security Concerns. Washington, D.C.  
http://www.fgdc.gov/policyandplanning/fgdc-guidelines
Thomas, Deborah S.K. 2001.  “Data, Data Everywhere, But can we really use them?”  American Hazardscapes: The Regionalization of Hazards & Disasters. Susan L. Cutter, Editor. Joseph Henry Press. Washington, DC. 

Additional Instructor Reading: 


National States Geographic Information Council (2002).  Data access decision tree. National States Geographic Information Council web site at:   http://www.nsgic.org/hot_topics/security/080702_HS_Decision_Tree_CI_Data
Federal Geographic Data Committee (FGDC) (2005).  Homeland Security and Geographic Information Systems: How GIS and mapping technology can save lives and protect property in post-September 11th America. http://www.fgdc.gov/
National Academy of Public Administration (1998).  Geographic information for the 21st Century: building a strategy for the nation. National Academy of Public Administration Washington, D.C.
______________________________________________________________________________

General Requirements:

Two readings provide the students the basis for this session of the class. 

1. The Federal Geographic Data Committee (FGDC) (2005) report (Guidelines for Providing Appropriate Access to Geospatial Data in Response to Security Concern) provides the students in the class a hands on approach in examining security issues in sensitive GIS data.  The FGDC methodology was developed by a partnership of Federal agencies in collaboration with state and local agencies interested in geospatial data.  

2. The second reading from the Rand Corporation (Mapping the Risks) provides students with much of the background information on why the distribution of geospatial data is so critical.  
Together, these two readings give the student an up to date basis for examining a critical public issue and a realistic approach in making distribution determinations of sensitive geospatial data.  

The instructor is encouraged to ask students to review the student readings prior to the class and be prepared to discuss why the distribution of data is a sensitive public policy area and why great care must be taken in making data public. 
_____________________________________________________________________
Objective 16.1  Understand the purposes, uses and risks associated with the distribution of 

geospatial data in the public environment.

Requirements:

A PowerPoint presentation is provided to introduce students to the concepts associated with the distribution of geospatial data to agencies and to the public. 
Remarks:

I. Timely, accurate geospatial information, easily accessed and capable of being shared across federal, state and local political jurisdictions is critical to effective decision making for emergency planning, response, and recovery (Homeland Security & GIS 2006 Report).  (see Slide 3: The Need for Geospatial Information)

A. Geospatial data

1. It is data that identifies the geographic location and characteristics (attributes) of natural or constructed features and boundaries on the earth. 
2. These data may be derived from, among other things, remote sensing, mapping, and surveying technologies. 
II. Many public, private and non-profit organizations collect, use, store and disseminate geospatial data.  Many of these organizations such as state agencies or universities see that the sharing and distribution of data is critical to their mission success (see Slide 4: The Need for Dissemination of Data).
A. Sharing data between government agencies is a virtual necessity for a successful, long-term GIS (Calkins, 1997).  Jurisdictions will not be able to justify "going-their-own-way" and not taking advantage of what data is available from other sources or not sharing their database with other governmental units. 
B. Public private sharing of sources of information is significant since many critical infrastructure data sets may not be in the public sector.  

C. Critical information that must be included with sharing of data include (metadata files) (Calkins, 1997) (see Slide 5: Critical Information with Geospatial Data):  
1. What will be the source for each data item? 

2. How will sharing be arranged? . . purchase? . . license? . . other agreement? 

3. Who will own the data? 

4. How will new GIS data be integrated with existing data files (legacy systems)? 

5. Who will be responsible for updates to the data? 

6. How will the cost of the data (creation and maintenance) be allocated? 

7. Who will provide public access to the data? 

8. Who will be responsible for data archiving and retention?  . . of the original? ..of copies? 

D. Too often data is used for purposes that were never intended by those that created it.  Users often assume that the data serves their purposes and they fail to examine when the data was created, the purpose of the data, and how it was intended to be used.  The most common assumption by users is that the data is very accurate and complete; however, the developer may have created the data set as a sample or an approximation of something rather than a complete set of schools, churches, businesses, bridges, or manufacturing sites.  

III. Many public sector freedom of information requirements state that government data must be made available. No distinction is made on the basis of the format of the data (eye-readable or digital), the amount of data, or the intended use of data. 
IV. Geospatial information provides an excellent basis for effective planning, response, recovery and mitigation of many hazards.  It is used in the following (see Slide 6: Uses of Geospatial Data);

A. Detection of threats or identification of hazards

B. Identification of features at the local level or sites that are vulnerable to hazards.  Geospatial information is thus critical in emergency planning.


C. Used to prevent threats from hazards.  


D. Used to protect sites from threats or hazards.


E. Used in response and recovery operations.

V. Agencies may also see that the release of the data in some form poses risks. 

QUESTION:  What are some examples of geospatial information that is used in 

emergency management?
(Examples include addresses of residents, phone numbers, value of homes, individuals that have a physical handicap or other physical limitation, business locations by type of operation, lists of schools, vocational training centers or other educational institution.) 

A. Real time access to geospatial information can provide decision-makers with the data needed to confront a wide variety of threats including natural or technological disasters or terrorist attacks.  In each case, access to the geospatial data was critical to operational performance, but the release of any or all of the data could be in conflict with local ordinances or state law (see Slide 7: Real Time Access to Geospatial Data).  

1. Access to data was critical to rescue operations in the hours and days following the landfall of Hurricane Katrina.  The 911 Communications Center in Orleans Parish was able to transfer the daily record of requests for emergency rescue calls to the USGS operations in Baton Rouge.  USGS staff used the services of a contractor to geo-reference each caller’s address.  The USGS staff then placed the calls on high resolution maps of the City of New Orleans.  Maps were then provided to rescue teams each day throughout the metropolitan area.  This geospatial information was vital to locating stranded residents in the flooded City.  Was the data public?  Could it be released to the media and the public?

a. 911 Communication call records were not made public following rescue operations for Hurricane Katrina and Rita since some calls included fatality information.  Parish fatality information was later made public, but the information was not distributed by the 911 Communications Center nor other rescue operations agencies.  

2. The U.S. Coast Guard identified over 5,000 stranded vessels in coastal areas following Hurricane Katrina.  As boats and other craft were identified, the Coast Guard teams noted the geospatial coordinates for each water craft.  The Coast Guard then assigned cleanup operations contractors vessels to retrieve based on the type of water craft, the hazard presented by the craft to navigation, and its location.  Accurate timely geospatial information was critical to clean-up operations.  Was the data public?  Could it be released to the media and the public?  

a. The Coast Guard faced real problems in attempting to notify owners of vessels that were blocking water features or that were on private property.  Coast Guard teams and their contractors needed permission from property owners to move a boat and ensure that it was placed in a safe place.  

3. Contractors from throughout the United States were directed in removing debris from streets in New Orleans by the use of high resolution photos of the City of New Orleans, transportation street network information, and bridge or road closure information.  

a. As roads and bridges were opened, road crews could begin the process of opening roads to traffic.  

b. The contractors created neighborhood boundary files and assigned heavy equipment operators and trucking haulers to clear the assigned areas.  

c. Was the location of work crews in removing debris public information?  Could contractors managing debris removal communicate were they were working to police and other security personnel without making it public?     

4. Given that many emergency services units communicate openly on the radio, when dispatch operations are sent to an address or street intersection, can information be restricted and not provided to the public?  If the call is in the public domain, must the agency provide details to the public on the nature of the call?   Must records of the dispatch of emergency services be made public at the point the call is made or at any time following the dispatch of the public service?
QUESTION: Why is it so important for organizations to be able to share information that 

includes geospatial data, so critical in emergency response activities?

(During response operations in a disaster, normal communication systems may be limited or not available.  Responders must be creative to utilize many alternative avenues to reach members of their response teams to relay information. The effectiveness of many public safety operations may be dependent on creative uses of open communication channels. )

B. The release of geospatial information may present the possibility of harm to an individual, family or an organization.   Some data sets are protected by statute and may not be released.  Other data sets may not be restricted by statute nor administrative procedures (see Slide 8: Releasing Geospatial Data).
1. Health care records and student records are confidential and may not be released.  


2. Other agency data sets must be released upon request.

a. Local government emergency planning community right to know (EPCRK) records are public and must be released.  These records include the location of the site with hazardous chemicals and data relating to the amount and container of the substance.

3. Weather data is collected real-time by federal, state and local agencies and often made available on the Web to the public.

C. The release of data poses a security risk.  

1. Critical infrastructure information from public, private or non-profit organizations may be too sensitive to be released to the public. 

a. Critical infrastructure (telecommunications; electrical power systems; gas and oil production, storage and distribution; banking; water systems and emergency services)

b. Employment data by location

QUESTION:  What does the term adversary mean?  Why might an adversary want your 

geospatial data?

(The adversary is anyone who might want to harm you or use your geospatial data to harm you or someone else.  The key is that we are sensitive to how our data or data that we distribute might be used to harm or organizations or others.)
QUESTION:  What other types of data might be extremely sensitive and not made 

available to the public?  (see Slide 9)
2. Much data is extremely sensitive such as high resolution photos, political, facility, or organizational boundaries, property ownership, hydrography, transportation routes and property or site elevation.

3. Geospatial data is an essential tool.  It contributes to the emergency management process by: 

a. Detection:  Provides spatial and temporal backdrop for understanding hazards and in many cases real time view of a hazardous condition or vulnerability

b. Preparedness: Current spatial information is critical in planning.

c. Prevention:  Geospatial information provides a basis for detecting and analyzing patterns for many hazards and looking for relationships between our vulnerabilities and hazards.

d. Response and Recovery:  Accurate geospatial information for areas impacted by a disaster is critical to accomplishing the response and recovery mission.  Comparisons of before and after the disaster have been extremely helpful to emergency management.

VI. Executive Order 12906 (1994 Clinton) and reaffirmed in 2003, requires Federal agencies that produce geospatial data to document new data sets produced after January 1995 (using Version 2.0 1998) adopted by the Federal Geographic Data Committee (see Slide 10: The National Geospatial Data Clearinghouse).  
A. The Executive Order requires that metadata be made available through the National Geospatial Data Clearinghouse.  
B. Anyone can use the Clearinghouse search engines to determine what geospatial data exists, the nature and condition of the data and how to access the data.  

C. This requirement applies only to Federal agencies but some states also have identical requirements.  
Class Activity:  The Federal Geospatial Data Committee provides excellent publications to 

demonstrate the nature of metadata.  Ask the students in the class to review two of these short documents from their Web site: http://www.fgdc.gov/metadata/metadata-publications-list
1. Geospatial Metadata Fact Sheet (this document provides a general overview of geospatial metadata)

2. Geospatial Metadata Quick Guide (this is a short reference guide that briefly explains quality content for metadata elements).  

Ask the students in the class to review these two documents and explain the link between 

accurate and complete metadata files and the National Geospatial Data Clearinghouse.  How would good metadata files help the Web search engine and assist data users in finding the best geospatial data for their use.

QUESTION:  What are the implications of metadata requirements for the distribution of 

geospatial data?  

(The clearinghouse concept and the metadata requirement were developed to support the search and acquisition of geospatial data.  Metadata for a specific geospatial data set is a major asset for describing the nature and characteristics of a data set and provides the basis for using and finding the data.)
VI. Agencies must have guidelines in the handling and release of sensitive data. 

A. The National Spatial Data Infrastructure (NSDI) Federal Geographic Data Committee (FGDC) was established by the Office of Management and Budget (see Slide 11). 

1. The FGDC provides a mechanism for organizations to collaborate in assuring that geospatial data and systems are in place and ready for emergency functions.  

2. More information on the FGDC can be found at:  http;//www.fgdc.go.
3. The NSDI is intended to develop a framework for providing data that is accurate, up-to-date, and immediately available for emergency management functions.

B. Coordination of geospatial data is essential and requires extensive planning and preparedness.  Guidelines on the distribution of the data must be established.


1. As with any type of database, planning is critical.



2. Clarifying the intended use of the geospatial data determines what 




information is collected

C. Providing real time access to agencies presents critical security issues in times of crisis or otherwise.

1. Providing public access to sensitive information can interfere with rescue, cleanup, or other response services.

2. Providing public access to information could be in violation of health care or other privacy statutes.

3. Public access to information could be business sensitive and a conflict with business proprietary activities.  

D. The goal of any organization is to provide quality data but also to ensure that safeguards are present to protect individual privacy interests and organizational security.  Key questions that must be addressed by the agency providing access to geospatial data include:



1. Who created the data? 
2. What purpose does the data serve? 
3. Is there a legal requirement to make the data available to the public.

E. Recognize that geospatial data often have value to organizations other than the organization that originates the data (see Slide 12: Value of Data to Other Organizations). 

1. A major goal is to “build once and share or use many times”

2. Facilitate the sharing of information among organizations as needed to accomplish operational missions.  



3. Support the efficient and effective operations.

4. Allow for the free flow of information between the public, private and non-profit entities as well as the public. This flow of information enables both informed public participation in decision-making and private reuse of government information


F. Key concepts in determining what data may be released include (see Slide 13: Key Terms):  

1. Open-source information 

a. Publicly available information (that is, information that any member of the public could lawfully obtain by request or observation), as well as other unclassified information that has limited public distribution or access (including information from companies, academia, and other sources). 
b. Access to such information may or may not require payment. Examples of open-source information include all types of media, government reports and other documents, scientific research and reports, commercial vendors of information, and the Internet. 

2. Originating organization

a. An organization or individual that develops or sponsors the development of geospatial data. 

3. Restrict – to limit access to, use of, or redistribution of data. 

4. Safeguard 
1. An activity intended to protect by preventing something from happening; a process, procedure, technique, or feature intended to mitigate the effects of risk. As a verb, to provide a safeguard for.
Objective 16.2 
Explain the basis and nature of  concerns raised by public, private 

and non-profit organizations in the distribution of geospatial data used in disaster preparedness, response, recovery and mitigation.

Requirements:

One of the direct outcomes from the September 11th attacks in the United States was an immediate assessment of our vulnerabilities, especially to domestic terrorist attacks.  Federal state and local geospatial data distribution Web sites were temporarily placed off line until agencies were assured that they were not increasing our vulnerability to acts of terrorism.  This section of the class takes a closer look at the threats of distributing geospatial data to other public agencies or to the public.  We make use of two chapters of John Baker et al (2004).  Mapping the Risks: assessing the homeland security implications of publicly available geospatial information  from the RAND Corporation (Chapters 2 and 3 are of great help in setting the stage for our class )  See the following Web site for free access to the book and especially Chapters 2 and 3. http://www.rand.org/publications/MG/MG142/
Remarks:

I.  Computer information technology allows our organizations to take advantage of great achievements, but with the advances in mapping, modeling, communications, networking and direct and remote sensing comes vulnerabilities (Making the Nation Safer) (see Slide 14: Concerns Raised by the Distribution of Geospatial Data).  


A. Our use of technologies makes us vulnerable to disruptions 



1. Power outages

2. Interdependent units being disconnected from internal and external networks because of local failures, regional disasters, and larger scale catastrophies.


B. Our systems are vulnerable to intentional disruptions from terrorism.

1. Terrorist seek to identify and take advantage of any vulnerabilities in our information communication network systems.

II. Strategies for addressing organizational and operational vulnerabilities: (Making the Nation Safer) (see Slide 15: Geospatial Data and Vulnerability Assessment).
A. Identify and repair the weakest links in vulnerable systems and infra​structures. 

B. Take advantage of tools such as firewalls, passwords, separate storage areas 

C. Build security into basic system designs where possible. 

D. Build flexibility into systems so that they can be modified to address unforeseen threats. 

E. Search for technologies and approaches to allow users of geospatial data access to information that is appropriate for their needs but do not compromise our needs to restrict information access to sensitive data.   

III. A criteria for identifying and quantifying sensitive data should be initiated in order to define the level of risk for various kinds of geospatial information. The results could be used to determine the minimal level of protection required for making each type of information available to internal and external organizational users.  

QUESTION:  Should any of the following types of information be restricted and limited 

access be made to the public or other agencies?  Would any of the information be provided to other entities or the public but not the entire agency record?  (see Slide 16)

· 911 emergency calls


· Immunization records for students or public employees


· Home inspection damage assessment reports 


A. In order to protect our effectiveness to respond to emergencies and use geospatial information and technology, we must develop strategies to ensure information and network security and access to information technologies for emergency response (Making the Nation Safer).

IV. Large and small local governmental entities present a target-rich environment for the terrorist. These entities provide access to a set of highly integrated infrastructure systems.  Ensuring that geospatial information is protected from terrorist threats is critical to the sustainability of these entities. 

A. Water, electrical, and gas supplies; communications; and transit

B. Numerous major buildings and places of public assembly. 

V.  A systems approach to understanding our vulnerabilities to terrorist threats is critical.  This approach includes an assessment of infrastructure vul​nerabilities and the identification of mitigation strategies (see Slide 17: Systems Theory & Vulnerability). 
A. A systems approach can clarify the potential impacts of breakdowns or failures in our networks, information systems and operational procedures.  

1. What are the major elements of the infrastructure system?



2. What are the sub-systems of these major elements?



3. What is this system dependent upon?



4. What assumptions are present which is fundamental to the system?

B. Geospatial information concerning a local community could include infrastructure vulnerabilities.  
QUESTION: How is this information developed and maintained by the public, private and 

non-profit sectors?  What is included in this information that could be used for intentional disruption?    

C. Simulating failures can help with identifying weak points in the infrastruc​ture, training personnel, and learning how to maintain continuity of operations following operational failure caused by a factor.  
1. Assessing operational processes allows organizations to identify linkages and interdependencies between major infrastructure systems and sub-systems. 
2. Understanding these linkages could result in developing strategies and infra-structure-defense approaches in areas of major vulnerability. 

D. The basic tools of systems analysis and networking modeling are available today and are widely used in military and industrial applications. But these tools have severe limitations and research is required to extend them (Lewis, 2006). 

E. Command and control systems for mapping (Making the Nation Safer)


1. Sharing information is critical in emergency response situations 

Objective 16.3   Understand a methodology for balancing agency security risks and the 



benefits of geospatial data dissemination in a public environment.   
Requirements:
The instructor is provided in the PowerPoint slides for this part of the class.  Included in the PowerPoint presentation is a slide on the methodology for this Objective.  It is the same figure that is included in the Federal Geographic Data Committee (FGDC) (2005).  Guidelines for Providing Appropriate Access to Geospatial Data in Response to Security Concerns. 

Remarks:
I.  Key decisions for the distribution of geospatial data (see Slide 18: Distribution of Geospatial Data).

A.  Authority of the agency to apply safeguards to geospatial data



1. Who gets to decide to release or share the data?  

2. Who is in the best position to understand the usefulness of the data, benefits to users, and comparable sources of information?



3. Who could explain the consequences of releasing the data?


B.  The necessity to apply safeguards to the geospatial data



1. Is the data useful to an adversary?

a. Do the data provide information about the location and nature of a location that could be used by an adversary?

b. Do the data provide information about the facility’s characteristics, operations to maximize resulting damage?




c. Do the data provide up-to-date and accurate information about a site?

2. If you were to restrict the data, is your information unique and an adversary not be able to get the data elsewhere?

3. Is the costs of limiting access to data and the benefits gained from not making the data available?

C.  Safeguards are authorized and justified


1. Can you change the data to remove sensitive information? 

a. Could you aggregate the data so as to remove the sensitive nature of the information?

b. Could you change the format of the data in the form of a summary table and remove the sensitive nature of the information?

c. Could you change the resolution so as to remove the sensitive nature of the data?



2. Could you restrict the data?

a. Organizations that restrict data must have written policies that identify data that may be accessed, used or redistributed.  The conditions under which these actions may occur must be clear to user.  Clearly state who has access, use and redistribute the data.  
b. The organization must ensure that they have the authority to restrict the data.

NOTE:  For more information on how data is used to identify critical infrastructure vulnerable points see Lewis (2006) Chapters 1 – 3.

QUESTION:  Assume that you have had a natural disaster in your community that 

involves fatalities.  The news media want copies of all the 911 communication calls including the name and address of the caller and the nature of the call.  Using the “Decision Tree” below and the elements described above, would you release the data and if so in what form and with any restrictions?  
The data set includes the phone number of the caller, the address, and the information as to the nature of the call and the emergency. You can provide information to the press or to the public in many forms.  One alternative is to determine what the user wants.  Will a count of calls by Census Track or Census Block Group be sufficient.  A second alternative is to give a count by Postal ZIP Code.  As with other sensitive data, you may not want to release the address and phone numbers to the public, the press or other government agencies.
If the situation was a hazardous materials release that involved an accidental release of a toxic substance and fatalities occurred in the community, would the data from the 911 communications center be released?  (see Slide 19)

Many emergency communication calls are monitored by the public, the new agencies, and other government agencies.   Your communication to an emergency medical unit could reveal private sensitive information concerning a patient in violation of state privacy laws.  Restricting some information concerning these calls could be justified.
Exercise:  Ask the class to identify a geospatial data source from their community.  Using the “Decision Tree” below, determine if the data could be released and in what form.
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Figure #1: Decision Tree for Providing Appropriate Access to Geospatial Data in Response to Security Concerns  (see Slide 20).
QUESTION:  Your community has leased property on a navigable waterway to a private 

contractor.  The operator of your port handles all the shipping and receiving and transfers the shipments to rail and motor carrier transporters.   You are asked by a local community group in a public meeting to release the hazardous materials shipments at the port and explain how much of the substances are on the site.  What information would you give them?  (see Slide 21)
QUESTION:  Why is it so important to document your decisions as you use the 

decision tree?  (see Slide 22)    
QUESTION:  How can we insure that public agencies do not restrict data that could be made available to the public?  
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