Session No. 7

Course Title: Hazards Risk Management

Session 7: Legal Basis for Hazards Risk Analysis











Time: 1 hr


Objectives: 

7.1 Discuss government intervention in human activities that dates back thousands of years, with food and health the initial focal points.

7.2 Understand the development of  “police powers” at the state level

7.3
Review the roles and functions of each level of government regarding risk assessment on behalf of citizens

7.4
Understand the requirements and implications of Federal requirements for risk assessment resulting from the Disaster Mitigation Act of 2000

7.5
Discuss the extension of risk assessment requirements for natural threats and hazards to cover human-induced threats and hazards.


Scope:
This session will focus on the legal authorities, mainly enabling legislation and regulations that are the foundations for major programs, policies, and organizational arrangements for public emergency management.  Hazards risk assessment is a relatively recent responsibility in the realm of emergency management.  This session will use the recent Disaster Mitigation Act of 2000, and its regulatory and guidance documents, to illustrate key teaching points.

In addition, the application of risk assessment and hazards risk planning to terrorism and other human-induced threats is very new and difficult for public administrators and others. For example, in January 2003, about 15 months after the WTC attacks, the New York Times reported on the difficulties the State of New York was having regarding planning for recovery of and mitigation from mitigation from major terrorist events.  The States’ planning deadlock in turn made it difficult for both FEMA and the City of New York to proceed.  

Readings:

Student Readings:

Disaster Mitigation Act of 2000. URL: http://www.fema.gov/txt/library/fr02-4321.txt
Regards the Disaster Mitigation Act, planning materials assembled by FEMA for state and local officials are available at: http://www.fema.gov/fima/planning_toc4.shtm
FEMA Guides on Mitigation. URL: www.fema.gov/fima/planresource.shtm.
Guide #1: Getting Started; Building Support for Mitigation Planning
Guide #2: Understanding your Risks: Identifying Hazards and Estimating Lossess
Guide #3: Integrating Human Caused Hazards Into Mitigation Planning. 

N.Y. Times:

(1) New York Times, “New York State Misses Two Deadlines on Security Plans,” January 19, 2003 
(2) New York Times, “After Long Delay, New York Submits Plan for Terror Aid”, Jan. 31, 2003 
Instructor Readings:

All of the above, plus Barry Kellman, Managing Terrorism’s Consequences: Legal Issues.  The Memorial Institute for the Prevention of Terrorism, March 2002. (Available from www.mipt.org)

General Requirements:

This session includes specific reading assignments for each objective.  After the discussion of each objective, some key points for discussion are provided. 

Power Point slides are provided for the instructor’s use, if so desired.

It is recommended that the modified experiential learning cycle be completed for objectives 7.1 – 7.5 at the end of the session. 
Supplemental Considerations:

At the time this session was written (February 2003), many things were in flux.  For example, the Department of Homeland Security (DHS) was in the process of being created; FEMA was in the course of changing directors and being assimilated into the new Department; and many of the basic legislative authorities, programs, and major federal response plans were being reviewed for potential consolidation.  Consequently, some of the material may seem dated, but there is no way to anticipate the outcome of the many major changes that are pending at this time.


Objective 7.1  Discuss government intervention in human activities that dates back thousands of  years, with food and health the initial focal points.

Requirements:

To get current information about the risk assessment efforts of the U.S. Environmental Protection Agency, go the EPA’s main homepage <www.epa.gov> and then enter the phrase “risk assessment” in the search function. 

Remarks:

I.
The topic of risk assessment, and the role of government in protecting citizens, has a long history. According to Peter Barton Hutt (author of Law and Risk Assessment in the United States), “Since recorded history, all human activity has included both risk assessment and risk management.  Even animals exhibit these characteristics. Only very recently have humans begun to quantify risks and thus to improve their management of the daily risks that we all face.” 
 
II.
Hutt further notes that the earliest recorded governmental laws and regulations, which reflect a collective approach to risk assessment and risk management, were adopted to protect the food and drug supply.  A related set of concerns led to the early formulation of rules regarding the water supply, as in keeping the animals away from the well, unless strictly supervised.

II. Some key points to set the context for this session:

A.
Federal Involvement in Risk Assessment and Management is relatively recent. (Power Point slide 1)

1.
Because the courts are an inefficient regulatory mechanism, modern administrative states use adjudication (also inefficient) and, more recently, regulation to address areas of concern.  In this case the concerns are lost lives and property, due to natural events or commercial/industrial activities, in order to address economic “crimes” and lessen overall costs to society.

2.
Risk analysis was really part of early life and death decision-making, and became integrated into the economic analysis that drafters of statues and regulations used to determine that benefits exceeded the costs of the regulations.  

3. In the last 30 years, new areas of government regulation have been added -- most notably the regulation of the consumer products, occupational safety, and the environment. 

4.
Until very recently, we have had available only very primitive tools to assess risk and to manage the risk that was identified.  Only recently have more sophisticated quantitative methods of risk assessment become available.

5.
Quantitative tools alone are not the answer. “Our biggest problems today is that we can find risk and quantify it far more readily than we can understand it or know whether or how to manage it.”
 

B.
Risk Assessment Applied to Hazards/Disasters – some examples (Power Point slide 2)

1.
Perhaps most relevant to the emergency management field is the extensive work done in the environmental field, by the U.S. Environmental Protection Agency (EPA) and others, who have been engaged in sophisticated risk assessments for a variety of hazardous materials incidents. A quick review of the EPA website (www.epa.gov) reveals extensive research in areas like Superfund, human health, drinking water, and air pollution risk assessments.

2.
Some Applications regarding Industrial and Technological Threats/ Crises. Some specific disaster events in which EPA was involved include Love Canal (1978) and the Times Beach, MO Dioxin Incident (1982).

3.
Although FEMA is primarily associated with major natural disasters, FEMA also has been involved in disasters caused by other than natural agents.  For example, FEMA was involved in the Love Canal incident and also in the accident at the Three Mile Island Nuclear Power Plant (1980). (For more details about FEMA’s history, go to: www.fema.gov/about/history.shtm).  More recently, FEMA was directed by DHS to coordinate response and recovery operations for the Space Shuttle Columbia disaster – a very non-traditional role for FEMA. 


Objective 7.2  Understand the development of the “police powers” at the state level. 

Requirements

Instructor: Kellman, Chapter 3.

Remarks

I.
Since recorded history, governments have been involved in regulating food and drugs. In the U.S., the legal authority for health, safety, and welfare has resided with state governments.

II.
The evolution of responsibilities at the local and state levels for emergency management was covered in Session 2.  A few key points are worth repeating here:

A.
First local government and then state governments assumed responsibilities for crises and emergencies, to the extent required by the event. (Power Point slide 3)

1.
Most “garden variety” disasters, such as spring floods, fires, and minor landslides, remain under the control and responsibilities of local governments, which can deal with them with their existing resources. A significant number of incidents each year may require State assistance to local governments. Only a small fraction of the disasters that occur annually in the U.S. are beyond the capabilities of local and State governments and hence are eligible for federal assistance. This small number of events usually gains major attention and media coverage. 

2.
It is essential to remember that local and State emergency management capacity must be in place to deal with the majority of events for which local officials are the first and only responders. Only the largest and most damaging events – the so-called major or catastrophic impact disaster events, qualify for federal assistance and involvement

3.
It should also be noted that when a State receives a Presidential Disaster Declaration, the State and local governments included have responsibilities for cost sharing and for carrying out mitigation actions. .

B.
Since Sept. 11, 2001, a major new focus on countering terrorism.  (Power Point slide 4)

1.
Plans and programs dealing with terrorist events have assumed a greater role and quicker involvement in the intergovernmental response process than has been true for the other major categories of threats and hazards.   

2.
Nevertheless, “Responsibility for coping with emergencies and disasters of all types is vested in the states, which have primary jurisdiction to undertake consequence management.”
   “This police power, reserved to the states under the 10th Amendment, is not explicitly limited, but is co-extensive with the necessities of the case and the threat to the public interest.” 

3.
The preservation of public health is the most important duty devolving upon the state. Thus on the state level, the power to provide for and protect the public health is a basic, inherent power of the government.  Inspection laws, quarantine laws, and health laws of every description are component parts of this mass.”

C.
Shift in Terms and in Lead Responsibilities 

1.
Lower threshold for Federal involvement in response to terrorism. In the case of a major terrorist event, the Federal government quickly assumes a lead role because the threshold for federal involvement is different from what is true for both natural disasters under the Federal Response Plan and for industrial or technological events under the National Contingency Plan.   

2.
New terms and concepts. When the federal agencies began planning the federal organization response to terrorism, in the Terrorism Annex to the Federal Response Plan and in other plans, the distinction was made between (1) crisis management and (2) consequence management. The federal Concept of Operations Plan makes the following distinctions:

a. Crisis management (Power Point slide 5) is predominantly a law enforcement function and includes measures to identify, acquire, and plan the use of resources needed to anticipate, prevent, and/or resolve a threat or act of terrorism. In a terrorist incident, a crisis management response may include traditional law enforcement missions, such as intelligence, surveillance, tactical operations, negotiations, a terrorist incident, a crisis management response may include traditional law enforcement missions, such as intelligence, surveillance, tactical operations, negotiations, forensics, and investigations, as well as technical support missions, such as agent identification, search, render safe procedures, transfer and disposal, and limited decontamination. 

In addition to the traditional law enforcement missions, crisis management also includes assurance of public health and safety. The laws of the United States assign primary authority to the Federal government to prevent and respond to acts of terrorism or potential acts of terrorism. (Power Point slide 6) Based on the situation, a Federal crisis management response may be supported by technical operations, and by consequence management activities, which should operate concurrently.

b.
Consequence management (Power Point Slide 7) is predominantly an emergency management function and includes measures to protect public health and safety, restore essential government services, and provide emergency relief to governments, businesses, and individuals affected by the consequences of terrorism. In an actual or potential terrorist incident, a consequence management response will be managed by FEMA using structures and resources of the Federal Response Plan (FRP). These efforts will include support missions as described in other Federal operations plans, such as predictive modeling, protective action recommendations, and mass decontamination.

The laws of the United States assign primary authority to the State and local governments to respond to the consequences of terrorism; the Federal government provides assistance, as required. (Power Point Slide 8) 

3. In 2002, with the passage of the Homeland Security Act of 2002 and the creation of the Department of Homeland Security, major changes are underway with respect to lead roles and responsibilities and also the various federal response plans will be merged into a new National Incident Response Plan.  Also, the distinction made between crisis management and consequence management will probably be softened or ended as the new Department evolves during 2003.  

III.
Discussion Topics: Ask the students:

A.   How did the authority and power to deal with emergency management come 

             to reside at the state level?

B. What are the main distinctions between crisis and consequence management and why are they important?


.
Objective 7.3  
Review the roles and functions of government regarding risk assessment on behalf of citizens

Requirements

Student Reading: FEMA, Mitigation Guide #2 

Instructor Reading: Same, plus use FEMA websites provided for additional contextual information.

Remarks

I.
Emergency management planners have long known that in order to bolster the resiliency of communities to hazards before they become disasters they must first begin with a comprehensive risk and vulnerability assessment. 

II.
The results of a vulnerability analysis can be used to take steps to mitigate the impacts of threats/hazards by developing or revising the plans for all four phases of emergency management and also for hazard mitigation strategies and comprehensive land use plans.

III.
In the past few years, Federal mandates are driving efforts by state and local governments to conduct a risk vulnerability assessment (RVA) and to formulate hazard mitigation strategies. 

IV. The Disaster Mitigation Act of 2000 is an example of the use of incentives through the so-called Tax and Spend Clause of the Constitution (Article I, Section 8), which forces the States to use their policy and administrative powers to reduce federal outlays and their own outlays for non-productive, and, possibly worse, hazardous activity.

V.
Under the Disaster Mitigation Act of 2000, FEMA has mandated states to submit Standard State Mitigation Plans that include an RVA by November 2003.  Without FEMA’s approval of the plan, a State will not be eligible to receive disaster recovery funds for permanent infrastructure and property repairs or hazard mitigation funding following a Presidentially-declared disaster.  On the positive side, once the Enhanced State Mitigation plan is approved by FEMA, a state will be eligible to receive additional Hazard Mitigation Grant Program funds.  To help States meet this requirement, FEMA has made available pre-disaster mitigation funds to allow the conduct of risk and vulnerability assessments, among other measures. 


Supplemental Considerations:

For more information about the research that has supported the need to conduct national and state risk and vulnerability assessments, see Dennis Mileti (ed.), Disaster by Design: A Reassessment of Natural Hazards in the United States; Washington, DC: Joseph Henry Press, 1999.

More will be said in a later session about one tool and methodology, the Community Vulnerability Assessment Tool, which was developed by the National Oceanic and Atmospheric Administration’s Coastal Services Center, located in Charleston, S.C. This tool was designed to “provide a comprehensive and systematic framework to identify and prioritize hazards and to 

assess vulnerabilities of critical facilities, the economy, societal elements and the environment. (p. 164)  [Source: Lisa K. Flax, Russell W. Jackson, and David N. Stein. Community Vulnerability Assessment Tool, in Natural Hazards Review, Vol. 3, No. 4, November 1, 2002; pp. 163- 176.] 

The Disaster Mitigation Act, the National Dam Safety Act, and the new bioterrorism law (that mandates vulnerability analyses of water systems) are similar in that they are not classic regulatory activities, but do have a coercive and sanctioning element (i.e., the potential loss of federal funds – or even worse, you might not qualify for federal funding) in order to do mitigation or other activities. The National Flood Insurance Program serves as an additional example.


Objective 7. 4
Understand the requirements and implications of  Federal requirements for risk assessment resulting from the Disaster Mitigation Act of 2000.
Requirements

Student and Instructor Reading:

Disaster Mitigation Act of 2000. URL: http://www.fema.gov/txt/library/fr02-4321.txt
Regarding the Act, planning materials assembled by FEMA for state and local officials are available at: http://www.fema.gov/fima/planning_toc4.shtm
Remarks

I. 
Federal Support 

A. A primary purpose of the FEMA’s basic enabling legislation, the Stafford Disaster Relief and Emergency Assistance Act, is “to promote Federal and state programs for responding to emergencies and disasters.

B. The Act establishes and maintains coordinated Federal, state, and regional actions to prepare for, respond to and resolve anticipated hazards.” 
  (Power Point slide 9)

II.
Federal Mandates regarding Risk Assessment and Management

A.
Example #1: Since 1986, the U.S. EPA , which administers the Emergency Planning and Community Right-to-Know Act of 1986 (EPCRA), requires state and local planners to identify potential risks and notify the public of any releases of hazardous substances.

B. Example #2: The Disaster Mitigation Act of 2000 is an important example of recent requirements on states to engage in risk and vulnerability analyses.

Supplemental Considerations

The Disaster Mitigation Act of 2000. PL 106-390, Oct. 20, 2000.  According to FEMA, this act provides an impetus for state and local governments to undertake mitigation planning. The Act does not mandate that terrorism or technological disasters be addressed in hazard mitigation planning; however, it does encourage and reward state and local pre-disaster planning and promotes sustainability as a strategy for reducing the effects of disasters. Naturally, this objective can only be fully achieved through incorporating not only natural hazards but also the full spectrum of human-caused disasters. Interim final regulations on hazard mitigation planning were published in the Federal Register on Feb 26, 2002 (see 44 CFR Parts 201 and 206). 

It should be noted that both the interim regulations and the planning guidance were issued in 2002. Since then, regulations and guidance for human-induced threats have been prepared.  For example, FEMA Mitigation Guidebook # 2, on human-induced hazards. 

Fortunately, U.S. experience with response and mitigation of major disasters resulting from terrorism is limited to date, with the NY City and Pentagon events being the primary sources of information. 


Objective 7.5
Discuss the extension of risk assessment requirements for natural threats and hazards to cover human-induced threats and hazards.

Requirements:

Student and Instructor reading:


Two articles from the New York Times:

(1) New York State Misses Two Deadlines on Security Plans, January 19, 2003, 


(2) After Long Delay, New York Submits Plan for Terror Aid, Jan. 31, 2003.

Remarks

I.
The extension of knowledge and practice as well as the assignment of experienced personnel in the emergency management field is quite recent and on-going at this time. Extensive research had preceded the Sept. 11, 2001 attacks, and also the anthrax incidents that began in 2001 and extended into 2002, however, the real focus on dealing with human-induced threats and hazards that could cause major and catastrophic disasters began in earnest after Sept. 11, 2001.

II.
More specifically, after-action reports are available for the Pentagon Attack (2001) and the WTC Attacks (2001).  Of special concern in this session is the ability to assess and plan for a human-induced attack and to plan recovery from such events.  In January 2003, there were two articles in the New York Times that discussed the difficulties that N.Y. State officials were having in completing their mitigation and recovery plans.   The articles highlight some of the many basic problems and issues that N.Y. State experience, which provide the first insights for the emergency management and homeland security practitioners about planning for recovery and mitigation from the terrorist attacks. Many more after-action reports and studies will be needed before the recovery and post-event mitigation processes after terrorist events can be fully understood.

III.
Discussion topics: Ask the students:
A. What are some differences in characteristics of natural, technological, and human-induced disasters and why do they require different approaches to response, mitigation, and recovery? 

B.
What are some of the difficulties in creating mitigation plans that use an all-hazards approach? 


Supplemental Considerations: 

Several major studies – such as the Hart/Rudman reports and the Gilmore reports – were completed in the (roughly) 18 months prior to Sept. 11, 2001. Regarding the studies, a listing of the major reports that were done in those 18 months are listed and briefly described in Rubin et al, History of Major Terrorist Events and Their Outcomes (1988-2001). 
The great problem of risk or vulnerability analysis is that it is not completely objective, although efforts to make it so persist.  It is more subjective than some would like.  For example, wealthier persons may buy bottle water for their personal safety, thereby reducing incentives to improve public water supplies or reducing pressures by the best politically connected elements of society that might complain.

The problem with terrorism and threats to homeland security is that one cannot completely buy one’s way out of the risk. The result is pressure for government action. 
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