Session No. 20


Course Title: Hazards Risk Management

Session 20: Evaluate Risks: Compare Risk Evaluation Criteria and Prioritize Risk

Time: 2 hours


Objectives:

20.1
Describe the risk evaluation step of the Hazards Risk Management process.

20.2
Discuss the process by which qualitative likelihood and consequence data is used to determine risk using a risk matrix.

20.3
Discuss the need for comparing estimated levels of risk resulting from the Risk Analysis and Risk Evaluation steps with the previously established risk evaluation criteria.

20.4
Discuss the process by which risks are ranked according to the priorities of the community Hazards Risk Management team.

20.5
Perform the Hazards Risk Management exercise for Risk Evaluation.


Scope:

In Sessions 18 and 19, students learned the methods by which the Hazards Risk Management team establishes comparable values for the likelihood and consequence of each hazard that was identified as affecting the community.  The material covered in these two previous sessions will be the basis of this session (Session 20) and the following session (Session 21).

In Sessions 20 and 21, students will learn how the hazards risk management team uses these risk analysis values (qualitative likelihood and consequence values) to compare community risks, evaluate those risks in relation to previously-established risk evaluation criteria, and determine which risks are acceptable and which need to be mitigated.  

The instructor will first provide an overall description of risk evaluation and justify its need.  Next, the instructor will explain risk matrices and give a brief explanation on their creation and use.  This will be followed by an explanation of the process by which risks, evaluated through the use of a risk matrix, are compared with the risk evaluation criteria determined while establishing the local context (Session 9).  The final instructive objective will be to describe the process by which risks are ranked according to the priorities of the Hazards Risk Management team.  At the conclusion of all instruction, the instructor will lead a class exercise that further illustrates the process of risk evaluation and facilitates discussion among students. 

The instructor should refer the students to the Hazards Risk Management Diagram to illustrate where in the process Risk Evaluation occurs.  


Readings: 

Student Reading:

“Emergency Risk Management: Application’s Guide.” Australian Emergency Manual Series. Emergency Management Australia. 2000.  Pages 8-10, 17-19.

http://www.ema.gov.au/ema/rwpattach.nsf/viewasattachmentPersonal/052463276B78ED4FCA256C8A001AAD29/$file/EMERGENCY_RISK_MANAGEMENT.PDF.

“Multiple Hazards Risk Assessment.” Arkansas State Hazard Mitigation Plan, Prepared by the University of Arkansas at Little Rock Department of Earth Sciences for the Arkansas Office of Emergency Services 

http://quake.ualr.edu/HazardMitigation/armitig-plan/MultiHazAssess.htm.

Instructor Reading:

“Emergency Risk Management: Application’s Guide.” Australian Emergency Manual Series. Emergency Management Australia. 2000.  Pages 8-10, 17-19.

http://www.ema.gov.au/ema/rwpattach.nsf/viewasattachmentPersonal/052463276B78ED4FCA256C8A001AAD29/$file/EMERGENCY_RISK_MANAGEMENT.PDF.

“Multiple Hazards Risk Assessment.” Arkansas State Hazard Mitigation Plan, Prepared by the University of Arkansas at Little Rock Department of Earth Sciences for the Arkansas Office of Emergency Services 

http://quake.ualr.edu/HazardMitigation/armitig-plan/MultiHazAssess.htm.


General Requirements:

Power point slides are provided for the instructor’s use, if so desired.

It is recommended that the modified experiential learning cycle be completed for objectives 20.1 - 20.5 at the end of the session.


Objective 20.1 -
Describe the risk evaluation step of the Hazards Risk Management process.
Requirements:  

Provide an overview of risk evaluation, and its role in determining the mitigation priorities of the Hazards Risk Management team.  Facilitate discussions with students about risk evaluation.

Remarks:

I. The purpose of risk evaluation is to determine the relative seriousness of hazard risks as they affect the local community where the Hazards Risk Management process is being conducted (Power Point Slide 20-1).

II. Through all of the previous steps of the Hazards Risk Management process, the Hazards Risk Management team has worked to gather as much information as is possible about the hazards that threaten the community.  

III. By the time the risk evaluation process begins, each of the community’s hazards will have been identified, described, mapped, and analyzed according to its likelihood of occurrence and its consequences should it cause a disaster to occur.

IV. All communities undoubtedly face a range of natural and technological hazards, each of which requires a different degree of mitigation effort and action to reduce the risk factors of likelihood or consequence.  Unfortunately, communities rarely are able to dedicate sufficient resources to mitigation such that all of the community’s risks can be reduced to the lowest possible levels.  

V. Ask the Students, “Can you think of any risks that exist on the university campus or in the community where the campus is located for which the technology exists to mitigate the risk, but the expense of doing so prevents such actions from taking place?  Can you think of a risk for which increased funding would provide increased levels of risk mitigation from a risk on campus beyond what currently exists?”  

A.
An example of a risk for which mitigation could be prohibitively expensive would be the conversion (retrofit) at wastewater treatment plants to the use of less dangerous chemicals (such as using liquid chlorine bleach instead of more volatile chlorine gas, or other disinfection technologies.)  The following is an excerpt from an article describing the danger of using the gas instead of the liquid form of the chemical:

1
“Highly reactive chlorine is both a cost-effective way to disinfect most of the world's water and a key component in a range of products including PVC piping, medical supplies and car parts. 

2.
Stored as a pressurized liquid, chlorine vaporizes into a sharp-smelling green gas when released, and then an invisible gas heavy enough to hang in city streets between buildings — as it did in World War I trenches, when Germans used it to kill thousands of British troops. 

3.
The rupture of a 90-ton railcar of chlorine could kill anyone exposed to open air within the first two to three miles of the gas plume. For those as far as 10 miles away, it could cause fluid to collect in the lungs, permanently reducing breathing capacity, according to data from the Chlorine Institute, the industry's safety council, and U.S. Army engineers.”

4.
The article continues, “The Environmental Protection Agency (EPA) is circulating guidelines with the Office of Homeland Security and other agencies that would, for the first time, include guidelines encouraging companies to consider safer technologies and a requirement that they assess their vulnerability to "criminal" attack. Though the EPA is still reluctant to make such changes mandatory, an agency official involved in the new proposal says, "the world changed on 9/11 and everybody is looking at things in ways they may not have looked at them before. 
5.
“The push for safer technologies got a boost in December, when Washington [DC’s] Blue Plains waste-water treatment plant completed its conversion from chlorine-gas disinfection to much safer liquid chlorine bleach a year ahead of schedule. Jerry Johnson, the general manager of the D.C. Water and Sewer Authority, said the plant's stockpile of chlorine and sulfur dioxide put the capital in a "particularly critical situation" and "we decided the best course of action would be elimination of the threat." Jeremiah Baumann, an environmental health advocate with the Public Interest Research Group, points out that dozens of other water utilities have switched to ultraviolet light and ozone. "It's not just activists who think the better solution is to use an alternative chemical," he says.  (Davis, 2002).   
B.
An example of a risk for which incrementally increased funding could provide similarly increased degrees of mitigation include more firemen or more police officers, which could result in decreased fire hazard risk, and decreased crime risk.

VI. Fortunately, however, not all risks require immediate action, and some do not require any action at all.  While some risks can be reduced easily, others may require exorbitant cash resources, time, and committed effort to achieve even slight reductions in risk.  These factors must also be considered by the Hazards Risk Management team when evaluating risks.

VII. Ask the Students, “Can you think of any hazards for which the hazards Risk Management team might determine no mitigation would be necessary?”  

A.
These would include those risks for which both the likelihood and the consequences of the risk are extremely low.  One example of such hazards would be a small meteor strike.  

B.
The way that such risks levels are determined is illustrated in more detail in the following objective, 20.2, when the use of risk matrices is explained. 

VIII. In addition to actual reductions in risk related to the likelihood and consequences of a hazard, there are several risk factors that must be considered that will weigh heavily on the perceived ‘seriousness’ of the risk, and therefore affect the mitigation priorities of the Hazards Risk Management team.  

A.
For instance, a man-made risk is likely to be considered much more unacceptable than one that is natural in origin.  How much more unacceptable such man-made risks are factors heavily in determining which risks have funds dedicated to their mitigation.  

B.
Keith Smith, in his book Environmental Hazards: Assessing Risk and Reducing Disaster, discusses voluntary and involuntary risk and makes the statement that “there is a major difference between voluntary and involuntary risk perception with the public being willing to accept voluntary risks approximately 1,000 times greater than involuntary risks” (emphasis added) (Smith, 1992) (Power Point Slide 20-2).  

IX. Ask the Students, “Should the Hazards Risk Management team place priority on mitigating a man-made risk expected to result in 1 death per year or a natural one for which 4 might be killed?”  

A.
The answer to this question depends upon the risk being discussed, specifically what mitigation actions are viewed as the responsibility of the community and what mitigation actions are viewed as the responsibility of the citizen.  

B.
Risk perception issues will also weigh heavily upon such decisions.  

1.
For instance, consider a rural community that has been experiencing 1 death per year as result of the cave-in of abandoned mine shafts, and approximately four people per year have been killed because of drowning in a river that regularly experiences swift currents following storms.  

2.
There is likely to be considerable public outcry over the yearly incidence of fatal accidents from the abandoned mines, while river drowning is more often viewed (as described in Session 15, Risk Perception) as a controllable, easily reduced, voluntary, preventable, observable hazard whose effects are known to those exposed.  

3.
In this case, the decision about which of these two hazards would receive higher priority could be contentious, and depend heavily upon the previously established risk evaluation criteria (as will be described in the following objective). 

X. There are also risks that we may have the ability to eliminate altogether, but choose not to because the benefits that result from the existence of such risks would also disappear if we did so.  

A.
What this statement essentially says is that in evaluating risks, Hazards Risk Managers must also consider the negative consequences of mitigating or eliminating risks.  Eliminating certain beneficial risks can result in adverse effects on the community or society. 

B.
Examples of benefits gained from the existence of risks that can be eliminated include the aesthetic value to homeowners and the collected property tax for the community that result from allowing beachfront property to be constructed; collected taxes and created jobs for a community that result from the existence of a factory that produces, stores on-site, or emits hazardous materials; and the reduced reliance on fossil fuels and cheaper power generation costs that exists as result of a nuclear power plant, among countless others.  The ways in which these problems are addressed are described in Sessions 29-33; Mitigate Risks. 

XI. Ask the Students, “What are some risks that the University could eliminate completely, but chooses not to because of the importance placed on the benefits that would be eliminated as result of such actions?”  

A.
Examples of such risks include the dangers associated with materials used in research laboratories (chemicals, biological agents), and the potential for mass casualties at large gatherings that exist at sporting events, concerts, and other large assemblies of students on campus.

B.
Almost all things that provide a benefit also create some level of risk for either the benefactor(s) or for others who do not necessarily enjoy those benefits, ranging from barely measurable to severe.  The side effects of certain prescription drugs, negative health effects from ‘fast food’, or skin cancer from the sun, are a few examples at the personal level.  On a larger scale, more specifically related to Hazards Risk Management, one could consider the inundation dangers associated with the construction of a power-generating dam, in addition to those listed above in remark X, B above.  As a society, we have come to accept most of these risks without question, despite that fact that many of them present risks much greater than some other risks we refuse to accept.

C.
For instance, thousands of Americans are killed and over 2 million suffer disabling injuries each year from falls while using stairs in their homes and elsewhere (Roderick, 1998).  It is unlikely that stairways would be eliminated, despite the fact that they injure and kill many more people than hazards like saccharin, fluoroscopes (shoe-fitting x-ray machines), and extra-long tandem trailer trucks, for instance.  The reasoning behind this type of acceptance of one significant risk despite the refusal to accept another less ‘risky’ risk lies in the perceived benefits; people perceive that the benefit of having multiple stories in a house or other building is worth the risk of injury or death from using stairways.  Society in the United States does not perceive the risk of injury, illness, or death resulting from the other three examples listed above (saccharin, fluoroscopes, tandem trucks) to be worth the benefits gained from each (less fattening sweetener, an x-ray look at your foot inside a shoe, and greater truck carrying capacity), despite the fact that each of these three examples poses less of an absolute population risk than stairways do.  The next session, “Determine Which Risks Are Acceptable,” covers this subject in greater detail.

XII. One of the primary goals of the Hazards Risk Management process is for the Hazards Risk Management team to formulate a prioritized list of hazards to be mitigated, based upon a combination of factors which includes the likelihood and consequences of the hazard, the priorities and criteria of the community (in regards to their views on the acceptability of different risks), the benefit to cost ratios of mitigating different risks, the political and social ramifications of certain mitigation decisions, and many other factors.  

XIII. In each of the previous steps, hazards were each examined individually.  It is during the risk evaluation step of the process that risks are compared to each other, and questions of priority begin to be answered.  There are many methods by which prioritization can take place, and while there is no single correct method, there are many methods that have been used with success in the past. 
XIV. This session will include several methods that can be employed to determine the prioritization of risk treatment in a community.  These methods include (Power Point Slide 20-3):

A.
Creating a risk matrix
B.
Comparing hazard risks against levels of risk estimated during the analysis process with previously established risk evaluation criteria
C.
Evaluating risks according the SMAUG methodology.

X.
The final output of risk evaluation should be a prioritized list of risks, which will be used to decide treatment (mitigation) options.


Supplemental Considerations:

Richard Wilson and Alexander Shlyakhter describe in their article titled, “Uncertainty and Variability in Risk Analysis how uncertainty must be considered in the analysis of risk.  They write, “The very word risk implies uncertainty.  Conversely, if there exists an uncertainty whether a hazard exists, there remains a probability that it does and therefore [presents] a risk.  However, some people argue that we should ignore “uncertain risks.”  This very phrase suggests a paradox and a contradiction.  The meaning becomes clear in those cases where the existence of a hazard has not been convincingly proven.  The risk caused by this hazard is then called an “uncertain risk.” However, if we only attempt to reduce those risks with well-defined magnitude (“certain risks”), we will miss most of the opportunities to improve public health.

“Common sense can guide us when scientific evidence in inconclusive.  When sanitary engineers insisted on main drainage a century ago, they did so [based] upon general principles, not upon the basis of reliable data showing that raw sewage or impure water caused bad health.  The rule was to provide the best drainage and the purest water reasonably possible.  There is now no question that this action was correct, even though the be benefits at the time must have seemed very uncertain.”

(Wilson and Shlyakhter, 1997)


Objective 20.2 – Discuss the process by which qualitative likelihood and consequence data is used to determine risk using a risk matrix.
Requirements:

Provide an overview of risk matrices, including the ways they are chosen or created, the methods by which they are used to determine risk, and the value of their output.  Facilitate discussions with students about risk matrices.
Remarks:

I.
In the Hazard Analysis step in the Hazards Risk Management process (Sessions 18-19), quantitative values describing the likelihood and consequence of each hazard were determined.  For those hazards that are known to exhibit a range of magnitudes or intensities, these likelihood and consequence values were determined for several of the magnitudes or intensities across the range of possibilities.

II.
Assigning these qualitative values was the first step in a process that allows for a direct comparison of the risks faced by a community.  As students learned in Session 1, a risk is defined as the likelihood of a particular hazard affecting the community times the consequences that would result if it did.  Armed with the likelihood and consequence values, the Hazards Risk Management team is now ready to begin comparing and ranking the community’s risks. 

III.
To compare hazards according to their likelihood and consequences, a risk matrix must be selected or created that suits the needs of the Hazards Risk Management team.  A risk matrix is a direct comparison of the two components of a hazard’s risks – it does not consider any additional factors such as will be described in the following objective (20.3), and in Session 21, “Determine Which Risks are Acceptable.” 

IV.
In short, a risk matrix plots the likelihood and consequence of hazards together in various combinations, with one risk component falling on the X-axis and the other on the Y-axis, similar to how a multiplication table is laid out.  

A.
While it does not matter which of these two risk components goes on which axis, it is necessary that the values used match the values used in the risk analysis qualitative assessments exactly.  This is because the terminology must be consistent throughout the process of ‘calculating’ risk from likelihood and consequence, much as would occur if quantitative (numerical) values were being used.

B.
For instance, if the possible range of values for the likelihood of a risk included the values Certain, Likely, Possible, Unlikely, Rare, and Extremely Rare, then the risk matrix must include (on the appropriate axis) all of those values, in logical consecutive order.

V.
By plotting these values on the matrix, individual boxes representing unique combinations of likelihood and consequence can be determined.  

A.
The likelihood and consequence values upon which the individual boxes are based can be determined by tracing from that box back to the values indicated on each axis.  

B.
The number of possible combinations will be the product of the number of likelihood values times the number of consequence values (i.e., if there are 5 values for likelihood, and 6 for consequence, then there will be a matrix with 30 possible combinations required to evaluate risk.)

VI.
The Hazards Risk Management team must decide whether to use a pre-made risk matrix or to make a custom risk matrix that suits their specific needs.  If the team created their own systems of qualitative measurement in the risk analysis process, it will be necessary to do the same in the risk evaluation process.  However, even if the team used an existing set of qualitative measurements in the risk analysis process, it is possible that a risk matrix to evaluate each risk does not exist, in which case one would need to be made.

VII.
To create a risk matrix, the Hazards Risk Management team must first establish levels, or ‘classes’ of risk representing increasing severity.  The levels should range from those risks that are so low that mitigation is not necessarily needed to risks that are so high that efforts to mitigate them are of highest priority.  

A.
One example of such a system is described in the FEMA “MultiHazard Identification and Risk Assessment” publication.  Their risk matrix values are as follows (Power Point Slide 20-4):

1. Class A: High-risk condition with highest priority for mitigation and contingency planning (immediate action).

2. Class B: Moderate-to-high-risk condition with risk addressed by mitigation and contingency planning (prompt action).

3. Class C: Risk condition sufficiently high to give consideration for further mitigation and planning (planned action).

4. Class D: Low-risk condition with additional mitigation contingency planning (advisory in nature).

B.
Emergency Management Australia (EMA) describes risks according the following breakdown of values:

1. Extreme Risk

2. High Risk

3. Moderate Risk

4. Low Risk 

C.
Other systems have included, “Intolerable, Undesirable, Tolerable, Negligible”, or  “Severe, High, Major, Significant, Moderate, Low, Trivial.”

VIII.
Once these values have been determined, and they have been defined as they apply to the Hazards Risk Management team’s priorities, then they should be assigned to each combination of likelihood and consequence shown on the matrix.  How they are assigned must be determined by the Hazard Risk Management team’s personal judgments, expert knowledge, and previously-established risk management criteria.  An example of a risk matrix from FEMA’s publication titled “MultiHazard Identification and Risk Assessment” is included as Power Point Slide 20-5.  The risk classes identified in this risk matrix are defined above in remark VII-A and in Power Point Slide 20-4.

IX.
Once the values have been assigned to each box on the matrix, each of the hazards can be evaluated accordingly and the derived values recorded.  

X.
Because each ‘risk level’ will likely be assigned to more than one matrix box, and because several risks could elicit the same combination of likelihood and risk, the Hazards Risk Management team will not be creating an ordered list of risk priorities, but rather several categories or risk with several hazards falling within each category group.  In other words, the Hazards Risk Management team will have, as a product of this exercise, several ‘classes’ of risk, each containing several risks for which no intra-class priorities have been determined.

XI.
For instance, if a 50-year flood was determined to be a Class C risk, and an accident involving a truck carrying hazardous materials was determined to be a Class C risk, then these two would be considered equal risks according to the risk matrix.

XII.
The results of the risk matrix allow the Hazards Risk Management team to further classify the hazards threatening their community, but do not provide a definitive list of priorities for mitigation – such a list requires further evaluation as will be described in the following objectives and in Session 21.

XIII.
It is often helpful for the Hazards Risk Management team to begin recording the results of their evaluations on a concise form that allows fast and easy reference to risk evaluation output data such that they can be more easily compared in the prioritization step.  Risk registers, as they are called, provide a useful tool to the team, and should include the following information (Power Point Slide 20-6):

A.
Name of the Risk (including specific magnitude and/or intensity of the risk has been further broken down into these categories)

B.
Qualitative likelihood value

C.
Qualitative consequences value

D.
Level of risk as determined by evaluation on the risk matrix
E.
Priority rating
F.
Additional information, including any of the following

1.
Description of possible consequences
2.
Adequacy of existing mitigation measures or controls
3.
Known mitigation options and alternatives
4.
Acceptability of risk

XIV.
The following is an exercise that can be performed to illustrate how a risk matrix can be developed by the Hazards Risk Management team.  This exercise will require the results of the exercise conducted in Session 18, “Determine Likelihood and Consequence”, where students designed qualitative systems of measuring the likelihood and consequence components of risk.

A.
In the exercise performed in Session 18, Objective 18.3, students designed likelihood and consequence measurement systems using five qualitative measures to describe each risk component.

B.
The instructor should begin by drawing a matrix on the board, which will be a 5 by 5 grid of boxes representing the 25 possible combinations of likelihood and consequence represented by the two student-designed measurement systems.

C.
The instructor should now label the X- and Y-axes with the titles “Consequence” and “Likelihood”.  It does not particularly matter which measurement is placed on which axis.

D.
The instructor should now label the 5 rows and 5 columns with the qualitative measures for each risk component that the students developed in the Session 18 exercise.  It does not matter whether the likelihood and consequence measures represent increasing or decreasing measurements, as long as they are sequential as they were described by the students.

E.
Ask the Students, “How could we describe the possible categories that would result from the 25 combinations of likelihood and consequence as represented by the risk matrix?”  Possibilities include both coded representations (Class A, Class B; Level I, Level II; etc.) or descriptive words (Extreme Risk, Great Risk, Minor Risk, Insignificant Risk.)  Students should provide descriptions for each category so that confusion of terminology is minimized.  Students can base these descriptions upon the examples provided above (Remark VII) or create descriptions of their own.

F.
After the risk matrix is completed, inform the students that the matrix will be used later in the Session during the Risk Evaluation exercise. 

Supplemental Considerations:

N/A


Objective 20.3 - 
Discuss the need for comparing estimated levels of risk resulting from the Risk Analysis and Risk Evaluation steps with the previously established risk evaluation criteria.
Requirements:

Provide class instruction describing the process by which the results of the risk analysis (determination of likelihood and consequence) and the risk levels determined by evaluation on the risk matrix are compared to the risk evaluation criteria determined in the “Establish the Context” step of the Hazards Risk Management process.  Facilitate discussions with students about comparing estimated levels of risk and established risk evaluation criteria.

Remarks:

I. Because people have different risk perceptions (they think about risks differently from each other based upon a range of personal factors like experience and education – see Session 15), and because there are undoubtedly going to be more risks than there are resources to mitigate them, the Hazards Risk Management team must developed risk evaluation criteria before any identification or analysis of risk takes place.  This task is performed early on in the Hazards Risk Management process, in the step titled “Establish the Context” as described in Session 9.

II. Risk evaluation criteria help the Hazards Risk Management team members and the community stakeholders to make judgments about what risks are the most serious to them, in their local context, and set forth performance measures by which they can judge their progress in mitigating the community’s risks.  

III. In establishing these contextual criteria, the Hazards Risk Management team has also defined the political, social, economic, legal, and physical environment within which all of the hazards can occur.

IV. Some of the criteria that the Hazards Risk Management team will have examined could include (Power Point Slide 20-7):

A. Loss of life and harm to people’s health
B. Economic loss
C. Environmental harm
D. Lifeline damage
E. Social infrastructure damage (schools, libraries, museums, etc.)

F. Loss of heritage
V. As part of their effort to establish the risk evaluation criteria, the Hazards Risk Management team would also have defined their context of their analysis as it relates to mitigating the community’s hazards.  This could have included several or all of the following (Power Point Slide 20-8):

A. Legal requirements
B. Cost and equity
C. Risks that are clearly unacceptable
D. Risks that should be kept as low as reasonably practicable
V.
Verification of Risk

A.
Additionally, risks that have been evaluated according the risk matrix will need to be verified for accuracy of evaluation.  

B.
It is possible that a risk may have been placed in a category that defines it as being either too great or not great enough, and only further analysis can correct such errors.  

VI.
The Purpose of Evaluating Risk
A.
Gaye Cameron of the University of New South Wales (Australia) writes that, “The purpose of evaluating risks is to determine that risk levels resulting from the risk analysis step [including the results of the risk matrix] reflect the relative seriousness of each risk.”  He mentions three tasks that are important to perform at this point in the Hazards Risk Management process, including:

1.
Identify which risks require referral to other agencies (i.e., is the risk one that is better mitigated by another local, State, or Federal agency rather than one that needs to be considered for mitigation options by the Hazards Risk Management team?)

2.
Identify which risks require treatment by the [Hazards Risk Management team]. 
3.
Further evaluate risks using judgment based upon available data and anecdotal evidence, to further determine the accuracy of the final risk value recorded.” (Cameron, 2002)

B.
Ask the Students, “What types of risks might the Hazards Risk Management team find to be better mitigated by another local, State, or Federal agency?”  

1.
An example could include the possibility of hazardous material exposure and other accidents that might occur at or from a state-run utility (like a nuclear power plant) that is adjacent to the community.   

2.
The Hazards Risk Management team will need to verify their legal requirements and statutory authority, all of which will be done when the risks are compared to the previously established risk evaluation criteria as listed above in remarks III and IV of this objective.  For instance, State or Federal government regulations may dictate the safety and other mitigation levels that must be upheld by the utility, but response to accidents may the responsibility of the local community’s emergency management system. 

3.
Hazards that are created in one jurisdiction but whose consequences affect another have caused many cantankerous debates throughout history.  One area where these types of cross-jurisdictional problems are most severe is on rivers and streams.  Pollution content, increased flooding potential, and even decreased quantities of water, are all factors that can occur in one jurisdiction but are caused by the actions of another.  An illustrative example is the changes of a river’s hydrology brought about by the construction of man-made levees (water-retention walls built along the banks of rivers that allow for higher water levels before flooding occurs).  A full explanation of how levees cause extra-jurisdictional flooding is explained in the supplemental considerations section of this objective.  Dams are another structure on rivers and streams that cause these problems.  The dams can cause flooding both upstream from rising water levels in reservoirs behind the dam, and from forced release or failure of the dam downstream.  Two particularly devastating dam failures that caused downstream flooding include the 1929 failure of the St. Francis Dam near Saugus, CA (450 people killed) and the 1889 failure of the Johnstown, PA dam (2,200 people killed) (Nelson, 2002).

C.
Cameron writes that there are two overarching issues that need to be addressed in the risk evaluation process.

1.
Confirm risk levels
a.
Through a process of stakeholder consultation, review the risk levels determined during the risk analysis step to ensure:

i.
They reflect the relative seriousness of each risk;

ii.
That the likelihood and consequence descriptions utilized for risk analysis are appropriate;

iii.
That local issues have been considered.

b.
Cameron adds that, “If, following stakeholder consultation, the risk level is considered inappropriate the risk should be subjected to further analysis using new information or data.”

2.
Risk acceptability
a.
“In almost all circumstances risk acceptability and treatment will be determined and/or carried out by the agency or agencies responsible for managing the treatment of risks.

b.
“For those risks where no agency is responsible, the [Hazards Risk Management team] will prepare treatment options for the management of the identified risks.”  For these risks, the levels of risk acceptability (by both the public and by the Hazards Risk Management team) must be determined in order for the level of mitigation effort required to likewise be determined.  Risk acceptability will be discussed in greater detail in the following session.


Supplemental Considerations:

Description of how levees along a waterway often cause flooding in other areas further upstream and downstream, from the Junior Academy of Science.

“There are 7,000 miles of levees along the Mississippi River and its tributaries. The sole purpose of levees is to serve as local flood control. On both tributaries and the main river, they reduce flooding for one area but cause flooding problems elsewhere. In a situation where a levee is constructed on one side of a river, or a situation where there are levees of differing heights on either sides of a waterway, flooding can occur on the lower or absent side. Levees on both sides of a river narrow the channel, causing higher floods upstream. Furthermore, levees keep floodwater from soaking into the land along the river, the natural flood plain, causing greater flooding downstream. 


Man-made levees are typically needed to control rivers meandering through broad, flat valleys. A river moves faster when narrowed and straightened by levees and walls built to protect nearby towns. Bends and islands that once naturally absorbed and slowed water are erased. At the city of Cairo, Illinois before the Ohio River joins the Mississippi, an average flow during relatively dry times is roughly 200,000 cubic feet of water per second. However, due in part to the narrowing of the waterway by levees, the Ohio River's flow can be significantly greater during floods. At that same river junction during a large flood, the flow is increased to more than one million cubic feet per second. Similarly, the mean discharge of the Mississippi river past Vicksburg, Mississippi, is calculated at 570,000 cubic feet per second during dry times. However during high-water stage, the flow reaches 2,060,000 cubic feet per second at Vicksburg. (Academy of Science of St. Louis, 1999)


Objective 20.4 - 
Discuss the process by which risks are ranked according to the priorities of the community Hazards Risk Management team.

Requirements:

Provide class instruction that details the process by which identified and analyzed risks are ranked according to the priorities of the community Hazards Risk Management team.  Facilitate class discussions focused on the topic of ranking risks.

Remarks:

I. Once the risk levels of each hazard have been compared to the previously established risk evaluation criteria, the risks must be prioritized, or ranked in the order that the Hazards Risk Management team feels they should be addressed.

II. There are many ways in which this prioritization can be accomplished, most of which rely upon the information gathered in the previous steps of the Hazards Risk Management process, and build upon the results of the risk matrix.

III. Risk prioritization takes the evaluation of a community’s hazards beyond merely comparing risks as factors of likelihood and consequence, using the expert judgment of the hazards risk management team to add experience, knowledge, and contextual influence to the final determination of mitigation priority.

IV. In risk prioritization, the Hazards Risk Management team must consider the degree of control over each risk, the cost, benefits and opportunities presented by each risk, and decide which risks are unacceptable at any cost.  

V. SMAUG (Seriousness, Manageability, Acceptability, Urgency, Growth) Approach (Power Point Slide 20-9)

A.
One such method for the evaluation of risk, the so-called “SMAUG” approach, has gained wide acceptance by emergency managers in Australia and New Zealand.  This methodology was designed by decision scientists Benjamin Tregoe and Charles Kepner in their book “The New Rational Manager”.  

B.
According to their methodology, the Hazards Risk Management team is instructed to consider five individual factors in determining how a list of risks can be generated that reflects the established priorities of the community.  This list includes (each factor is accompanied by the upper and lower extremes by which each risk could be evaluated):

1.
Seriousness
a.
The risk will affect many people and/or will cost a lot of money

b.
The risk will affect few or no people or will cost little or nothing

2.
Manageability
a.
The risk could be affected by intervention
b.
The risk cannot be affected by intervention

3.
Acceptability
a.
The risk is not acceptable in terms of political, social, or economic impact

b.
The risk will have little political, social, or economic impact

4.
Urgency
a.
The risk urgently needs to be fixed

b.
The risk could be fixed at a later time with little or no repercussions

5.
Growth
a.
The risk will increase quickly

b.
The risk will remain static (Lunn, 2003)

C.
Using the SMAUG criteria for evaluation, the Hazards Risks Management can make more precise determinations of priorities for mitigating individual risks, beyond the characterizations that resulted from the risk matrix.  Following the risk matrix evaluation, risks were grouped into categories of seriousness.  Now they can be assigned a numerical order defining specific priority

VI.
It is important to note that the list of priorities will likely change as the risk mitigation options are considered in the next step of the Hazards Risk Management process.  Risk evaluation has given the Hazards Risk Management team a better idea of those risks for which mitigation must be conducted at all costs, due to the absolute unacceptability of the risk.  However, for risks whose mitigation priority rank are similar, the factors of cost effectiveness of mitigation, technological availability of mitigation options, and other risk treatment factors will necessitate revisiting this priority list and re-ranking risks using new information.


Supplemental Considerations:

Considering Extreme Events:

Rae Zimmerman and Vicki Bier, in their article “Risk Assessment of Extreme Events,” shed some light on the extra consideration that must be made when prioritizing lists that include extreme event hazards that are man-made and are intentional, such as terrorism.  

They write, “Predicting human behavior in emergency situations is already difficult.  However, in attempting to estimate and manage the risks of intentional attacks, further difficulties become apparent.  First, as pointed out by Woo (2002), “some idea of event likelihood is needed for intelligent benefit-cost analysis.”  However, estimating the likelihood and nature of intentional attacks is an area with which most risk assessors are not yet familiar, although there has been some related work on this problem in other fields.  For example, Dickey (1980) interviewed bank robbers in custody to understand the criteria that they used in choosing banks to rob; he found that robbers preferred banks located near major highways, and banks with a single point in the lobby from which the robber could see all of the employees at once.  Similarly, Crowe (1991) and de Becker (1997) report that criminals choose targets based not only on the attractiveness of the target, but also on the likelihood that they would be discovered and apprehended.  Interviews with incarcerated terrorists could presumably be used to explore the criteria they use in selecting targets, to factor into quantitative risk assessments.  

More significantly, protection for a knowledgeable and adaptable adversary is a fundamentally different challenge than protection against accidents or acts of nature.  For example, earthquakes do not get stronger or smarter just because we have defended our buildings against them.  However, if one’s adversaries know or can easily learn about one’s defensive measures, then they can actively choose to either bypass or circumvent those defenses.  Progress in and increased reliance upon detection technologies has made this a more important possibility to take into account.  For example, metal-screening devices prior to September 11th increased the security and safety of air travel.  A network news report early in 2002 suggested that the box cutters used by the terrorists on September 11th to gain control of the hijacked airplanes are said to have fallen just below the detection settings of such screening devices.

As noted by Dresher (1961), optimal allocation of defensive resources requires that “each of the defended targets yield the same payoff to the attacker.”  Thus, even if some components can be hardened quite inexpensively, focusing protective investments only on those can lead to wasted resources, if adversaries instead choose to attack targets that cannot be hardened as cost-effectively.  In other words, critical assets must be defended against all possible attacks, which is much more difficult than just shoring up a few “weak links.”  As a result, Ravid (2001) has concluded that security improvements are generally more costly than safety improvements: “investment in defensive measures, unlike investment in safety measures, saves a lower number of lives (or other sort of damages) than the apparent direct contribution to those measures.” (Zimmerman and Bier, 2002)


Objective 20.5 - Perform the Hazards Risk Management exercise for Risk Evaluation 

Requirements:

Conduct a student exercise allowing students to evaluate the risks posed by several of the hazards that affect the university where they study.

This exercise can be performed as an in-class group exercise, or as a homework assignment for the students.  The following steps describe the process by which the exercise could be conducted in class.  The instructor will not need to prepare any materials before class for this exercise.

This exercise will build upon the exercise conducted in Session 18, where the students analyzed the likelihood and risk of several hazards identified as affecting the university community, and upon the exercise conducted in Objective 20.2 of this session, where students developed a hazards risk matrix.  Therefore, the products of these two exercises are necessary for the current exercise.

The instructor will need the results of the Session 18 and Objective 20.2 exercises for use by the students.

The goal of this exercise will be to create a prioritized list of risks that affect the university community that will be subsequently considered for treatment options in a future exercise.

Remarks:

I.
The instructor should begin by either writing the results of the Session 18 exercise on the board, or by distributing to students the results as a handout.  These results should include the name of the hazard and any distinguishing magnitude or intensity data, a qualitative likelihood value, and a qualitative consequence value.

II.
The first component of the exercise will be the evaluation of each hazard analyzed in Session 18 according to the risk matrix that was developed in Objective 20.2.  If the results of this exercise have been erased, the instructor should redraw the matrix on the board, and rewrite the definitions for all classes of risk type that were used to delineate the 25 boxes contained within the risk matrix.

III.
The instructor and the students should evaluate all of the risks according to the risk matrix, recording the outcome of the evaluation on the board.  There are many possible outcomes for this component of the exercise, as each community will experience a unique likelihood and consequence combination for the hazards selected previously.

IV.
The instructor should group the hazards that have been evaluated with the risk matrix into risk classes.  The instructor should now inform the students that it will be necessary to further evaluate these risks within each group to determine a rank order that reflects the priority for treatment or elimination of risk.

V.
Through class discussion and debate, the instructor should allow the students to determine the rank order of the hazards.  Students should evaluate each hazard according to the perceived priorities of the university community Hazards Risk Management team, the SMAUG risk characteristics, and the personal perceptions and opinions of the students.  The professor should ask if there are any hazards mentioned that would be unacceptable at any cost, and if there are any hazards that should be managed by an outside agency.  (It is likely, but not certain, that none of the hazards evaluated would fall into either of these categories.)

VI.
Upon completion of the exercise, the students should be able to begin filling out a risk register, which will include blank spaces for the mitigation options that will be discussed in subsequent sessions.  The hazards should be ordered according to the final priority ranking that the students determined through the class discussion and debate.

VII.
This exercise can also be conducted as a homework assignment, though additional preparation will be required.  The instructor would need to provide students with the results from the Session 18 exercise, and the risk matrix generated in Objective 20.2 (including the descriptions of each risk class).  Students can report their results in the next session, and debate any differences between determined rankings of risk. 

Supplemental Considerations:

For the example case, Wayne Blanchard University, the following would be a possible hazard risk evaluation for the hazards.  

The following risk matrix, created by Emergency Management Australia, will be used for the evaluation:

	
	Consequences

	Likelihood
	
	Insignificant
	Minor
	Moderate
	Major
	Catastrophic

	
	Almost Certain
	High
	High
	Extreme
	Extreme
	Extreme

	
	Likely 
	Moderate
	High
	High
	Extreme
	Extreme

	
	Possible
	Low
	Moderate
	High
	Extreme
	Extreme

	
	Unlikely
	Low
	Low
	Moderate
	High
	Extreme

	
	Rare
	Low
	Low
	Moderate
	High
	High


The following definitions were derived for the risk description categories:

Extreme - 
High-risk condition with highest priority for mitigation and contingency planning (immediate action).

High - 
Moderate-to-high-risk condition with risk addressed by mitigation and contingency planning (prompt action).

Moderate - 
Risk condition sufficiently high to give consideration for further mitigation and planning (planned action).

Low - 
Low-risk condition with additional mitigation contingency planning (advisory in nature).

The following risk register details one possible outcome for the results of a risk analysis for Wayne Blanchard University (please note that these hazards have not been broken down into more precise magnitudes or intensities):

	Hazard
	Likelihood
	Consequence
	Risk
	Priority Rating

	Flood (50 year)
	Possible
	Major
	Extreme
	4

	Drought
	Unlikely
	Minor
	Low
	35

	Extreme Heat
	Possible
	Moderate
	High
	15

	Extreme Cold
	Possible
	Moderate
	High
	14

	Thunderstorms/Lightning
	Almost Certain
	Minor
	High
	16

	Tornadoes (F3)
	Likely
	Major
	Extreme
	5

	Severe Snowstorms
	Likely
	Moderate
	High
	13

	Ice Storms
	Unlikely
	Major
	High
	17

	Land Subsidence
	Rare
	Minor
	Low
	33

	Expansive Soils
	Rare
	Minor
	Low
	34

	Transportation Accidents (Bus/Train/Airplane)
	Possible
	Catastrophic
	Extreme
	10

	HazMat Transportation Accidents
	Unlikely
	Moderate
	Moderate
	25

	Closure of Critical Transportation Routes
	Unlikely
	Moderate
	Moderate
	30

	Power Failures
	Possible
	Moderate
	High
	18

	Water/Sewer Line Failure
	Unlikely
	Moderate
	Moderate
	27

	Telecommunications Failure
	Unlikely
	Minor
	Low
	31

	Computer System Failure
	Possible
	Minor
	Moderate
	28

	Gas Line Break
	Unlikely
	Minor
	Low
	32

	Stored Chemical Leak/Accident
	Unlikely
	Moderate
	Moderate
	26

	Sabotage / Intentional Destruction
	Possible
	Major
	Extreme
	9

	Human Error / Negligence
	Possible
	Major
	Extreme
	6

	Laboratory Accidents
	Possible
	Major
	Extreme
	7

	Building Collapse
	Rare
	Catastrophic
	High
	11

	Building Fire
	Unlikely
	Catastrophic
	Extreme
	1

	Epidemic
	Unlikely
	Major
	High
	12

	Widespread Poisoning
	Unlikely
	Major
	High
	20

	Water / Air Contamination
	Rare
	Major
	High
	22

	Overloaded Medical Facilities
	Possible
	Major
	Extreme
	8

	Terrorism on Campus
	Unlikely
	Major
	High
	21

	Terrorism to Nearby Federal and International Organization Buildings
	Possible
	Major
	Extreme
	3

	Protest
	Possible
	Minor
	Moderate
	24

	Riots
	Possible
	Moderate
	High
	19

	Strikes
	Possible
	Minor
	Moderate
	29

	Crime
	Almost Certain
	Moderate
	Extreme
	2

	War
	Rare
	Major
	High
	23
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