The Crisis Plan: Operational Communications: 21
Instructor Guide


Session 21: The Crisis Plan: Operational Communications

Time: 1 Hour

Objectives:

At the conclusion of this lesson, students should be able to:

21.1
Distinguish between crisis communications directed towards operational functioning and towards public information and relations.

21.2
Explain why it is important to consider communications factors in emergency planning.

21.3
Identify key steps in planning for the protection and maintenance of operational communications in a crisis.

21.4
Explain actions specified by crisis plans with respect to operational communications.

Scope:

This session examines key issues relating to the protection and maintenance of communications channels during a crisis. (Note: In this session, references to a “General Hotel Crisis Plan” refer to a generic, hypothetical hotel crisis plan, which consists of a combination of several actual crisis plans that have been edited and altered in order to eliminate confidential and proprietary information.)

Readings:

1.
Required Student Reading:


Julie Miller. 1997. “Crisis to Calm.” Hotel & Motel Management 211 (October): 26-29.

Requirements:

1.
A useful outside activity for students to supplement the material covered in sessions 20-24 would be to examine actual crisis plans. The professor should ask the students to check if their employers have crisis plans or manuals that they can review. Ideally, the student could bring a copy of the plan to the class for all students to review. However, it is likely that most employers would be hesitant to release their plans in this manner. The students may therefore simply ask permission to review the plan, and take notes on those aspects of interest to the student or class. The professor should periodically solicit input from those class members who have reviewed their employer’s crisis plan on their reactions to the material being covered. Possible questions to consider are:

a)
How do the plans address the problem of operational communications during a crisis? 

b)
Do the plans specifically address certain types of emergencies, or are they intended to be used as a general guide for all emergencies?

c)
Has the student participated in a practice session or drill to test the plan? If so, how was the experience? What kinds of communications-related problems, if any, arose during the drill?

2.
After covering the lecture material included under the Remarks section, the professor should conduct a 20-minute class discussion based on the following:

a)
Actual experiences that students may have had in emergency situations as customers, visitors, or members of the public. Questions to consider:

1)
Did the personnel involved appear to be receiving adequate and timely information, or was there evidence that they were hampered or immobilized by a lack of information?

2)
What kinds of communications devices or facilities were the personnel utilizing? Which ones were operational? Which ones seemed to be of greatest usefulness to them? Were there any limitations of the devices or facilities that were apparent?

b)
Actual experiences that students may have had in emergency situations as employees, volunteers, or in other capacities where they were responsible for actions and communications in the situation. Questions to consider:

1)
Was there a crisis plan for the situation? If so, was the student familiar with it?

2)
Did the plan include instructions regarding the use of communications devices or facilities during the crisis?

3)
Were the instructions generally followed? Did they provide helpful guidance (e.g., details such as specific radio frequencies or stations to use, message protocol)?

4)
What kinds of communications-related problems arose during the crisis? Did the student experience particularly problematic mismatches between the information being conveyed and the communication method (e.g., conveying visual instructions with a voice-only method)? How reliable were the methods? Were there frequent down periods?

4)
Was there any damage to communications devices or facilities? If so, what caused the damage? How quickly was it restored?

Remarks:

Objective 21.1

Operational vs. Public-

Directed Communications

1.
This session and the following one (Session 22: “The Crisis Plan: Public Communications”) discuss the issue of crisis communications from two different, but related, perspectives. 

2.
The two perspectives can be understood in terms of the different audiences and goals of the communication:

a)
Operational communications, covered in this session, deal with the capabilities and communications of an organization that are directed either internally or externally.

1)
Internally: For example, coordination between departments; emergency instructions from security that needs to be dispersed throughout the organization; human resources personnel contacting all employees.

2)
Externally: Receiving instructions and updates from emergency agencies; providing updates, damage estimates, and similar information to emergency agencies.

b)
Public-directed communications, to be covered in Session 22 (“The Crisis Plan: Public Communications”), deal with the type of communications normally associated with public relations. These communications are generally directed towards the media and/or the public, and unlike operational communications are usually carefully managed by a spokesperson, public relations manager, or similar person in the organization.

c)
Some of the key points that distinguish between the two types of communication are the following:

1)
Degree of centralization of the communication. Operational communications in an emergency will generally not be centralized to the extent that public-directed communication is centralized. It would be inefficient, for example, for engineers attempting to restore key power and machinery equipment to route all communication through a central source first, and then to the individual sites being serviced. On the other hand, when dealing with the public and media it is essential for an organization to have a designated spokesperson through which all communication passes.

2) Degree of management of the communication. Public relations experts understand the dynamics of the media, public expectations, and public perceptions of the organization. Public-directed communications are, therefore, carefully managed to optimize the image of the organization. Operational communications do not require this kind of management.

3. Reference the student reading by Miller (1997) and ask students these questions.

a) “Based on Miller’s description of responses to flooding in Grand Forks, North Dakota (April 1997), what examples could you use to illustrate the distinction between internal and external communication?”

b) “Based on Miller’s article, what are four definite ‘dos’ in crisis communication?” For example: (extracted from p. 28)

1) “Do speak truthfully and authoritatively.”

2) “Do have a crisis plan that includes natural disasters, security breaches, safety issues and strikes.”

3) “Do keep guests informed.”

4) “Do show concern for employees affected by crisis.”

c) “Based on Miller’s article, what are four definite ‘don’ts’ in crisis communication?” For example: (extracted from p. 28)

1) “Don’t wait for a crisis to design a plan.”

2) “Don’t treat the injured as liabilities.”

3) “Don’t speak in hotel jargon.”

4) “Don’t release names of victims.”

Objective 21.2

Importance of Planning

Communications for Crises

1.
The integrity of communications capabilities and channels is essential to all aspects of planning for, handling, and recovering from emergencies. In today’s business environment, in which operations are inextricably linked to the information technology underlying them, a company’s communications infrastructure needs to be considered as a lifeline for its survival during crises.

2.
Current technology provides for numerous channels of internal and external communication for a company in an emergency situation. For company executives to effectively plan for and utilize the channels available, they must first know precisely what those channels are, their capabilities and limitations, their vulnerabilities, and the specific personnel responsible for their operation and maintenance. Hence, a complete inventory of a company’s communications system is an essential part of emergency planning.

3.
Tourism related companies, by the very nature of their business, depend on maintaining a presence and image with the traveling public. Thus, the need to communicate quickly and effectively with the public, including the media, is an essential part of emergency planning.

Objective 21.3

Pre-Crisis Communications

Planning and Preparation

1.
Taking inventory of communications facilities. Planning begins with an understanding of the company’s existing communications facilities. A complete inventory enables the planner to know, on an item-by-item basis, exactly what the internal and external communications capabilities of the company are, as well as to get a more general perspective of the strengths and weaknesses of those capabilities. Such an inventory would include the following (Ashen, 1999; Bell, 1999a):

a)
Determining the organization’s communications capabilities in the following areas, including specification of the person who is responsible for maintaining the system or equipment:

1)
Voice transmission (e.g., telephone, intercom, two-way radio)

2)
Data transmission (e.g., digital pagers, computer-based communications such as email, messaging, internet)

3)
Image transmission (e.g., fax)

4)
Listing of telephone numbers and addresses of key customers, contractors, employees, and resources (plumbing, electrical, heating/air-conditioning, phone services, maintenance, locks, insurance); government/emergency agencies; and hospitals and medical facilities.

5)
Ensuring that complete maps exist for all relevant locations indicating all communications systems, links, and power supplies, with full details on their capacity and other important operational information.

b)
Determining the organization’s back-up communications capabilities (including specification of the person responsible for maintaining the system or equipment):

1)
Radio

2)
Cellular

3)
Amateur radio

4)
Fax

5)
Modems, cable lines, or satellite dishes used for digital data transmission

6)
Public telephones

7)
Any other capabilities

c)
Identifying the specific persons who will be utilizing the back-up facilities in an emergency situation, in order to identify and prevent conflicts in usage.

d)
Determining which of the circuits, systems and applications are critical, and the extent to which they are supported by alternatives or protected by back-up.

e)
Determining which of the systems have back-up power capabilities, and the duration of that capability in the event of an emergency power shut-down.

f)
Determining priorities for restoring emergency communications in terms of the following:

1)
Locations to be given priority

2)
Users or user groups to be given priority

g)
Identifying the alternate routing patterns for voice and data communications, determining if the rerouting is automatic and, if not, how it will be accomplished in case of an emergency and who will be responsible for it.

h)
Identifying the restoration procedures and agreements that the organization has with its communications systems vendors/suppliers.

i)
Identifying the methods the organization uses to store information regarding its communications system; determining the accessibility of this information in an emergency situation.

j)
Determining all of the parties that will require back-up communications in an emergency. Such parties might include security personnel, building maintenance workers, etc. Also, identifying the parties they will have to communicate with (both internal and external).

k)
Determining how the organization will communicate with employees who are off-duty at the time of the emergency.

l)
On the basis of the analysis outlined in the previous steps, developing capabilities for alternative communications for persons and work groups in an emergency situation.

2.
Assessing vulnerabilities of communications facilities. Communications facilities can be protected or strengthened to face crisis situations, if their vulnerable aspects can be identified and addressed. The following are the major areas to consider when assessing such vulnerabilities (Bell, 1999b):

a)
Structural vulnerabilities. Examples include:

1)
Checking the structural soundness of buildings containing communications equipment, including a seismic evaluation, if appropriate; building related hazards to the equipment (such as water/sewer lines that can leak and damage equipment).

2)
Assessing surrounding buildings for their potential for damage to your building (for example, if they contain hazardous chemicals or materials that may explode or leak).

b)
Equipment vulnerabilities. Examples include:

1)
Ensuring that communications equipment is elevated (to avoid flood damage) and braced, and that power equipment is properly secured.

2)
Ensuring that items in the vicinity of the equipment (hazardous materials, bookcases, storage shelves) do not pose a risk of damage through spillage or falling.

3)
Ensuring that flammable or ignitable materials (such as old papers) are not stored in telephone or electrical closets.

4)
Thoroughly testing back-up power supplies, so that it is known where they are located, how they are switched on, how much power they can supply, and how long they can run before refueling.

5)
For equipment that is temperature sensitive, checking the integrity of the mechanisms that regulate the heating or cooling systems.

c)
Network vulnerabilities. Examples include:

1)
Making sure there are alternative transport paths for voice and data lines that would be critical in emergency situations.

2)
Ensuring that the communications system can be remotely accessed and reprogrammed.

3)
Protecting all software with regular back-ups and careful storage.

3.
Identifying communications needs. Different persons and work groups will have different communications needs during an emergency. These different needs should be anticipated and the appropriate communications channels designated for them, in order to efficiently manage communications resources. Steps in planning for these needs include the following (Bell, 1999b):

a)
Form a committee comprised of the individual(s) who will be responsible for maintaining and/or restoring communications during an emergency, and representatives from key work groups.

b)
Each work group representative should identify the group’s communications priorities in the event of an emergency; different types of emergency situations should be considered.

c)
On the basis of these communications priorities and the communications inventory, the committee can devise plans that specify the communications channels for each individual or work group under different emergency scenarios. Planning considerations should include the following:

1)
Allocating radio frequencies to avoid bottlenecks.

2)
The volume and complexity of information being conveyed. For example, using radio or other voice communications to convey technical or otherwise complex information may be relatively inefficient in comparison to using a fax machine, which enables visual communication.

3)
Anticipating that radio and cellular lines may be intercepted by emergency personnel.

d)
Once they are finalized, the plans should be reformatted to simplify their use (i.e., creating simple checklists and steps to follow), and the appropriate sections distributed. Ideally, the plans that each work group receives should be in a concise and specific form that can be posted.

Objective 21.4

Operational Crisis

Communications

1.
The “General Hotel Crisis Plan” specifies that the first communication by an employee of a potential and actual emergency be directed to the designated central communication attendant, and that it include the following information. (This procedure is used for unforeseen emergencies, such as a fire; it is not appropriate for emergencies such as hurricanes, which involve advance notice and planning).

a)
The nature of the emergency.

b)
The location of the emergency.

c)
The current status of the emergency.

d)
The time that the emergency occurred or was discovered.

e)
The name, phone number, time, and location of the person reporting the emergency.

2.
This initial report triggers a notification chain that is initiated by the communication attendant, in the following manner:

a)
The attendant first calls 911.

b)
The attendant then notifies the security dispatcher, who in turn contacts the on-site security officers. The attendant is instructed to not accept any incoming calls until the security dispatcher is contacted and informed of the emergency.

c)
The attendant contacts the manager on duty.

d)
If on-site security officers determine that the emergency is real and significant, the security dispatcher is directed to contact the Director of Security. In turn, the Director of Security may initiate the emergency notification procedure (see Appendix A, Section 20, Organizational Roles and Responsibilities).

3.
The Waikiki Mini-Emergency Operating Center (WMEOC). The WMEOC is an example of planning a coordinated and cooperative approach to handling emergencies that threaten an entire destination area (in this case, the Waikiki resort area).

4.
The density of development in Waikiki and the number of people present in the area (visitors, residents, and workers) at any given time, present a challenge for emergency managers in terms of communication among the hotels and between them and emergency agencies.

5.
The WMEOC is characterized by the following (Hawaii Visitor industry Security Association (HVISA), 1998):

a)
Function of the WMEOC: “The Waikiki Mini-EOC will rapidly disseminate emergency/disaster information as it is received during a potential or actual emergency. Direct contact will be kept with Oahu Civil Defense prior to and after a disaster strikes. Post emergency/disaster information will be collected at the Waikiki Mini-EOC and directed to Oahu Civil Defense for evacuation coordination. In addition, the Waikiki Mini-EOC will serve as a conduit for Police, Fire, Medical, and other agencies assisting in the emergency” (p. 1).

b)
Activation of the WMEOC: Activation of the WMEOC will occur (HVISA, p. 1):

1)
“Upon notification of the imminent approach of a tropical storm classified as Hurricane strength.”

2)
“Upon notification of the generation of a confirmed [tsunami] wave.”

3)
“When an earthquake occurs with a destructive magnitude” (p. 1).

c)
Organizations providing staff for the WMEOC (HVISA, pp. 1-2):

1)
Outrigger Hotels & Resorts Crisis Team. (The Outrigger Hotels owns and operates several hotels in the Waikiki area. Because the company operates multiple properties, it has an existing infrastructure for inter-property communication, which the WMEOC utilizes in its plan.)

2)
Hawaii Visitor Industry Security Association. (The HVISA is a private non-profit organization of security professionals in hotel, retail, convention and other related visitor industry businesses. The HVISA was formed on February 4, 1997 to provide a broadly based representation of security professionals that could speak with one voice on issues of common concern relative to safety and security. It presently has over seventy members.)

3)
Hawaii Hotel Association. (The HHA is a statewide trade association of hotels, hotel management firms, suppliers, and other related firms and individuals. The Association was founded in April 1947, to represent the interests of the state’s lodging industry. Its membership includes over 170 hotels representing over 48,000 rooms.)

4)
Honolulu Police Department

5)
Honolulu Fire Department

6)
Radio Amateur Civil Emergency Service (RACES) 

d)
Information sources for the WMEOC: The WMEOC’s information regarding possible or actual emergencies will come primarily from the following (HVISA, p. 2):

1)
National Weather Service

2)
Pacific Tsunami Warning Center

3)
County Civil Defense Agencies

4)
Television and radio

5)
Dispatch communications of the Honolulu Fire Department and Honolulu Police Department 

e)
Communication methods: The WMEOC utilizes the following methods of communicating (including the directions and limitations noted for each method) (HVISA, p. 3):

1)
Facsimile (utilized until no longer available)

2)
Telephone/cellular (utilized until no longer available)

3)
Ham radio (main frequency and alternate frequency specified). A detailed description of the proper message protocol is provided, since it is assumed that ham radio may be the only operational form of communication during a severe emergency. Also, hotels with radio scanners are instructed to tune into specified frequencies in cases where ham radio is the only operational method of communication, to enable them to listen to the communication between the WMEOC and Oahu Civil Defense.

4)
Two-way radio (if it is operable, a hotel’s internal radio system can be utilized for transmitting status report and updates)

5)
Runner system (each hotel designates a runner to manually distribute and collect information with other sites).

f)
Property damage and status reports. The WMEOC serves as the central point for collection of damage/status reports, which can then be conveyed to the Oahu Civil Defense Agency and other appropriate emergency agencies. To facilitate decision making based on this information, the reports are standardized to include specific kinds of information.

1)
The exact date and time at which the information provided is current.

2)
The name and address of the property.

3)
The estimated damage to the property, according to the following classification:

· destroyed: “not usable or habitable or economically repairable” (HVISA, p.6)

· major damage: “economically repairable, may be usable/habitable at least in part….estimated repair cost to restore to pre disaster condition is greater than 10% of value…” (HVISA, p. 6)

· minor damage: “usable/habitable, but requires minor repair (10% or less of its value) to return to its pre disaster condition” (HVISA, p. 6)

4)
The extent, if any, of evacuation (full, partial) and location of evacuees (off-site, higher floors).

5)
The number of employees being sheltered. The number of employees that are verified killed, injured, or missing.

6)
The number of guests being sheltered. The number of guests that are verified killed, injured, or missing.

7)
The length (in days) that the property can support the people who are located there without outside assistance.

8)
The types of available communications devices/facilities, and the length they will be operable (if powered by auxiliary sources).

9)
Any special needs (in detail) of the property, and any other information not covered.

10)
The condition of roads, entrances, and other factors relating to access to the property.

11)
The primary contact person for the property, and specific information on the communications methods available to that person (e.g., exact radio frequencies, phone numbers).

12)
The damage/status report is specified to be communicated to the WMEOC whenever there is a change in status, or at least once per day.

g)
The runner system. Runners are specified to be used when computers, telephones, and facsimiles cannot be used to communicate among properties. Key points regarding the use of runners are as follows:

1)
Each property must supply its own runner.

2)
Runners report to designated distribution points to pick up and drop off information. (There are seven distribution points specified by the WMEOC Guidelines.)

3)
The kinds of information that will be conveyed via runners are official recovery activity, storm conditions, and damage/status reports.

Supplemental

Considerations

Possible discussion points for the class:

a)
Assess the preparation and actions discussed in the Remarks section (Objectives 21.3 and 21.4) in light of the discussion of control levels in a crisis in Session 19. How might your understanding of control levels enable you, as a emergency manager, to improve the preparation and action steps covered in this session? What kinds of operational communications (in terms of type and persons involved) would you give priority to in devising a communications crisis plan?

b)
How does the material covered in this session improve your understanding of the case studies covered in Session 5, particularly of the MGM Grand Hotel fire? What aspects of the disaster involved operational communications issues?

Course Developer
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