Session No. 33

Course Title: Disaster Response Operations and Management

Session Title: Responding to Technological Disasters

Time: 50 minutes

Objectives: 
33.1 
Identify the different types of technological disasters that first responders and emergency managers may be confronted with and state the implications for response operations.
33.2
Examine problems arising from the use of modern technology and communications equipment, and note how such problems can be averted.
33.3
Explore the nature of industrial disasters, including why they occur, typical problems to be encountered and what can be done about them.
33.4 
Uncover the importance and process of responding cautiously to hazardous materials spills.
Scope:
In this session, the professor discusses response operations in the context of technological disasters.  After mentioning the different types of technological disasters that first responders and emergency managers may be required to deal with, the session examines problems resulting from modern technology.  Attention is then turned to the nature of industrial disasters, including causes, expected challenges and the importance of LEPCs.  The session concludes with recommendations to respond effectively to technological disasters.
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3.
Handouts:
Types of Technological Disasters
Problems Associated with Computers and Communications Technology

Matrix of Surprises

Similarities among Industrial Disasters

Supplementary Considerations:

1.
During the discussion of technological disasters, the professor may want to ask students to compare how technological disasters are both similar to and different from natural and civil disasters.
2.
An interesting discussion regarding the future of technological disasters could be entertaining and informative should the professor have time and desire to engage the students in this topic. 

3.
Students should be repeatedly told that technological disasters can be extremely dangerous to responders and victims alike.  Everyone involved should approach the situation with caution and seek expert advice when in doubt of what to do.

4.
In order to help students understand the basic features of hazardous materials, it might be advisable to review the Department of Transportation Emergency Response Guidebook to understand the proper procedures for dealing with dangerous chemicals.

5.
The professor may wish to search the websites of companies that specialize in hazardous materials responses (e.g., Cura Emergency Services http://www.spillsolutions.com/Spills/Index.htm and Hulcher Services (http://www.hulcher.com/).

6.
There are a number of possible guest speakers for this session.  The professor may wish to arrange a panel discussion with experts involved with, from or in industrial facilities, LEPCs, environmental protection, engineering (civil, structural and chemical), the aviation industry, engineering, railroad companies, computers, etc.
Objective 33.1
Identify the different types of technological disasters that first responders and emergency managers may be confronted with and state the implications for response operations.
Present the following information as a lecture:

I.
While working in this field, first responders and emergency managers may be required to respond to various types of technological disasters.
A.
Some of them appear to have characteristics similar to natural disasters.

1.
Fires (e.g., MGM Hotel fire)

2.
Structural failures (Teton Dam break and Hyatt Hotel skywalk collapse)

B.
Others will result from transportation accidents.

1.
Plane crashes (Value Jet)

2.
Train derailments (Casa Grande derailment)
3.
Hazardous materials spills (Exxon Valdez)
C.
Technological disasters that are particularly deadly include:

1.
Petro-chemical explosions (Texas City)

2.
Chemical Releases (Bhopal)

3.
Nuclear accidents (Chernobyl)

D.
A few technological disasters are becoming more disconcerting with time such as:
1.
Computer malfunctions (Bell Telephone Switching Center)

2.
Environmental degradation (Centralia Mine Fire)
3.
Instrumental hazards (sabotage or terrorism involving technology, chemicals, and computers) (see Michell 1996).
E.
In the future, there is a greater likelihood of major Nat-tech disasters. 

1. 
Nat-tech disasters occur at the interface of the natural and technological environments (similar to the complex, compound, dynamic and synergistic disasters discussed in the prior session).

2.
In such cases, an event such as an earthquake or hurricane interacts with petro-chemical plants, infrastructure, computers and other forms of technology to produce complex, dynamic and cascading disasters.
F.
Everyone who responds to disasters must be aware of the potential for these and other types of technological disasters (e.g., oil fires, mine explosions, bio-tech disasters, etc.).
II.
These types of technological disasters have several implications for response operations.

A.
First, although some of these events are very familiar to first responders and emergency managers, others are new, unknown and extremely complex.

B .
Second, typical first responders and emergency managers may not possess sufficient technical know-how to deal effectively with the industrial disaster. 

C.
Third, there is a growing need for further training and education.
D.
Fourth, first responders and emergency managers must also seek expert advice for disasters involving hazardous materials, computers, environmental degradation, and instrumental hazards
E.
Fifth, resource lists must be continually updated and expanded, and networking must be seen as an important tool in order to deal effectively with technological, industrial or hazardous materials incidents.

Objective 33.2
Examine problems arising from the use of modern technology and communications equipment, and note how such problems can be averted
Present the following information as a lecture:

I.
In his very important study on the matter, E.L. Quarantelli (1997) uncovers several social problems resulting from the information/communication revolution including: 
A.
“The probability that the ‘rich’ will become ‘richer’ in dealing with disasters.”

B.
“The possibility that technology that is a ‘means’ will be turned into an ‘end’ in itself.”

C.
“The [increasing likelihood of] negative consequences of the probable acceleration of fads and fashions associated with computer use.”

II.
However, many of the problems he discusses may have a significant impact on disaster response operations themselves.
A.
New computer and communications technology will undoubtedly result in information overload (e.g., more cell phones will complicate dispatch operations and increased interoperability of radios will result in additional sharing of information across departments that rarely or never communicated before).
1.
“Information cuts both ways and herein lie the dilemmas or paradoxes arising from ever more information created, processed, and disseminated by proliferating information technologies.  More information can result in more control but it also creates circumstances that reduce or defy control.  It clarifies some issues but it obscures and complexifies others . . . . Unprecedented amounts of information can be brought to bear on issues of policy and action but the persons who must use the information to make the decision become overloaded and everything gets muddled.  In some cases one feels more information really gives understanding of a situation.  In more cases, more information deepens a feeling of uncertainty” (Michael as cited by Quarantelli 1997, 97-98).
B.
Technological advances will likely result in information that is lost or outdated.
1.
For instance, emergency managers may seek information to assist them with their response operations from websites which may be outdated or missing (websites become defunct if not kept up).
C.
Improved technology will likely lead to the diffusion of inappropriate information (rumors about disasters could spread quickly).
1.
“The negative side of the Internet comes from its very strength: its unregulated, often chaotic nature.  Free, unbridled exchange of information can result in a confusion of choices, and a profusion of the pseudo-scientific, politically motivated, disguised commercial, or clearly unethical material.  The Internet’s power as a communication tool has not been grossly misused in the disaster field – yet.  The time will come when unsubstantiated earthquake ‘predictions’ or unfounded rumors (so common after disasters) will immediately find a global audience” (Editorial as cited by Quarantelli 1997, 99).

D.
Modern computer equipment may lead to the diminution of non-verbal communication.
1.
“It is very probable that computers have allowed most users to increase the quantity of their communicative interaction with others. . . . However, quantity is one thing, quality is another” (Quarantelli 1997, 100).
2.
“Meaningful human communication is depending in many ways on gestures, inflections, body language and affective tones, etc., over and beyond the cognitive symbols involved” (Quaratelli 1997, 100).

3.
“Spoken words say a vast amount of information beyond the words themselves.  While talking, one can convey passion, sarcasm, exasperations, equivocation, subservience and exhaustion – all with the same exact words.  In speech recognition by computers, these nuances have been ignored or, worse, treated as bugs rather than features.  They are, however, the very qualities that make speaking a richer medium than typing” (Negroponte as cited by Quarantelli 1997, 100).
E.
Technology may make intra- and inter-group communication more difficult in the future.
1.
The sharing of information and coordination of actors is difficult at best in most disaster situations.  Technology appears to complicate “centralization-for-efficiency OR decentralization-for-responsiveness.”  In other words, it complicates questions such as “who is in charge or who do I need to communicate with?”
2.
“A shared, networked ‘knowledge-base’ can erase, or at least substantially blur, the very line.  It becomes possible to have centralization AND decentralization simultaneously (to the extent that those words retain any meaning at all)” (Boetterell as quoted by Quarantelli 1997, 101).

F.
Today’s technology is not supported by an adequate infrastructure and culture.
1.
“Sometimes the appropriate safety culture is totally lacking.  There is not the necessary acceptance of certain values, norms and beliefs about the use of technology” (Quarantelli 1997, 102).
2. 
For instance, some communities do not develop back-up systems even though “various electronic systems will often not work during major disasters because much communication equipment in impacted areas will be disabled or limited, especially those dependent on electric power or telephones” (Borba as cited by Quarantelli 1997, 103).

G.
Computers will produce new types of disasters that we will have to deal with in the future. 

1.
A small fire at a Bell Telephone switching center in Chicago caused severe disruption in the transportation, retail and financial sectors (Quarantelli 1997, 103).
2. 
“An explosion in a Taft, Louisiana chemical plant severely disrupted a state-of-the-art hazard monitoring system in the complex. . . . The plant operators had no idea, with the collapse of their monitoring system if there was a new major threat from the poison gasses and how perilous the situation might be” (Quarantelli 1997, 104).
III.
There are no definitive solutions to the aforementioned problems, but the following steps can be taken to minimize the negative impact of the information/communications revolution.
A.
Filter incoming information to prevent overload of data about disasters.

B. Ensure information provided or received is as accurate and up-to-date as possible.

C. Halt the distribution of incorrect information and use the media and Internet to correct false reports.

D. Attempt to be as clear as possible in non-verbal communication (e.g., via e-mail or text messaging).

E. Acknowledge the drawbacks of technology and create redundant systems to prevent over-reliance on computers and modern communication equipment.

F. Be aware of new types of technological disasters and how these might adversely impact subsequent response operations.

Objective 33.3
Explore the nature of industrial disasters, including why they occur, typical problems to be encountered, and what can be done to better deal with them.
Present the following information as a lecture:

I.
Those responding to disasters should be aware of the nature of industrial hazards and disasters so they can respond effectively to their consequences.

A.
“Industrial hazards are threats to people and life-support systems that arise from the mass production of goods and services.  When these threats exceed human coping capabilities or the absorptive capacities of environmental systems they give rise to industrial disasters.” (Mitchell 1997, 2).

B. 
Such disasters may include fires, explosions, chemical leaks, hazardous materials spills and other forms of environmental degradation.

C.
Industrial disasters may occur when companies convert raw materials into usable products for society.

D.
These events may happen during the extraction, processing, manufacturing, transportation, storage, use and disposal of hazardous materials. 

E.
Industrial disasters also take place at the intersection of people, place, property and product.  That is to say, humans are typically involved at a location where buildings and equipment are destroyed by dangerous materials.

F.
Mitchell has classified such industrial disasters in a matrix of surprises (1997, 11).
	Experience
	Unsuspected Hazards
(unknown)
	Improperly Managed Hazards
(mistakes)
	Instrumental Hazards
(war and terrorism)

	One of a kind
	Ozone depletion: chlorofluorocarbons
	Kyshtym: nuclear wastes
	Hiroshima, Nagasaki: atomic bombs

	First of a kind
	DDT: pesticide
	Metal fatigue: Comet aircraft
	World War I: poison gas

	Worst of a kind
	Minamata: methyl mercury bio-magnification
	Chernobyl: nuclear power station
	Kuwait: oil well fires


II.
Evidence from a number of industrial disasters (e.g., Texas City, Flixborough, Seveso, Three Mile Island, Bhopal, Chernobyl, Challenger, Exxon Valdes, Columbia, etc.) reveals several similarities regarding each event (for a good discussion of these themes, see Perrow 1999). 
A. Risk is often underestimated.  CEOs, engineers and plant operators may initially ignore the possibility of disaster. 
B. Planning and design criteria are frequently faulty.  Insufficient effort may be given to ensuring that the engineering of the equipment considers all possible negative outcomes.
C. Operation is improper.  Maintenance may be neglected and regulations or policies are not followed.
D. Denial of wrong doing or hiding of evidence are common place.  Public relations specialists sometimes place the blame on others and company leaders do not fully disclose everything they know about the incident.
E. Knowledge is lacking about hazards and materials involved.  Employees and first responders do not fully comprehend what they are dealing with.
F. People die and others’ health is jeopardized.  The disaster might kill people and threaten the physical well-being of others.    

G. The environment may be adversely impacted.  The natural habitat can be degraded and rendered unusable.
H. Lawsuits and fines typically result.  Victims seek compensation and the government imposes penalties to prevent recurrences.
III.
The best way to prevent these disasters and respond effectively to their consequences is to develop and participate in Local Emergency Planning Committees (LEPCs).
A.
LEPCs were created in the late 1980s in response to the Emergency Planning and Community Right to Know Act (SARA Title III).  This law had the goal of helping communities prepare for hazardous materials releases and other industrial disasters.  

B.
Constituting agencies vary by jurisdiction, but they typically include the emergency manager(s) and representatives from the fire department, hospitals, environmental protection agencies, and petro-chemical facilities.  

C.
These advisory councils have been studied extensively by Michael Lindell, and he affirms that they have positively impacted disaster preparedness as LEPCs reject the isolated planning undertaken by former Civil Defense Directors (1994, 103).  

D.
Other factors that facilitate LEPC preparedness and response to industrial disasters include: the ability to acquire funding, maintain the organization, incorporate highly committed members, assess risks accurately, identify evacuation routes, and develop effective hazardous materials (HazMat) teams.    

Objective 33.4

Uncover the importance and process of responding cautiously to 

hazardous materials explosions and spills.

I.
First responders and emergency managers must respond to hazardous materials incidents in a very careful manner (see Campbell and Langford 1990; Noll, Noll and Yvorra 1995; Stilp and Bevalacqua 1996; Hawley 2003).
A. 
Hazardous materials are probably the most common type of technological or industrial disaster, and they are dangerous and even life-threatening.

B.
There are several steps that can be taken to respond effectively.

1. 
Ensure everyone has the proper training and personal protective equipment.  

a.
If fire fighters, police, medical technicians, public works employees and others do not have the proper credentials and gear, they should not be allowed to respond to the hazardous materials incident.  
2. Obtain as much information when in route and while on scene.  

a.
When the call comes in, responders can obtain information from 911 call centers and material safety data sheets (MSDS).
b.
Knowledge about the contents of containers can be gathered from employees and witnesses to the event. 

3.
Approach cautiously and maintain a safe distance from the scene. 
a.
Do not rush in!  Doing so could kill or injure you.

b.
Stay upwind (opposite of wind direction) and uphill from most hazardous materials.

4.
Determine what you are dealing with.

a.
Use binoculars and look for placards to know what hazardous material has been released.
b.
The DOT Emergency Response Guidebook (ERG) lists hazardous materials in terms of class (e.g., explosives, gasses, flammable liquids, flammable solids, oxidizers and organic peroxides, toxic materials and infectious substances, radioactive materials, corrosive materials, miscellaneous dangerous goods). 

c.
The ERG also has useful indexes of dangerous goods in numerical and alphabetical order.
d.
It also helps responders understand potential hazards, public safety measures, emergency response actions and how the material reacts with water.

5.
Seek expert advice if needed.
a.
Hazardous materials are very complex.  If you do not know what to do with the situation, find someone who does (e.g., mutual aid party, hazmat team, company that deals with hazmat, the military, or state and federal environmental agencies).

6.
Evacuate or shelter in place and seal off the area.
a.
Determine if it is best to evacuate people in the area or have them shelter in place and work with the police and media to implement the decision.

b.
Use police or barricades to keep people from entering the danger zone.
7.
Be aware of the dynamic nature of the disaster scene.
a.
One hazardous material may interact with another in complicated ways.

b.
Temperature, humidity, wind, and other variables can cause different behaviors in hazardous materials.

8.
Contract with remediation companies.
a.
If needed, seek the assistance of corporations that specialize in hazmat response and recovery.

b. 
Examples include Cura Emergency Services (http://www.spillsolutions.com/Spills/Index.htm) and Hulcher Services (http://www.hulcher.com/).
9.
Follow all regulations for reporting and cleanup.
a.
State and federal transportation and environmental agencies have several rules that must be followed in order to avoid fines or prosecution.
b.
This includes a quick time frame to notify authorities of the spill and acceptable methods to clean up contaminated soil and dispose of hazardous materials.
Questions to be asked:

1. What types of technological disasters may occur?

2. How does the information and communication revolution affect future disasters and the goals and strategies of response operations?

3. What are industrial disasters and why do they occur?

4. What are the common characteristics of industrial disasters?

5. How can communities better prepare themselves for possible industrial disasters?

6. What measures should be taken to respond safely to hazardous materials spills?

Types of Technological Disasters

· Fires 

· Structural failures 

· Plane crashes 

· Train derailments 
· Hazardous materials spills

· Petro-chemical explosions 

· Chemical Releases 

· Nuclear accidents 

· Computer malfunctions 

· Environmental degradation 

· Instrumental hazards (e.g., terrorism or sabotage)
· Nat-tech disasters

· Others 

Problems Associated with Computers and Communication Technology
· Information overload

· Loss of, or outdated, information

· Diffusion of inappropriate information

· Diminution of non-verbal communication

· More difficult intra- and inter-group communication

· Inadequate infrastructures and culture

· Certainty of computer related disasters
Matrix of Surprises
(Mitchell 1997)

	Experience
	Unsuspected Hazards
(unknown)
	Improperly Managed Hazards
(mistakes)
	Instrumental Hazards
(war and terrorism)

	One of a kind
	Ozone depletion: chloro-fluorocarbons
	Kyshtym: nuclear wastes
	Hiroshima, Nagasaki: atomic bombs

	First of a kind
	DDT: pesticide
	Metal fatigue: Comet aircraft
	World War I: poison gas

	Worst of a kind
	Minamata: methyl mercury bio-magnification
	Chernobyl: nuclear power station
	Kuwait: oil well fires


Similarities among Industrial Disasters
· Risk is often underestimated.  

· Planning and design criteria are frequently faulty.  

· Operation is improper.  

· Denial of wrong doing or hiding of evidence are common place.  

· Knowledge is lacking about hazards and materials involved.  

· People may die and others’ health is jeopardized.  

· The environment may be adversely impacted.  

Lawsuits and fines typically result.  

Responding Safely to Hazardous Materials Spills
· Ensure everyone has the proper training and personal protective equipment.
· Obtain as much information when in route and on scene.
· Approach cautiously and maintain a safe distance from the scene. 

· Determine what you are dealing with.

· Seek expert advice if needed.
· Evacuate or shelter in place and seal off the area.
· Be aware of the dynamic nature of the disaster scene.
· Contract with remediation companies.
· Follow all regulations for reporting and clean up.
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