Session No. 15


Course Title: National Incident Management Systems

Session Title: National Incident Management Components: Supporting Technologies



Time: 2 hours


Objectives:

15.1
Use of Supporting Technologies in Incident Management Explained

15.2
Supporting Technologies Concepts and Principles

15.3
Supporting Incident Management with Science and Technology


Scope:

In this session, the instructor will explore the emergency management and incident management function Supporting Technologies.  The role and purpose of technologies in incident management will be explored and technology requirements identified.  The concepts and principles associated with supporting technologies will be examined and a discussion conducted on the role of interoperable communications in NIMS and incident management.

Readings: 

Student Reading: 

Department of Homeland Security. 2008. National Incident Management System (NIMS). NIMS Guidance Document. Pp. 79-81. http://www.fema.gov/pdf/emergency/nims/NIMS_core.pdf 

National Integration Center (NIC) – http://www.fema.gov/about/divisions/nic.shtm
Department of Homeland Security – Science and Technology Directorate - http://www.dhs.gov/xabout/structure/editorial_0530.shtm
Department of Homeland Security – Centers of Excellence - : http://www.dhs.gov/files/programs/editorial_0498.shtm
Instructor Reading: 

Department of Homeland Security. 2008. National Incident Management System (NIMS). NIMS Guidance Document. Pp. 79-81. http://www.fema.gov/pdf/emergency/nims/NIMS_core.pdf 

National Integration Center (NIC) – http://www.fema.gov/about/divisions/nic.shtm
Department of Homeland Security – Science and Technology Directorate - http://www.dhs.gov/xabout/structure/editorial_0530.shtm
Department of Homeland Security – Centers of Excellence - : http://www.dhs.gov/files/programs/editorial_0498.shtm

General Requirements:

The instructor will facilitate a lecture using the remarks provided in this session and outside materials provided through the internet or otherwise (as indicated in this session).   The instructor will lead interactive discussions with students that call upon their personal knowledge and experience and from facts they have recalled from the assigned readings.  It is recommended that the modified experiential learning cycle be completed for objectives 15.1 – 15.3 at the end of the session. 


Objective 15.1: Use of Supporting Technologies in Incident Management Explained
Requirements: 

Introduce through lecture the topic of supporting technologies in emergency  management.  Discuss the technology requirements of incident management and what technologies have been developed to date to meet these requirements.  Facilitate student interactions to discuss and expand upon certain points within the topic of this objective. 

Remarks:

I. There are several areas where technology can enhance and improve the efficient of incident management.

II. Ask the students:  What general areas in incident management would technology support?

III. Answers may include: (See Slide 15.3)

A. Information management

B. Communications with staff.

C. Communications with other responding agencies.

D. Communications with stakeholders and partners.

E. Communications with the public.

F. Situational awareness – reporting from the incident site and surrounding area.

G. Damage assessments.

H. Resource management.

I. Credentialing.

J. Other.

IV. The discussion in this Objective will focus on four general areas within incident management where supporting technologies play a key role: (See Slide 15.4)
A. Information Management

B. Internal and External Communications

C. Resource Management

D. Credentialing

V. Information Management

A. As noted in Session 14, information management is defined as, “The collection, organization, and control over the structure, processing, and delivery of information from one or more sources and distribution to one or more audiences who have a stake in that information” (FEMA, 2008).
B. Information management systems are used by response agencies to: (See Slide 15.5) 

i. Collect, update, and process data


ii. Track resources


iii. Display the readiness status of resources

2. Information management is tightly linked to the ability of organizations to coordinate with each other.  Information management systems enhance information flow and provide real-time data in the time-constrained emergency response environment where different jurisdictions and functional agencies are managing different aspects of the incident life cycle and must coordinate their efforts.


3. Examples of resource management information management systems include: (See Slide 15.6)


i. Geographic Information Systems (GIS)


ii. Logistics calculators


iii. Transportation tracking systems


iv. Resource tracking and inventory systems


v. Warehouse inventory systems


4. There are several information management systems that are in wide use in the emergency management field today.  These include, for instance: (See Slide 15.7)


i. Web EOC


ii. Virginia Interoperability Picture for Emergency Management (VIPER)


iii. Response Vision


iv. NIMS Incident Resource Inventory System (IRIS)


v. The Gap Analysis Program (GAP) Data Collection and Analysis Tool (DCAT)

vi. Resource Order and Status System (ROSS)

C. Proper information management ensures that incident commanders and their staff will have timely and accurate information that is processed quickly and made available for decision makers to make resource allocations and to disseminate to other responding agencies, stakeholders, partners and the general public.

D. Supporting technologies provide platform for the collection, processing and dissemination of incident-related information. (See Slide 15.8)
1. These technologies can clearly define information needs;

2. Identify potential information sources;

3. Provide agreed upon templates for how information is reported;

4. Accept information from a variety of sources and through a variety of media (i.e. phone, text message, direct input, remote input, etc.);

5. Process and aggregate information into agreed upon information categories;

6. Create displays of information using a variety of graphic presentations;

7. Disseminate information to an agreed upon list of information recipients;

8. Update reports and presentations as new information is collected and processed.

E. These technologies can also provide a platform for video and voice conference calls and meetings to allow decision-makers an opportunity to review information and make decisions on resource allocations.

F. Ask the students:  What types of information would be collected, processed and disseminated by an information management system supporting an incident command?

G. Ask the students:  What capabilities should be included in an effective information management system for incident management?


VI. Internal and External Communications (See Slide 15.9)

A. Internal communications with staff, other responding agencies, stakeholders and partners is critical to the success of incident response.

B. External communications with the general public and the media is equally critical to an effective response.

C. Key to successful internal and external communications in incident management is the commitment of all parties involved, but especially the incident commander and senior command staff, to sharing all relevant information.

D. No technology can be successful in supporting an incident response without this commitment.

E. Where technology can play a key role is facilitating this exchange of information among all parties internally and externally.

F. The principal technological element involved in internal communications is interoperability.
1. The DHS “Five Year Research and Development Plan: Fiscal Years 2008-2013” published in August 2008 includes a major section concerning Communications, Control and Interoperability.

2. The document notes, “Communications, Interoperability, and Compatibility Thrust Area – strengthens interoperable wireless communications and to improve effective information sharing at all levels of government. 

3. “The thrust area coordinates interoperable emergency communications requirements for all voice and data communications systems and equipment purchased with DHS funding, develops, and evaluates cross-jurisdictional information sharing technologies, policies, and processes. 

4. “CCI initiatives impact end users that include more than 60,000 emergency response agencies nationwide, state homeland security officials, and policy makers at the local, tribal, State, and Federal levels. The thrust area contains the following programs: 

i. “Integrated Federal, State, and Local (IFSL) Information Sharing Program; and 

ii. “Office for Interoperability and Compatibility (OIC) Program. 

5. “Integrated Federal, State, and Local (IFSL) Information Sharing Program – develops technologies, techniques, and processes to discover new and secure methods for disseminating threat information among Federal, State, local, and tribal government entities. The program activities include rapid prototyping, experimentation, and operational demonstrations of new processes and applications being developed by DHS and other government agencies 

6. “OIC Program – strengthens and integrates interoperability and compatibility activities to improve preparedness and response among Federal, State, local, and tribal governments. In addition, OIC conducts research, development, testing, evaluation (RDT&E) and standards-related activities under the SAFECOM program. OIC promotes and achieves both near- and long-term interoperability by developing technologies, best practices, and methodologies that close explicit gaps within DHS components. This program includes the following projects: 

i. Technology Demonstration Pilots; 

ii. Public Safety Architecture Framework (PSAF); 

iii. Statement of Requirements (SOR); 

iv. Standards and Modeling; 

v. Compliance Assessment; 

vi. Outreach; 

vii. Emergency Data Exchange Language (EDXL) Data Standards; 

viii. Internet Protocol (IP) Backbone Test & Evaluation; 

ix. P25 Interfaces; 

x. Unified Communications Device (UCD) Development; and 

xi. Wireless Broadband Productization. 

7. More information concerning the DHS R&D agenda can be found at http://www.dhs.gov/xlibrary/assets/SandT5yearplan.pdf
G. A new technology requirement that has surfaced in recent years concerning external communications is how to marshal the information published by individuals on social media sites that nay be relevant to incident management.

1. A variety of social media have become more and more used by individuals in daily live and as the experiences from the Asian Tsunami and Hurricane Katrina indicate, before, during and after disaster.

2. Technology is needed to harness the information flowing directly from disaster sites in real time so that incident commanders can be fully briefed on the facts on the ground when making decisions of resource allocation, communications and direction.

3. The social media outlets to be considered include:

i. Facebook

ii. YouTube

iii. Twitter

iv. Bulletin Boards

4. Individuals use these and other forms of social media to post information about disasters and this information is now setting the media and government information sharing agendas especially when it comes to communicating with the public.

5. Ask the students:  Do they use social media sites on a regular basis?  If yes, what sites and how often?

VII. Resource Management

A. Resource Management in the emergency management profession, as defined by FEMA, is, “Coordinating and overseeing the application of tools, processes, and systems to provide incident managers with timely and appropriate resources during an incident.” (FEMA, n/d) (See slide 15.10)  

B. Resources, according to this definition, include (See slide 15.11):

1. Personnel

2. Teams

3. Facilities

4. Equipment

5. Supplies

C. Resource management is a complex function, as will be described throughout this session.  However, the bulk of the function boils down to the following four task groups (see slide 15.12):

1. Establishing systems to describe, inventory, request, and track resources

2. Activating these systems before and during an incident

3. Dispatching resources before and during an incident

4. Deactivating and recalling resources during or after an incident

D. Supporting technology for resource management should include the following capabilities:

1. Store a wide variety of data in disparate formats

2. Data input from multiple and remote locations

3. Process and document resource distribution requests

4. Track resources from acquisition to distribution and, if required, demobilization

5. Maintain inventory of all resources

6. Produce a variety of reports including daily situation reports, resource tracking reports and inventory reports

E. Ask the students:  Ask the students what types of resources would be tracked by these new technologies?

VIII. Credentialing (See slide 15.13)
A. As noted in Session 14, under NIMS, the credentialing process entails the objective evaluation and documentation of an individual’s:

1. Current certification, license, or degree

2. Training and experience
3. Competence or proficiency to meet nationally accepted standards, provide particular services and/or functions, or perform specific tasks under specific conditions during an incident. 

B. For the purpose of NIMS, credentialing is the administrative process for validating personnel qualifications and providing authorization to perform specific functions and to have specific access to an incident involving mutual aid. 


C. The National Integration Center (NIC) recommends that emergency management organizations adhere to the following process for credentialing under NIMS: 
1. When a request for mutual aid is received, the potential supporting department or agency evaluates its capacity to accommodate the anticipated loss of the resources that would be deployed without compromising mission performance

a) If the potential supporting department or agency determines that it can accommodate the requested deployment of resources, it must next identify specific personnel who will be deployed


b) The department or agency then submits applications for each member selected for deployment to an authorized accrediting agency identified by the credentialing authority of the State to which the mutual aid will be provided


c) The accrediting agency evaluates each application and determines whether the applicant meets the established criteria for the positions required by the mission


d) Applications that the authorized accrediting agency determines fail to meet established criteria are returned to the submitting department or agency, and may be resubmitted with additional documentation or when the applicant’s qualifications change


e) For applications that are approved by the authorized accrediting agency, the following steps are taken: 

(a) The applicant’s department or agency is notified


(b) A record is created on the individual in the official credentialing database


(c) An identification card or other credential is issued to the individual

(d) Information on the applicant is uploaded to the incident management infrastructure


f) While credentialing includes the issuing of identification cards or credentials, it is separate and distinct from the incident badging process - when access to a site is controlled through special badging, the badging process must be based on verification of identity, qualifications, and deployment authorization

g) Organizations utilizing volunteers, especially spontaneous volunteers, are responsible for ensuring each volunteer’s eligibility to participate in a response. These organizations must develop protocols governing the activation and use of volunteers


h) Careful coordination is required to ensure the provision of services is not hindered by un-addressed safety and security considerations or legal or regulatory issues.

i) The NIC released the document, “NG0002: National Credentialing Definition and Criteria” in March of 2007 in order to better explain the criteria by which these definitions were established.  This document can be found at: http://www.fema.gov/pdf/emergency/nims/ng_0002.pdf  

D. Ask the Students:  What capabilities should Supporting technologies for credentialing have?  Possible answers include:

1. Register potential staff resources;

2. Evaluate potential staff resources against a set of criteria that determines fitness and expertise for specific tasks;

3. Match registered resources with identified needs;

4. Track assigned resources;

5. Notify agencies that request resources and agencies that provide resources of assignments;

6. Badging capabilities;

7. Other.


Supplemental Considerations

Review the information concerning currently available supporting technologies in incident management:

Web EOC - http://www.esi911.com/esi/index.php?option=com_content&task=view&id=14&Itemid=30
Virginia Interoperability Picture for Emergency Management (VIPER) - http://www.virginiahazmat.org/displayindustryarticle.cfm?articlenbr=38966
NIMS Incident Resource Inventory System (IRIS) - http://www.fema.gov/emergency/nims/ResourceMngmnt.shtm#item5
The Gap Analysis Program (GAP) Data Collection and Analysis Tool (DCAT) - http://www.nvoad.org/Portals/0/Gap%20Analysis%20Program%20Guidance%2003-13-2009.pdf
Resource Order and Status System (ROSS) - http://ross.nwcg.gov/documentslibrary/project_mgt/communication_plan_5_10_04.pdf

Objective 15.2: Supporting Technologies Concepts and Principles
Requirements:

Facilitate a lecture concerning Supporting Technologies Concepts and Principles within the NIMS construct.  Lead class discussions about the material discussed within this objective.

Remarks: 

I. The current NIMS document (December 2008) notes:

a. “Ongoing development of science and technology is integral to the continual improvement and refinement of NIMS. 

b. “Strategic R&D ensures that this development takes place. 

c. “NIMS also relies on scientifically based technical standards that support incident management. 

d. “Maintaining a focus on appropriate science and technology solutions will necessitate a long-term collaborative effort among NIMS partners.

e. “To ensure the effective development of incident-management science and technology solutions, the NIC must work in coordination with the DHS Under Secretary for Science and Technology to assess the needs of emergency management/response personnel and their affiliated organizations.”

II. NIMS promotes a commitment to both the use of technology to support incident management and the need for strategic research and development activities to develop new forms of supporting technologies in the future.

III. Emergency management has not always embraced new technologies and in the past has been resistant to changing the way things are done in incident management.

IV. NIMS acknowledges the critical role supporting technologies can play in incident management and “leverages scene and technology to improve capabilities and lower costs”.

V. The NIMS document identifies “five key principles”: (See Slide 15.14)
a. Interoperability and Compatibility

b. Technology Support

c. Technology Standards

d. Broad-Based Requirements

e. Strategic R&D Planning

VI. Interoperability and Compatibility

a. This principle reflects the underlying principle of NIMS that an effective incident response requires responding agencies to work together seamlessly and efficiently.

b. Interoperable and compatible equipment plays a key role in facilitating various responding agencies, stakeholders and partners in working together and managing an effective response.

c. As noted in the NIMS document, “Systems operating in an incident management environment must be able to interact smoothly across disciplines and jurisdictions.”

d. “Interoperability and compatibility are achieved through the use of tools such as: (See Slide 15.15)
i. Common communications and data standards;

ii. Digital data formats;

iii. Equipment standards; 

iv. Design standards.

e. None of these tools can be used to full effectiveness if the responding agencies do not first agree that they will work together.

f. As an example, much has been made about the fact that the radios for the New York City Fire Department (FDNY) and the New York City Police Department (NYPD) were not compatible making it difficult, if not impossible, for fire and police officials to communicate in responding to the September 11 attacks on the World Trade Center.

g. After-Action reports on this incident clearly indicate that there was no commitment from either of these two responding agencies to communicating with each other and so it wasn’t the equipment that failed these agencies but the age old conflict between the two agencies that severely hindered communications that day.

h. By contrast, After-Action reports from the September 11 attack of the pentagon indicate that communications between local, state and Federal responding agencies were significantly better and greatly facilitated the response.

i. Ask the students:  What barriers must be overcome for responding agencies to commit to working together and how can technology help overcome these barriers?

VII. Technology Support (See Slide 15.16)

a. The NIMS document notes, “Technology support is the use and incorporation of new and existing technologies to improve efficiency and effectiveness in all aspects of incident management. 

b. “Technology support permits organizations using NIMS to enhance all aspects of emergency management and incident response. 

c. “Technology support facilitates incident operations and sustains the R&D programs that underpin the long-term investment in the Nation’s future incident management capabilities.”

d. NIMS recognizes the value and the importance of new technologies to improving incident management and response capabilities now and in the future.

e. This principle clearly puts NIMS, and by extension the Federal, State and local emergency managers who embrace NIMS, in the forefront of embracing new technologies and moving beyond the historic fear of technology that has been a characteristic of the nation’s responding agencies.

f. NIMS has endorsed the idea that technology can improve response and incident management.

g. Ask the students:  Name other disciplines where technological advances have played a significant role?

VIII. Technology Standards

a. NIMS is built on collaboration with the full spectrum of parties that could be involved in incident management.

b. Ask the students:  List those agencies and groups that are involved in incident management as part of NIMS?  Answers may include: (See Slide 15.17)
i. Federal, State and local emergency governments

ii. NGOs

iii. The Private Sector

iv. National Professional Organizations

v. Voluntary Agencies

vi. Code and standards groups

c. These are the same groups that must be included in the development of technology standards for incident management.

d. As discussed in Objective 15.1, there are long list of capabilities that supporting technologies for incident management must embrace.

e. To ensure interoperability and compatibility among these various technologies, NIMS recognizes that it is critical that national standards be developed that can use in developing new supporting technologies.

f. The National Fire Protection Association (NFPA) has been developing national standards for fire and emergency management technologies and practices for years and serves as an example of how technology standards for new incident management technologies can be developed.

g. NFPA codes and standards development methodologies can be accessed at: http://www.nfpa.org/categoryList.asp?categoryID=161&URL=Codes%20&%20Standards/Code%20development%20process
h. Ask the students:  What are the benefits of technology standards?

IX. Broad-Based Requirements (See Slide 15.18)

a. The NIMS document notes: “Needs for new technologies, procedures, protocols, and standards to facilitate incident management are identified before, during, and after an incident. 

b. “As these needs could exceed available resources, NIMS provides a mechanism for aggregating and prioritizing needs and resources. 

c. “These needs will be met by coordinating testing and evaluation activities for basic, applied, developmental, and demonstration-based research.”

d. Technology requirements, as discussed in Objective 15.1, have been identified in the past and will be identified in the future through the experiences of incident managers and staff in the field.

e. In some cases, there are available technologies that can be adapted to these requirements.

f. NIMS support the types of research needed to develop new technologies to support existing requirements and those new requirements that may evolve in the future.

g. NIMS is also a vehicle for prioritizing new technology requirements and ensuring that the new technologies that are developed will be broad-based and available and employable by the maximum number of potential users.

h. Ask the students:  What makes a supporting technology broad-based?

X. Strategic R&D Planning (See Slide 15.19)

a. The NIMS document notes, “Strategic R&D planning identifies future technologies that can improve or lower the cost of existing incident management capabilities. 

b. “To ensure effective R&D, the NIC, in coordination with the DHS Under Secretary for Science and Technology, will integrate into the national R&D agenda the incident management science and technology needs of all emergency management/response personnel and their affiliated organizations.”

c. The two major players in R&D for NIMS supporting technologies are the NIC and the DHS Under Secretary for Science and Technology.

d. The NIC works with all parties involved in incident management to identify and build consensus for new technologies that will improve incident management.

e. This information is then passed to the DHS Under Secretary for Science and Technology who is responsible for placing these identified technology needs on the Nation’s R&D agenda.

f. Information concerning the NIC and the DHS Science and Technology Directorate is presented in the following Supplemental Considerations section.

g. Ask the students:  What data will be required to be submitted in order to justify the creation of an R&D project concerning a technology to support incident management?


Supplemental Considerations

The National Fire Protection Association (NFPA) has been developing fire and emergency management standards for over a 100 years.  Presented below is the NFPA’s methodology for how codes and standards are developed.

Establishing the Consensus Body
In the NFPA codes and standards development process, NFPA Technical Committees and Code Making Panels serve as the principal consensus bodies responsible for developing and regularly updating all NFPA codes and standards. Committees and Panels are appointed by the Standards Council and typically consist of no more than thirty voting members representing a balance of interests. NFPA membership is not required in order to participate on an NFPA Technical Committee, and appointment is based on such factors as technical expertise, professional standing, commitment to public safety and the ability to bring to the table the point of view of a category of interested people or groups. Each Technical Committee is constituted so as to contain a balance of affected interests, with no more than one-third of the Committee from the same interest category. The Committee must reach a consensus in order to take action on an item.

The codes and standards development process
The NFPA process encourages public participation in the development of its codes and standards. All NFPA codes and standards (also referred to here as NFPA “Documents”) are revised and updated every three to five years in Revision Cycles that begin twice each year and that normally take approximately two years to complete. Each Revision Cycle proceeds according to a published schedule that includes final dates for all major events in the process.

The process contains five basic steps leading to issuance of an NFPA Committee Document:

Step 1:  Call for Proposals
▼ Proposed new Document or new edition of an existing Document is entered into one of two yearly revision cycles, and a Call for Proposals is published.

Step 2:  Report on Proposals (ROP)
▼  Committee or Panel meets to act on Proposals, to develop its own Proposals, and to prepare its Report.

▼  Committee votes by written ballot to approve its actions on the Proposals. If approval is not obtained, the Report returns to Committee.

▼  If approved, the Report on Proposals (ROP) is published for public review and comment.

Step 3:  Report on Comments (ROC) 
▼   Committee or Panel meets to act on Public Comments, to develop its own Comments, and to prepare its report.

▼   Committee votes by written ballot to approve its actions on the Comments. If approval is not obtained, the Report returns to Committee.

▼   If approved, the Report on Comments (ROC) is published for public review.

Step 4:  Association Technical Meeting
▼    “Notices of intent to make a motion” are filed, are reviewed, and valid motions are certified for presentation at the Association Technical Meeting. (“Consent Documents” bypass the Association Technical Meeting and proceed directly to the Standards Council for issuance.)

▼   NFPA membership meets each June at the Association Technical Meeting and acts on Technical Committee Reports (ROP and ROC) for Documents with “certified amending motions.”

▼  Technical Committee(s) and Panel(s) vote on any amendments to the Technical Committee Reports made by the NFPA membership at the Association Technical Meeting.

Step 5:  Standards Council Issuance
▼   Notification of intent to file an appeal to the Standards Council on Association action must be filed within 20 days of the Association Technical Meeting.

▼  Standards Council decides, based on all evidence, whether or not to issue the Document or to take other action.

	


See larger image. 


The illustration (right) provides an overview of the entire process, which takes approximately two full years to complete.

Notes:
1. Time periods are approximate; refer to published schedules for actual dates.

2. It takes approximately 104 weeks for Annual revision cycle documents and Fall revision cycle consent documents.

3. It takes approximately 141 weeks for Fall revision cycle documents receiving certified motions.

Learn more about the codes and standards-making process:
· Detailed history of NFPA's code and standard-making process
· "Codes and Standards for a Safer World" brochure

Source: http://www.nfpa.org/categoryList.asp?categoryID=162&URL=Codes%20&%20Standards/Code%20development%20process/How%20codes%20and%20standards%20are%20developed
National Integration Center

The National Integration Center plays a critical role in working with all parties involved in incident management to identify technology needs and passing this information to the DHS Science and Technology Directorate.

Overview

The National Integration Center (NIC) is responsible for developing, managing, and coordinating all homeland security training, education (external), exercise and lessons learned programs, as required, to ensure the Nation is prepared to prevent, protect against, respond to, recover from, and mitigate all hazards, natural or manmade.

Key Functions

· Ensures management and maintenance of the National Incident Management System (NIMS) and the National Response Framework (NRF).

· Develops training curricula guidelines, exercise conduct and evaluation guidance, and approve subcomponent procedures.

· Institutionalizes training.

· Integrates and coordinates training and exercise missions, programs, and activities across FEMA to ensure emergency management and response personnel are prepared to respond to all-hazards incidents.

· Provides internal coordination for the National Preparedness Directorate, the Federal Emergency Management Agency, and the Department of Homeland Security.

· Provides training and exercise technical assistance to stakeholders at the Federal, State, and local levels.

· Conducts training and exercises and ensure lessons learned from these activities are applied in future preparedness efforts.

· Operationalizes the requirements of Homeland Security Presidential Directive # 5 and #8, including conducting executive outreach to align nationwide capabilities to focus on national priorities.

Divisions

The NIC accomplishes its mission and functions through the following five component offices:

Incident Management Systems Integration (IMSI)
Oversees response policy by maintaining, revising, and disseminating the National Incident Management System (NIMS), the National Response Framework (NRF), and related materials

Training and Exercise Integration (TEI) Division
Responsible for coordinating NIC training, education, and exercise functions across FEMA, DHS, and the Federal Interagency

National Exercise Division (NED)
Provides exercise and evaluation policy and planning support to FEMA, DHS, the Federal Interagency, as well as State and local stakeholders

Center for Domestic Preparedness (CDP)
Federal training center responsible for the delivery of high-quality, comprehensive preparedness training for the Nation’s emergency responders

Emergency Management Institute (EMI)
Maintains responsibility for emergency management training by developing and conducting courses for Federal officials, first responders, and the public

Tools and Information Resources 

Lessons Learned Information Sharing (LLIS) 
A national on-line network of lessons learned and best practices designed to support emergency response providers and homeland security officials.  LLIS.gov enhances national preparedness by allowing response professionals to tap into a wealth of validated front-line expertise on effective planning, training, equipping, and operational practices for homeland security.

Responder Knowledge Base (RKB)
Provides emergency responders, purchasers, and planners with a trusted, integrated, on-line source of information on products, standards, certifications, grants, and other equipment-related information.    

Source: http://www.fema.gov/about/divisions/nic.shtm
DHS Science and Technology Directorate

The Science and Technology (S&T) Directorate is the primary research and development arm of the Department of Homeland Security.

Mission

The S&T Directorate's mission is to improve homeland security by providing to customers state-of-the-art technology that helps them achieve their missions. S&T customers include the operating components of the Department, state, local, tribal and territorial emergency responders and officials.

Organization and Leadership

Under Secretary Dr. Tara O'Toole is currently leading the S&T Directorate.

The Directorate has three portfolios that address basic research through advanced technology development and transition - spanning six primary divisions that address critical homeland security needs. The Directorate captures requirements for Department technologies through the Capstone Integrated Product Team (IPT) process.

Portfolios

· The Director of Research Portfolio addresses long-term research needs in support of the Department of Homeland Security mission areas that will provide the nation with an enduring capability in homeland security. Within the Research Portfolio are the Office of National Laboratories, the Office of University Programs, and the Program Executive Office - Counter Improvised Explosives Devices.

· The Director of Innovation Portfolio supports a key goal of putting advanced capabilities into the hands of our customers as soon as possible. Innovation oversees the Homeland Security Advanced Research Projects Agency (HSARPA), focusing on homeland security research and development that could lead to significant technology breakthroughs and greatly enhance departmental operations. Within the Innovation Portfolio is the Small Business Innovation Research Office.

· The Director of Transition Portfolio focuses on delivering capabilities that Department components and first responders can rely on to meet their operational needs. Within the Transition Portfolio is the Commercialization Office, Tech Clearinghouse and the Safety Act Office.

Divisions

· The Borders and Maritime Security Division  develops and transitions tools and technologies that improve the security of our nation's borders and waterways, without impeding the flow of commerce and travelers.

· The Chemical and Biological Division works to increase the nation's preparedness against chemical and biological threats through improved threat awareness, advanced surveillance and detection, and protective countermeasures.

· The Command, Control, and Interoperability Division develops interoperable communication standards and protocols for emergency responders, cyber security tools for protecting the integrity of the Internet, and automated capabilities to recognize and analyze potential threats.

· The Explosives Division develops the technical capabilities to detect, interdict, and lessen the impacts of non-nuclear explosives used in terrorist attacks against mass transit, civil aviation, and critical infrastructure.

· The Human Factors Behavioral Sciences Division applies the social and behavioral sciences to improve detection, analysis, and understanding and response to homeland security threats.

· The Infrastructure and Geophysical Division focuses on identifying and mitigating the vulnerabilities of the 18 critical infrastructure and key assets that keep our society and economy functioning.

Offices and Institutes

· Business Operations, Services & Human Capital
· Corporate Communications

· Interagency Programs
· International Cooperative Programs
· Operations Analysis Division
· Homeland Security Studies and Analysis Institute
· Homeland Security Systems Engineering and Development Institute
· Strategy, Policy and Budget
· Special Programs
· Test & Evaluation and Standards
Source: http://www.dhs.gov/xabout/structure/editorial_0530.shtm

Objective 15.3  Supporting Incident Management with Science and Technology

Requirements:

Facilitate a lecture concerning Supporting Incident Management with Science and Technology within the NIMS construct.  Lead class discussions about the material discussed within this objective.

Remarks: 

I. The NIMS document identified three ways that supporting technologies can improve incident management and lower costs: (See Slide 15.20)
a. Operational Scientific Support

b. Technical Standards Support

c. R&D Support

II. Operational Scientific Support (See Slide 15.21)

a. The NIMS document states, “Operational scientific support identifies and, on request, mobilizes scientific and technical resources that can be used to support incident management activities. 

b. “Operational scientific support draws on the scientific and technological expertise of other agencies and organizations. 

c. “Planning for this category of support is done at each level of government through NIMS preparedness organizations.

d. “Operational scientific support is requested and provided through various programs coordinated by DHS and other organizations and agencies.”

e. NIMS preparedness organizations are the platforms for organizations to identify and put forth technology requirements.

f. Ask the student:  What organizations would be involved in operational scientific support?

III. Technical Standards Support (See Slide 15.22)

a. Technical standards ensure that all supporting technologies are consistent, effective and can be accessed and used by all responding agencies.

b. The NIC, in coordination with the DHS Science and Technology Directorate, is responsible for coordinating the development of technical standards based on the following four principles:

i. Performance Measurement – the collection of hard date is used to develop a performance measurement infrastructure that helps all responding agencies to use the technologies effectively.  The Performance Measurement Infrastructure develops:

1. Guidelines

2. Performance standards

3. Testing protocols

4. Personnel certification

5. Reassessment

6. Training procedures

ii. Consensus-Based Performance – this approach ensures that the expertise and experience of Standards Development organizations (SDO) are involved in developing performance standards for supporting technologies for incident management.  SDOs to be involved include:

1. National Institute of Justice

2. National Institute of Standards and Technology

3. National Institute for Occupational Safety and Health

4. American Standards Institute

5. ASTM International

6. NFPA

iii. Testing and Evaluation – private- and public-sector testing labs will be relied upon to test the equipment developed.

1. These labs will be selected based on their technical proficiency and objectivity

2. The NIC will issue appropriate guidelines for the selection and use of testing labs.

iv. Technical Guidelines for Training Emergency Responders on Equipment Use – guidelines for training incident commanders and responding staff on the proper use of equipment developed by supporting technologies:

1. “Inputs from vulnerability analysts, equipment developers, users, and standards experts are employed to develop scientifically based technical guidelines for training emergency management/response personnel on proper use of equipment. 

2. “Based on incident management protocols, instruments, and instrument systems, these training guidelines reflect threat and vulnerability information, equipment and systems capabilities, and a range of expected operating conditions. 

3. “In addition, performance measures and testing protocols developed from these training guidelines provide a repeatable method of measuring the effectiveness of equipment and systems.

c. Ask the students:  How do technical standards ensure that equipment developed to support incident management is used effectively and uniformly by all responding agencies.

IV. R&D Support (See Slide 15.23)

a. Input from the entire range of organizations involved in incident management must be acquired in order to accurately identify the supporting technologies requirements and to set the R&D agenda.

b. If operational needs exceed available resources then DHS will work to validate, integrate and prioritize the R&D needs.

c. DHS is responsibly for integrating these needs into the national R&D agenda.

V. Ask the students:  What do they think it would take to place a technology requirement for incident management on the national R&D agenda?


Supplemental Considerations

Homeland Security Centers of Excellence

The Homeland Security Centers of Excellence under the Office of University Programs bring together leading experts and researchers to conduct multidisciplinary research and education for homeland security solutions. Each center is led by a university in collaboration with partners from other institutions, agencies, laboratories, think tanks and the private sector.

The Centers are directly aligned with the Department of Homeland Security Science and Technology Directorate's six divisions, creating linkages between the Department and other customers as well as providing enduring cross-cutting technology and basic research needs for the Department and the nation.

The Homeland Security Act of 2002 granted the Department the authority to create university-based Centers of Excellence. The Centers are authorized by Congress and chosen by the Department's Science and Technology Directorate through a competitive selection process.

Centers of Excellence

There are currently 12 Centers of Excellence across the country.

· The Center for Risk and Economic Analysis of Terrorism Events (CREATE), led by the University of Southern California, develops advanced tools to evaluate the risks, costs and consequences of terrorism, and guides economically viable investments in countermeasures that will make our nation safer and more secure.

· The Center for Advancing Microbial Risk Assessment (CAMRA), led by Michigan State University and Drexel University established jointly with the U.S. Environmental Protection Agency, fills critical gaps in risk assessments for decontaminating microbiological threats, such as plague and anthrax, answering the question, "How Clean is Safe?"

· The National Center for Foreign Animal and Zoonotic Disease Defense (FAZD), led by Texas A&M University, protects against the introduction of high-consequence foreign animal and zoonotic diseases into the U.S., with an emphasis on prevention, surveillance, intervention, and recovery.

· The National Center for Food Protection and Defense (NCFPD), led by the University of Minnesota, defends the safety and security of the food system from pre-farm inputs through consumption by establishing best practices, developing new tools, and attracting new researchers to prevent, manage and respond to food contamination events.

· The National Consortium for the Study of Terrorism and Responses to Terrorism (START), led by the University of Maryland, informs decisions on how to disrupt terrorists and terrorist groups, while strengthening the resilience of U.S. citizens to terrorist attacks.

· The National Center for the Study of Preparedness and Catastrophic Event Response (PACER), led by Johns Hopkins University, optimizes our nation's preparedness in the event of a high-consequence natural or man-made disaster, as well as develops guidelines to best alleviate the effects of such an event.

· The Center of Excellence for Awareness & Location of Explosives-Related Threats (ALERT), led by Northeastern University in Boston, Mass., and the University of Rhode Island in Kingston, R.I, will develop new means and methods to protect the nation from explosives-related threats. These Centers will be focusing on detecting leave-behind Improvised Explosive Devices, enhancing aviation cargo security, providing next-generation baggage screening, detecting liquid explosives, and enhancing suspicious passenger identification.

· The National Center for Border Security and Immigration, led by the University of Arizona in Tucson (research co-lead) and the University of Texas at El Paso (education co-lead), are developing technologies, tools, and advanced methods to balance immigration and commerce with effective border security, as well as assess threats and vulnerabilities, improve surveillance and screening, analyze immigration trends, and enhance policy and law enforcement efforts.

· The Center for Maritime, Island and Port Security, led by the University of Hawaii in Honolulu for maritime and island security and Stevens Institute of Technology in Hoboken, N.J., for port security, will strengthen maritime domain awareness and safeguard populations and properties unique to U.S. islands, ports, and remote and extreme environments.

· The Center for Natural Disasters, Coastal Infrastructure, and Emergency Management, led by the University of North Carolina at Chapel Hill and Jackson State University in Jackson, Miss., will enhance the nation’s ability to safeguard populations, properties, and economies as it relates to the consequences of catastrophic natural disasters.

· The National Transportation Security Center of Excellence (NTSCOE) was established in accordance with HR1, Implementing the Recommendations of the 9/11 Commission Act of 2007, in August 2007. It comprises seven institutions:

· Connecticut Transportation Institute at the University of Connecticut
· Tougaloo College
· Texas Southern University
· National Transit Institute at Rutgers - the State University of New Jersey
· Homeland Security Management Institute at Long Island University
· Mack Blackwell National Rural Transportation Study Center at the University of Arkansas
· Mineta Transportation Institute at San José State University
The NTSCOE will develop new technologies, tools and advanced methods to defend, protect and increase the resilience of the nation's multi-modal transportation infrastructure and education and training base lines for transportation security geared towards transit employees and professionals.

· The Center of Excellence in Command, Control and Interoperability (C2I) led by Purdue University (visualization sciences co-lead) and Rutgers University (data sciences co-lead) will create the scientific basis and enduring technologies needed to analyze massive amounts of information from multiple sources in order to more reliably detect threats to the security of the nation and its infrastructures, and to the health and welfare of its populace. These new technologies will also improve the dissemination of both information and related technologies.

Mandate

From the Homeland Security Act of 2002:

“The Secretary, acting through the Under Secretary for Science and Technology, shall designate a university-based center or several university-based centers for homeland security. The purpose of the center or these centers shall be to establish a coordinated, university-based system to enhance the nation’s homeland security.”As amended
Source: Department of Homeland Security, http://www.dhs.gov/files/programs/editorial_0498.shtm
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