Session No. 13


Course Title: National Incident Management Systems

Session Title: Communications and Information Management

Time: 2 hours


Objectives:

13.1
Define Disaster Communications

13.2  
Managing Communications and Information within NIMS


Scope:

In this session, the instructor will explore the communications and information management component of national incident management systems.  Communications and information management will be explained and discussed in relation to the management of emergency management incidents.  The instructor will explain the role of communications and information management in the national incident management systems.

Readings: 

Student Reading: 

Department of Homeland Security. 2008. National Incident Management System (NIMS). NIMS Guidance Document. Pp. 23-30. http://www.fema.gov/pdf/emergency/nims/NIMS_core.pdf 

Haddow, George, Jane Bullock, and Damon Coppola. 2008. Introduction to Emergency Management Third Edition. Butterworth-Heinemann. Burlington, MA. Chapter 7 (Communications). 

Instructor Reading: 

Department of Homeland Security. 2008. National Incident Management System (NIMS). NIMS Guidance Document. Pp. 23-30. http://www.fema.gov/pdf/emergency/nims/NIMS_core.pdf 

Haddow, George, Jane Bullock, and Damon Coppola. 2008. Introduction to Emergency Management Third Edition. Butterworth-Heinemann. Burlington, MA. Chapter 7 (Communications). 


General Requirements:

The instructor will facilitate a lecture using the remarks provided in this session and outside materials provided through the internet or otherwise (as indicated in this session).   The instructor will lead interactive discussions with students that call upon their personal knowledge and experience and from facts they have recalled from the assigned readings.  It is recommended that the modified experiential learning cycle be completed for objectives 13.1 – 13.2 at the end of the session. 


Objective 13.1: Define Disaster Communications
Requirements: 

Introduce through lecture the topic of disaster communications.  The class discussions and student questions will focus on the mission of disaster communications, communications in the era of homeland security, disaster communications in a changing media world, and building an effective disaster communications capability in a changing media world.
Remarks:

I. Communications has become an increasingly critical function in emergency management. The dissemination of timely and accurate information to the general public, elected and community officials, and the media plays a major role in the effective management of disaster response and recovery activities.

II. Communications failures by government responders in Hurricane Katrina were noted in report prepared by the United States House of Representatives that stated, 

A. “The lack of a government public communications strategy and media hype of violence exacerbated public concerns and further delayed relief.”  The House report also asked “why coordination and information sharing between local, state and federal governments was so dismal…Why situational awareness was so foggy, for so long… Why unsubstantiated rumors and uncritically repeated press reports – at times fueled by top officials – were able to delay, disrupt, and diminish the response.” (Select Bipartisan Committee to Investigate the Preparation for and Response to Hurricane Katrina 2006)

III. The mission of an effective disaster communications strategy is to provide timely and accurate information to the public in all four phases of emergency management: (See Slide 13.1)

A. Mitigation—to promote implementation of strategies, technologies, and actions that will reduce the loss of lives and property in future disasters.

B. Preparedness—to communicate preparedness messages that encourage and educate the public in anticipation of disaster events.

C. Response—to provide to the pubic notification, warning, evacuation, and situation reports on an ongoing disaster.

D. Recovery—to provide individuals and communities affected by a disaster with information on how to register for and receive disaster relief.

IV. The foundation of an effective disaster communications strategy is built on five critical assumptions: (See Slide 13.2)
A. Customer Focus - An essential element of any effective emergency management system is a focus on customers and customer service. 

1. This philosophy should guide communications with the public and with all partners in emergency management. 

2. A customer service approach includes placing the needs and interests of individuals and communities first, being responsive and informative, and managing expectations. 

3. The customers for emergency management are diverse. They include internal customers, such as staff, other federal agencies, states, and other disaster partners. 

4. External customers include the general public, elected officials at all levels of government, community and business leaders, and the media. 

5. Each of these customers has specific information needs, and a good communications strategy considers and reflects their requirements. 
B. Leadership Commitment - Good communications starts with a commitment by the leadership of the emergency management organization to sharing and disseminating information both internally and externally. 
1. One of the lessons learned from Hurricane Katrina is, “We need public officials to lead. Communicating confidence to citizens and delivering on promises are both critical in crises.”  (Kettl 2005)

2. The leader of any disaster response and recovery effort must openly endorse and promote open lines of communications among the organization’s staff, partners, and publics in order to effectively communicate. 

3. This leader must model this behavior in order to clearly illustrate that communications is a valued function of the organization.

4. Ask the students:  Can you name any elected officials who have played high profile roles in a disaster response?

C. Inclusion of Communications in Planning and Operations - The most important part of leadership’s commitment to communications is inclusion of communications in all planning and operations. 

1. This means that a communications specialist is included in the senior management team of any emergency management organization and operation. 

2. It means that communications issues are considered in the decision-making processes and that a communications element is included in all organizational activities, plans, and operations.

3. In the past, communicating with external customers, and in many cases internal customers, was not valued or considered critical to a successful emergency management operation. 

4. Technology has changed that equation. In today’s world of 24-hour television and radio news and the Internet, the demand for information is never-ending, especially in an emergency response situation. 

5. Emergency managers must be able to communicate critical information in a timely manner to their staff, partners, the public, and the media.

6. To do so, the information needs of the various customers and how best to communicate with these customers must be considered at the same time that planning and operational decisions are being made. 

7. For example, a decision process on how to remove debris from a disaster area must include discussion of how to communicate information on the debris removal operation to community officials, the public, and the media.
8. Again the response to Hurricane Katrina clearly illustrates the downside of failing to include consideration of communications issues in conducting a response operation.  
i. The Lessons Learned report prepared by White House Homeland Security Advisor Francis Townsend noted, “The lack of communications and situational awareness had a debilitating effect on the Federal response. The Department of Homeland Security should develop an integrated public communications plan to better inform, guide, and reassure the American public before, during, and after a catastrophe. The Department of Homeland Security should enable this plan with operational capabilities to deploy coordinated public affairs teams during a crisis.” (Townsend  2006)

9. Ask the students:  In there current jobs, what value is placed on communications both internal and external by their employers?

D. Situational Awareness - Situational awareness is key to an effective disaster response.  

1. Knowing the number of people killed and injured, the level of damage at the disaster site, the condition of homes and community infrastructure and current response efforts provide decision makers with the situational awareness needed to identify need and appropriately apply available resources.  

2. The collection, analysis and dissemination of information from the disaster site are the basis for an effective communications operation in a disaster response. 
3. This is also true during the disaster recovery phase especially early in the recovery phase when the demand for information from the public, and therefore the media, is at its highest.  
4. A lack of situational awareness was identified as a severe hindrance to the government response to Hurricane Katrina:
i. “Without sufficient working communications capability to get better situational awareness, the local, state, and federal officials directing the response in New Orleans had too little factual information to address — and, if need be, rebut — what the media were reporting. This allowed terrible situations — the evacuees’ fear and anxiety in the Superdome and Convention Center — to continue longer than they should have and, as noted, delayed response efforts by, for example, causing the National Guard to wait to assemble enough force to deal with security problems at the Convention Center that turned out to be overstated.” Source: Select Bipartisan Committee to Investigate the Preparation for and Response to Hurricane Katrina, 2006, “A Failure of Initiative: Final Report of the Special Bipartisan Committee to Investigate the Preparation for and Response to Hurricane Katrina,” Government Printing Office, February 15, 2006, http://www.gpoacess.gov/congress/index.hmtl.

5. Ask the students:  Have they ever been in a disaster and how did they learn about what was going on in the disaster response?

E. Media Partnership - The media plays a primary role in communicating with the public. 

1. No government emergency management organization could ever hope to develop a communications network comparable to those networks already established and maintained by television, radio, newspapers and online news outlets across the country. 

2. To effectively provide timely disaster information to the public, emergency managers must establish a partnership with their local media outlets. 

3. And now that citizen journalists and new media technologies (cell phones, laptops, digital cameras) have become more vital and accepted sources of information and imaging from the front lines of a disaster, methods for incorporating this data and information must also be implemented.

4. The goal of a media partnership is to provide accurate and timely information to the public in both disaster and non-disaster situations. The partnership requires a commitment by both the emergency manager and the media to work together, and it requires a level of trust between both parties. 

5. Traditionally, the relationship between emergency managers and the media has been strained. 

i. There is often a conflict between the need of the emergency manager to respond quickly and the need of the media to obtain information on the response so it can report it just as quickly. 

ii. This conflict sometimes results in inaccurate reporting and tension between the emergency manager and the media. 

iii. The loser in this conflict is always the public, which relies on the media for its information.

6. It is important for emergency managers to understand the needs of the media and the value they bring to facilitating response operations. 

7. An effective media partnership provides the emergency manager with a communications network to reach the public with vital information and provides the media with access to the disaster site, access to emergency managers and their staff, and access to critical information for the public that informs and ensures the accuracy of their reporting.

8. Ask the students:  What traditional media outlets do they get information about a disaster?


Supplemental Considerations

Leadership Modeling Good Communications

In the 1990s, FEMA Director James Lee Witt was a strong advocate for keeping FEMA staff informed of agency plans, priorities, and operations. Director Witt characterized a proactive approach in communicating with FEMA’s constituents. His accessibility to the media was a significant departure from previous FEMA leadership. Director Witt exhibited his commitment to effective communications in many ways:

•
He held weekly staff meetings with FEMA’s senior managers and required that his senior managers hold regular staff meetings with their employees.

•
He published an internal newsletter to employees entitled “Director’s Weekly Update” that was distributed to all FEMA employees in hard copy and on the agency electronic bulletin board that updated employees on agency activities.

•
He made himself and his senior staff available to the media on a regular basis, especially during a disaster response, to answer questions and to provide information.

•
During a disaster response, he held media briefings daily and sometimes two to three times a day. 

•
He would hold special meetings with victims and their families.

•
He led the daily briefings among FEMA partners during a disaster response.

•
He devoted considerable time to communicating with members of Congress, governors, mayors, and other elected officials during both disaster and non-disaster times, at times holding joint press briefings with these officials.

•
He met four to five times per year with the State Emergency Management Directors, FEMA’s principal emergency management partners.

•
He gave speeches all over this country and around the world to promote better understanding of emergency management and disaster mitigation.


V. Communicating in the Era of Homeland Security (See Slide 13.3)

A. Communicating with the public is an area that needs to be improved if the nation is going to have a truly effective homeland security system. 

B. To date, the Department of Homeland Security (DHS) has shown little interest in communicating with the public, and when it has the results have not always been positive—the “duct tape and plastic” fiasco and recent reports of former DHS Secretary Ridge questioning terror alert warnings serves as classic examples. 

C. DHS and its State and local partners need to address three factors to improve its communications with the American people.

1. First, there must be a commitment from the leadership, not only at DHS and its State and local partners, but at all levels of government including the executive level to communicate timely and accurate information to the public. 

i. This is especially important in the response and recovery phases to a terrorist incident.

ii. In a disaster scenario, the conventional wisdom that states information is power, and that hoarding information helps to retain such power, is almost categorically reversed. 

iii. Withholding information during disaster events generally has an overall negative impact on the well-being of the public, and on the impression the public forms about involved authorities. 

iv. In practice, sharing of information is what generates authority and power, when that information is useful and relates to the hazard at hand. 

v. A good example of this fact are the actions of former New York City Mayor Rudy Giuliani after the September 11 attacks. Giuliani went to great lengths to get accurate and timely information to the public in a time of crisis, and his efforts both inspired the public and greatly enhanced the effectiveness of the response and recovery efforts he guided.

vi. Ask the students: Should political leaders and emergency managers be more forthcoming with the public about homeland security issues?  If yes, how?  If no, why not?

2. Second, homeland security officials at all levels must resolve the conflict between sharing information with the public in advance and in the aftermath of a terrorist incident that has value for intelligence or criminal prosecution purposes. 

i. This is directly linked to the leadership commitment issue discussed in the previous paragraphs and has been repeatedly cited by homeland security officials as reasons for not sharing more specific information with the public.

ii. Also at issue is the question of when to release relevant information to the public without compromising intelligence sources and/or ongoing criminal investigations. 

iii. This is an issue that rarely if ever confronts emergency management officials dealing with natural and unintentional man-made disasters. 
iv. Therefore, there is little precedent or experience for current homeland security officials to work with in crafting a communications strategy that balances the competing need for the public to have timely and accurate information with the need to protect intelligence sources and ongoing criminal investigations. 
v. The recent announcement by the Obama Administration that the DHS had created a task force of outside experts to redesign the much maligned Homeland Security Advisory System (HSAS) is a critical first step in reestablishing trust with the public for the warning system. 

vi. From this starting point additional communications mechanisms can be developed to ensure that the public gets timely and accurate information both in advance of any terrorist incident and during the response and recovery phases in the aftermath of the next terrorist attack.

vii. Ask the students:  What do they think is most important – withholding information to protect criminal prosecution cases or providing as much information as possible to the public?  What is the proper balance?

3. Third, more effort must be invested by Federal departments and agencies to better understand the principal terrorist threats that our nation faces (i.e., biological, chemical, radiological, nuclear, and explosives), and to develop communications strategies that educate and inform the public about these threats with more useful information. 

i. The 2001 Washington, DC, anthrax incident is a perfect example of uninformed or misinformed public officials sharing what is often conflicting and, in too many instances, wrong information with the public.

ii. The nation’s public officials must become better informed about these principal risks and be ready and capable of explaining complicated information to the public. As the anthrax incident made clear, this is not a luxury, but a necessity if the response to similar incidents in the future is to be successful.

iii. Decades of research and a new generation of technologies now inform emergency managers as they provide information about hurricanes, tornadoes, earthquakes, and hazardous materials incidents to the public. 

iv. A similar research effort must be undertaken for these five new terrorist risks and communications strategies that will ensure that homeland security officials at all levels are capable of clearly explaining to the public the hazards posed by these threats.

v. These communications strategies must consider how to communicate to the public when incomplete information is all that is available to homeland security officials. 

a) In the vast majority of cases, this partiality of information is probable. 

b) A public health crisis will not wait for all the data to be collected and analyzed, nor will the public. 

c) Homeland security officials must develop strategies for informing the public effectively, as the crisis develops, by forming effective messages that are able to explain to the public how what is being said is the most accurate information available based on the information that, likewise, is available—despite its incomplete nature. 

d) The public will increasingly expect such communications efforts, so the sooner such a system is in place, the better the next incident will be managed.

e) Ask the students:  Do they know what kind of element anthrax is - chemical or biological?


Supplemental Considerations

On July 14, 2009, the Department of Homeland Security “announced the formation of a task force to conduct a 60-day review of the Homeland Security Advisory System (HSAS). The mission of the task force is to assess the effectiveness of the system in informing the public about terrorist threats and communicating protective measures within government and throughout the private sector.”

See http://www.dhs.gov/ynews/releases/pr_1247586668272.shtm

VI. Disaster Communications in a Changing Media World (See Slide 13.4)

A. Working with the media before, during and after a disaster is a fact of life for an emergency management official.  The media remains the single most effective means for communicating timely and accurate information to the public.  

B. Historically, emergency managers have shied away talking to the media especially during a disaster response.  That day is over.  As we noted earlier, emergency managers or other government officials involved in disaster response can no longer ignore the media.  

C. Developing a partnership with the media should now be standard operating procedure for any and all emergency management operations in this country and around the world.

D. However, the media is constantly changing and emergency managers must keep up with these changes to have an effective communications operation.  

E. Disaster preparedness information used to be exclusively published in brochures and pamphlets that were distributed in post offices and courthouses around the country.  

1. In the 1950’s, Civil Defense workers went directly to communities to dispense information on nuclear preparedness in town hall meetings.  

2. Years later, representatives from the National Flood Insurance Program (NFIP) held similar meetings in communities around the country to inform residents about flood mapping and flood insurance. 

F. The radio has become over time an integral part of communicating warning messages to the public before the next tornado or hurricane strikes.  In turn, radio has often been the sole source of information in the immediate aftermath of a massive disaster that cuts off electricity to the disaster area for days at a time because of the availability of transistor and crank radios that do not require electricity.  

G. Television has become a big part of disasters in the past 50 years.  

1. The pictures and stories that are generated by disaster events are a natural fit for television.  

2. It was the size of the satellite photo of Hurricane Floyd on television coupled with evacuation warnings from local, state and Federal officials transmitted by television that prompted 3 million residents in Florida, Georgia and South Carolina to evacuate their homes as the storm threatened the Eastern Seaboard.  

3. It is also television that graphically communicated the sad events that occurred in New Orleans after Hurricane Katrina.  

4. Over time television has changed considerably.  The 3 national networks and usually 3-4 local stations in any given community have given way to hundreds of channels available nation-wide along with 24-7 news channels and the Weather Channel.  

H. The rise of the Internet as a source for disaster and emergency-related information and news has been spectacular.  

1. A survey conducted in April 2008 by the Canadian Centre for Emergency Preparedness (CCEP) found that the Internet has passed newspapers on the list of emergency information sources used by the Canadian public.  

2. Television and radio are ranked 1 and 2 on this list but it may not be long before the Internet grabs even more of the public’s attention especially as older and low-to-moderate income individuals and families gain increased access to the Internet.

I. The media continues to change with the advent of “first informers,” ordinary citizens armed with a cell phone who can take pictures and/or video at the disaster site and add commentary and post their submissions on the Internet or provide them to CNN or MSNBC or other media outlets  

J. Some of the first photos and commentaries coming out of the Asian Tsunami disaster in 2004 were filed by these “first informers” who were there when the tsunami struck and survived to provide information and images of the damage and destruction.

K. Ask the students:  Have any of you ever posted a picture of message on a new media site such as Facebook or YouTube?

VII. The Evolution of New Media Use in Disasters
A. The magnitude and frequency of natural disasters are increasing.  According to the Center for Research on the Epidemiology of Disasters, there were four times as many weather-related disasters in the last 20 years then in the previous 75 years.  

B. With this new “Age of Extreme Weather,” has come the evolution and maturation of new media tools and technologies, a dramatic rise in the number of citizen journalists, and an almost annual increase in their contribution to the flow of new information during disasters. 

C. Disasters have provided a unique trigger that have consolidated technological advances in concert with democratizing influences operating outside the traditional brokers of information and aid.” (Laituri, 2008) 

D. Even though the 1990’s was a time of transformation in communications technology with the emergence of the World Wide Web, 24/7 cable television, and array of digital tools –from affordable and widely available wireless mobile devices and high-resolution satellite maps – new media was not a factor in natural disaster coverage or recovery until 2001. 

E. In the aftermath of the September 11, 2001 terrorist attacks, citizen-shot videos of the attacks on Twin Towers dominated news coverage and Americans turned to the Internet for information.  

F. In many ways, 9/11 was the last disaster covered under the old model of crisis communications.  Every disaster since 9/11 has involved more citizen journalists and expanded the use and utility of the new media tools and technologies. 
G. In 2003, during China’s SARS epidemic, people used text messaging to exchange information the government tried to suppress.  (Hattotuwa, 2007)  Three major disasters within nine months --the Asian tsunami (2004), the London transit bombings (2005) and Hurricane Katrina (2005) -- marked the coming of age of participatory media.  

1. The December 26, 2004 Asian tsunami has been defined as “the turning point – a before-and-after moment for citizen journalism.” 

i. Blogs, websites, and message boards provided news and aid – and in real time.  One blog, “waveofdestruction.org” logged 682,366 unique visitors in four days.  (Cooper, 2007)  

ii. Wikipedia – a group-created website that is editable by any user -- became the site for basic information, particularly for hotlines that allowed people to search for missing loved ones and find housing, medical and other assistance. 

2. Minutes after four bombs rocked London’s transportation system, a definitive webpage “July 7, 2005 London Bombings” was started with five sentences on Wikipedia.  

i. The page “received more than a thousand edits in its first four hours of existence as additional news came in.” 

ii. Users added links to traditional news sources, and information was posted about what public transportation was shut down, listing contacts to help track a missing person and offering directions to commuters trying to get home. 

iii. “What was conceived as an open encyclopedia in 2001 [became] a general purpose tool for gathering and distributing information quickly…..” (Shirky, 2008)

3. In September 2005, Hurricane Katrina, a category three hurricane tore through New Orleans, LA, Mobile, AL, and Gulfport, MS. 

i. Over 1,500 people were killed and tens of thousands left homeless.  

ii. Blogs became the primary information-providing tool used by both traditional media and citizen journalists.  

iii. Staff reporters for New Orleans’ daily newspaper, the Times-Picayune, created a blog that for a time became the front page of their news operation.  It enabled members of the community isolated by flood waters and debris to show and tell each other what they were seeing.  (Gillmor, 2006)

iv. Message boards provided critical information about shelter locations, family tracing, and missing persons.  Internet expert Barbara Palser counted 60 separate online bulletin boards that were created to locate missing people within two weeks of the storm. 

v. “These sites included major portals such as Yahoo and Craigslist, an array of newspaper and television sites, web sites hosted by government and relief organizations, and individual technologists, including a group of programmers who enlisted about 2,000 volunteers to create a database called the Katrina PeopleFinder Project.”  PeopleFinder was established “to create a consolidated database of missing people built outside the traditional, centralized institutions (i.e., FEMA, Red Cross).”   (May, 2006)

vi. Google Earth and Google Map which provide and use online satellite imagery were used to illustrate damage assessments – particularly to the Gulf coast and barrier islands.  (Laituri, 2005)

4. After the Java earthquake in 2006, mobile phones became mobile news services. Internews, an international media support group, worked with 180 Indonesian journalists to set up a text messaging service that helped local radio stations to report on the recovery.  (Hattotuwa, 2007)
5. In October 2007, wildfires in Southern California resulted in the loss of nearly 2200 homes and over $1 billion dollars in damages and marked a major step forward in the integration of mainstream media and citizen journalists.  
i. “Local media has been highlighting user-submitted photos and videos, and embedding new technology in their prime coverage. San Diego’s public television station, KPBS, used Twitter to give its audience updates when its website went down, and the Twitter updates now have a prominent place on their home page.” (Glaser, 2007)
ii. San Diego TV station News 8 responded to the crisis by taking down its entire regular web site and replacing it with a rolling news blog, linking to YouTube videos of its key reports, plus Google Maps showing the location of the fire.  (Stabe, 2007)  

iii. Also on the site were links to practical information that viewers needed, including how to contact insurance companies, how to volunteer or donate to the relief efforts, evacuation information and shelter locations. 

iv. “It’s an exemplary case study in how a local news operation can respond to a major rolling disaster story by using all the reporting tools available on the Internet."   (Catone, 2007)

v. The Google Map (Internet GIS) tool was used to develop maps of shelter locations and fire updates. (Wagner, 2007)

H. Clearly a symbiotic relationship is emerging between citizen journalists and the mainstream news media.  

I. With every new major disaster, the mainstream media’s use of internet-facilitated reporting increases.  Government, however, has been slow to appreciate the power or potential of the new media tools and internet culture.
J. Ask the students: have they ever accessed a new media site(s) to learn more about a disaster event?  If yes, what event and what new media site(s)?
VIII. New Media: New World (See Slide 13.5)

A. When disasters happened in the past, we learned about them after the fact.  No more. New technologies – laptops, cell phones, text messaging systems, digital cameras, the Internet -have changed the way news is gathered and distributed. 

B. These technologies have also profoundly altered the flow of information, undermining the traditional gatekeepers and replacing the centralized, top down model used by the government and professional media with a more dynamic flow of information that empowered citizens and created ad hoc distributive information networks.

C. The days of news as a “lecture” –when traditional media told the audience what was news -- are done.  

D. Now news is more of a conversation and the lines have blurred between producers and consumers: “The communications network itself will be a medium for everyone’s voice, not just the few who can buy multimillion–dollar printing presses, launch satellites, or win the government’s permission to squat on the public’s airwaves….  (Gillmor, 2006)

E. The once passive audience has become an active participant in the creation and dissemination of news, and the flow of information is no longer controlled by journalists and government agencies.

F. The increasing participation and power of ordinary citizens in emergency communications is starting to have more observable consequences.  

1. The Aspen Institute report, First Informers in the Disaster Zone: The Lessons of Katrina, noted in its conclusion:   “…there was a difference in how the online environment changed the media mix and altered the flow of information during and after the disaster….At times the traditional flow of information from government to media to public reversed course…As one pair of new media experts put it, Katrina ‘“revealed extraordinary changes taking place within a society increasingly connected by digital networks, a society at the cusp of a new era in human history in which individuals possess an unprecedented capacity to access, share, create and apply information.’”  (May, 2006)
2. One participant in the Aspen Institutes assessment of lessons learned from Katrina noted that the new media had fostered a two-way flow of information, in contrast to the old paradigm in which information flows down from government and media to a passive audience. “I would really encourage everybody to think about this new media age that we’re in, where the audience isn’t playing that game anymore.  We have had a revolution.”  (May, 2006)
G. In addition to forcing the traditional media to reconsider and redefine its role in disaster communications, the new participatory media enhanced the amount of information and number of sources and added to the problems endemic in disaster – the need to sort truth from rumor and the tension between media demanding transparency and accessibility and government officials changed with managing information during a disaster.

H. Participatory journalism and the generation of news and information from “first informers” – citizens on the scene when disaster happens, are not trends that are going to go away.  

1. In fact, the 2008 disasters in Burma and China may mark the coming of age of text-messaging, blogging and video sharing as tools that can bring faster coverage of a news event than traditional media. 

I. The challenge now for traditional news sources and cautious governmental hierarchies is to plan for and maximize the use of an increased and accelerated flow of information, to seize the opportunity to share information and build community that online media creates.

1. User-generated content is here to stay, according the Lou Ferrara of the Associated Press. “The landscape has changed, but we’re all about getting this information.  What’s the best way to do it? Do we outsource, partner, do it ourselves?”  (Ferrara, 2007)

2. Yahoo’s Bill Gannon, reflected on the Katrina communications experience. “What we realized is that users wanted not just to read information, but they wanted to be empowered,” he said. “What they wanted to do was get personally involved either through a message board or simply by making a donation.” How to channel and sustain that empowerment is the challenge of the next crisis. (May, 2006)

J. Ask the students:  What types of communications technologies do they use?


Supplemental Considerations

Case Study in New Media: Cyclone Nargis, Myanmar

On May 2nd, 2008, Cyclone Nargis struck the Irrawaddy Delta region of Myanmar (Burma).   The cyclone with winds of 120 mph made landfall at the mouth of the Irrawaddy River – a low-lying, densely-populated region – and pushed a 12 foot wall of water 25 miles inland, killing at least 80,000 people, leaving as many as 2.5 million homeless.  

This disaster  demonstrated that new technologies – the Internet, text messaging systems, camera phones, Google Map mash-ups—and citizen journalists, especially bloggers, have irrevocably altered the nature of disaster reporting and replaced the top-down flow of information the government and the traditional media in times of crisis with a dynamic and democratic two-way exchange.

In Myanmar, where internet and cell phone access is limited, the military government  refused to allow aid workers or journalists to reach disaster areas and moved fast to restrict communications.   Ironically, it was a local online news source, Burma News, that reported on the “guidelines” the junta had set for journalists coverage, specifically prohibiting showing dead bodies or reporting about insufficient aid for victims.  (Burma News, 2008) 

In spite of these restrictions, Burmese blogs and news sites were quick to react by posting eyewitness accounts of the disaster and mobilizing fundraising efforts. 
According to BBC News, “People inside Burma have been giving their updates from the disaster zone. Burmese blogger Nyi Lynn Seck has a section of his blog devoted to daily updates from the Delta region. ‘They are seeing dead bodies,’ he writes. ‘Nobody has cremated or buried these dead bodies.’ He also carries a report of how one private donor in Bogalay was forced to give his donation to the local authorities rather than people in need.”  (BBC News, 2008)

The BBC also noted that the Mizzima news site, based in India and run by Burmese exiles, used long-standing personal networks to gather compelling accounts of loss and survival.  Other exile Burmese news sites such as Yoma3 reported on the spread of disease among the cyclone victims in Bogalay. Stories of monks and local residents pulling together and co-coordinating local clean-ups and sharing water could be found on the Democratic Voice of Burma and other sites such as The Irrawaddy. The Rule of Lords blog reported that people were been turned away from hospitals because of the lack of electricity and water. 

In addition to the news gathering done by citizen journalists online (bloggers), other new media technologies helped tell the story of the Burmese disaster and recovery:

· Twitter -- a short messaging service (SMS) – that uses cell phones and 140 character messages that are also posted online –emerged quickly as an important medium for coverage of the crisis.  Aid agencies working in Burma including AmeriCares and the Salvation Army are also using Twitter to disseminate information and coordinate activities.  (Washkuch, May 20, 2008)

· YouTube hosted scores of videos recording the devastation and feeble response.  User AfterNargisYgn  uploaded a multi-part series of videos featuring images of the effects of the cyclone in Yangon, Myanmar's largest city, previously known as Rangoon. His series also documents the growing anger and desperation of the storm victims.   Burma4u uploaded a video of the aftermath in Latbutta, with Cyclone Nargis' victims crowded in refugee shelters, trying to sleep. Videos depicting dozens of people who died in the cyclone, which are banned by the junta, are also posted on YouTube.  (Rincon, May 16, 2008, YouTube)

· Google Earth and the Associated Press produced interactive maps that tracked the cyclone’s passage through the county and illustrated the extent of the storm damage –especially the dramatic erosion of shoreline and degree of inundation.

· Global Voices Online and traditional media like the New York Times, BBC and CNN featured, linked to or aggregated coverage by bloggers and linked to videos and photos recorded by eye witnesses.


IX. Building an Effective Disaster Communications Capability in a Changing Media World (See Slide 13.6)

A. The world of emergency management is changing rapidly.  The onslaught of major catastrophic disasters around the world and the projected impact of global climate change have forced the emergency management community to re-examine all of its processes, including communications.  

B. Managing information before, during and after a disaster has changed significantly in recent years and emergency operations at all levels – local, state and national – must recognize and acknowledge this change and adapt accordingly.

C. As noted throughout this session, the biggest change in disaster communications has come with the emergence of the “first informers” – citizen journalists - and their use of new, widely available online and digital technologies to gather and share information and images.  

D. No organization working in the emergency management field – government, non-governmental groups, voluntary agency, private sector – can ignore the role these “first informers” and their information networks will play in future disasters.  

E. The purpose of this section is to detail the seven elements that we believe will comprise an effective disaster communications capability in the future.  These seven elements include:

1. A Communication Plan

2. Information Coming In

3. Information Going Out

4. Messengers

5. Staffing

6. Training and Exercises

7. Monitor, Update and Adapt

F. A Communication Plan (See Slide 13.7)

1. Planning for communicating in disaster response focuses on collecting, analyzing and disseminating timely and accurate information to the public.  

2. A disaster response communication plan will include protocols for collecting information from a variety of sources including citizen journalist, analyzing this data in order to identify resource needs and to match available resources to these needs, and then disseminating information concerning current conditions and actions to the public through both traditional and new media outlets.  

3. The plan will identify trusted messengers who will deliver disaster response information to the public.  

4. The plan will identify how disaster communications will be delivered to special needs and non-English speaking populations.  

5. The disaster response communications plan will include a roster of local, state and national media outlets, reporters and first informers.  This roster will be contacted to solicit information and to disseminate information back out to the public.  

6. Finally, the plan should include protocols for monitoring the media, identifying new sources of information collection or dissemination and evaluating the effectiveness of the disaster communications.  This information would be used to update the plan.

7. Ask the students:  Should a communications plan be in written form?  If yes, why?  If no, why not?

G. Information Coming In (See Slide 13.8)

1. Information is the basis of effective disaster communications.  In disaster response, receiving and processing regular information concerning conditions at a disaster site and what is being done by agencies responding to the disaster allows disaster communicators to provide timely and accurate information to the public.  

2. To be successful in this task, you should identify all potential sources of information and develop working relationships with these various sources before the next disaster strikes.  

3. You must also be prepared to identify and partner with new sources of information as they come on the scene in the aftermath of a disaster. Potential disaster information sources include:

i. Government damage assessment teams – government disaster agencies at every level have staff responsible for assessing damages in the aftermath of a disaster.

ii. First Responders – among the first on the scene at any disaster, equipped with the necessary communications devices and trained to be observant.

iii. Voluntary Agencies – these groups often have members or volunteers located in the disaster areas trained in damage assessment.  For example, the Red Cross has extensive experience in reporting damage to homes and numbers of people evacuated and in shelters.

iv. Community Leaders – trusted leaders who have their own neighborhood network or work with community-based organizations with networks into the community can be a valuable source of on-the-ground information.

v. First Informers – individuals in the disaster site with the wherewithal to collect information and images and to communicate that information and images by cell phone, hand held device, or laptop.

vi. New Media – Blogs (weblogs), Google Earth, Google Map, Wikis (Wikipedia), SMS (text messaging postings – Twitter), Flick’R, Picasa (photo survey sites), YouTube (video sharing sites).

vii. Online News Sites – aggregate of community news, information and opinion 

viii. Traditional Media – television, radio and newspaper reporters, editors and news producers can be good sources of information especially if they have deployed news crews to the disaster area before or just after a disaster strikes.

4. Having identified the potential information sources in your area, you must reach out to these sources to develop a working partnership and to put in place whatever protocols and technologies are needed to accept information from these sources.  

5. It is important that all potential sources of information understand what types of information you need from any situation so that they are looking for the information you need to make decisions. 

6. Ideas for developing these working partnerships with non-governmental, non-traditional information sources include:

i. Build neighborhood communications networks – partner with community-based organizations, churches and neighborhood associations to build neighborhood communications networks.  Local residents can be trained in information collection, maybe as part of Community Emergency Response Team (CERT) training, and local community leaders can be entrusted to collect this information and forward it to emergency officials.  These networks could also be used to send messages from emergency officials to neighborhood residents through trusted community leaders.

ii. Create and distribute a disaster information protocol for first informers – list what information you will be seeking over the course of a disaster response and get this list out to the public.  Make sure they know where to email or post the information and images they collect.

iii. Establish a point of contact within your organization for information sources – designate staff that will work with information sources during a disaster and are accessible.

iv. Create an electronic portal for information from the field – Wikis and weblogs (blogs) can accept and aggregate comments from users; set up a Twitter website which can be updated via text messages; and, create a homepage on YouTube and Flick’R.

v. Meet with traditional and new media types on a regular basis.

vi. Include information sources in your after action debrief – their perspectives and experiences can be used to update plans and operations.

7. Ask the students:  If you were involved in a disaster, what type(s) of information would you post on a new media site and what new media site would you use?

H. Information Going Out (Slide 13.9)

1. If information coming in is the basis for disaster communication then information going out is the goal.  Timely and accurate information can save lives in disaster response.  In getting information to the public you must use all available communications mechanisms including:

i. Traditional Media – television, radio, newspapers and the Internet
ii. New Media – post new information on community websites, blogs, wikis and bulletin boards; share timely photos and video on line and tell traditional media that online outlets are being updated routinely.

iii. Neighborhood Communications Networks – trusted community leaders who go door-to-door.

2. Historically, emergency officials have disseminated disaster information to the traditional media by means of press conferences, briefings, tours of the disaster site, one-on-one interviews with disaster officials, press releases, situation reports and postings on the Internet.  

3. Radio actualities, photographs and videotape have also been provided to traditional media.  

4. In major disasters, emergency management agencies have used satellite uplinks and video and audio press conferences to reach traditional media outlets across large sections of the country.

5. Disseminating information through new media outlets is something new for emergency officials and will require patience and understanding of how these new media functions with their audiences.  

6. Most of this work can occur during non-disaster periods.  This is the time to learn more about Wikipedia, Twitter, blogs, Flick’R, FaceBook, YouTube and social networking sites.

7. Prior to the next disaster you might consider:

i. Starting a blog 

ii. Creating a bulletin board 

iii. Getting on Wikipedia

iv. Starting a YouTube site 

v. Creating a Google Map

8. When the next disaster strikes consider:

i. Regular updates on your blog – allows you a direct link to members of your community.  

ii. Regular updates on your bulletin board – again another opportunity to talk directly to members of the community. 

iii. Review and update Wikipedia – place your information in the Wikipedia file on the disaster and keep it regularly updated.

iv. Post on YouTube – videos from informational briefings, from affected neighborhoods and appeals for help.

v. Update Google Map – to show locations of open shelters, hospitals.

vi. Display on Google Earth – locations of affected areas.

9. Ask the students:  How much time do they take everyday to update their Facebook pages?


Supplemental Considerations

In August 2009, FEMA announced that its Public Affairs Office would be aggressively engaging in the use of new media in its response and recovery communications.  See FEMA press release at http://www.fema.gov/news/newsrelease.fema?id=49302.


I. Messengers (See Slide 13.10)

1. The person who delivers the messages plays a critical role in disaster communications.  

2. The messenger(s) puts a human face on disaster response and this person(s) is critical to building confidence in the public that people will be helped and their community will recover.  

3. Public Information Officers (PIOs) regularly deliver information and messages to the media and the public.  

4. However, the primary face of the disaster response should be an elected or appointed official (i.e. mayor, governor, county administrator, city manager) or the director of the emergency management agency or both.  

i. These individuals bring a measure of authority to their role as messenger. 

ii. The public wants to hear from an authority figure and the media wants to know that the person they are talking to is the one making the decisions. 

5. Emergency management agencies should also designate appropriate senior managers who will be made available to both the traditional and new media to provide specific information on their activities and perspective.  

i. This is helpful in even the smallest disaster when persons with expertise in specific facets of the response can be very helpful in delivering disaster response information and messages.

6. Ask the students:  Who would you like to hear from about the disaster response – local elected official or the emergency manager?  Why?

J. Staffing (See Slide 13.11)

1. Not many emergency management agencies have a single communications specialist much less a communications staff.  

2. Federal agencies such as FEMA, DHS, HHS and others involved in disaster have extensive communications staff.  Most state emergency management operations have at least a communications director.  

3. The depth of staff support for communications varies widely.  Emergency management agencies in major cities in the United States often have communications directors and in some case extensive communications staff.  

4. Small to mid-size cities and communities are unlikely to have a communications director or staff.

5. The time has come for all organizations involved in emergency management to establish an ongoing communications staff capability.  

6. For agencies in small to mid-sized communities this may require enlisting help from the local government’s communications staff.  One way to do this is to provide funding for a percentage of this individual’s time each month.  This will also allow for the local government communications staff and director to become better informed of the emergency management agency’s activities and be better prepared to work with the emergency agency director during disaster response and recovery.

7. For large cities and Federal and voluntary agencies with existing communications staff, it is now a matter of reordering priorities to meet the demands of working with the new media.  

i. Staff will be required to establish and maintain working relationships with new media outlets and to interact with the various blogs, bulletin boards, social networking sites and other new media outlets that serve their community.  

ii. At minimum, there should be one designated staff person on the communications staff who is responsible for the day-to-day interaction with new media.  

iii. Additional staff should be made available in a major disaster to work with these groups.

8. Ask the students:  Do they think that it is critical that here be some form of communications capability associated with any disaster?

K. Training and Exercises (See Slide 13.12)

1. An effective disaster communications operation requires well trained messengers and staff and should be a vital part of all disaster exercises.  

2. Elected/appointed officials, agency directors and public information officers should all receive formal media training in order to become comfortable working with the media to communicated disaster messages to the public.  

i. Media training teaches how to communicate a message effectively, techniques for fielding difficult questions and provides the opportunity to practice delivery outside the crucible of a crisis.  
ii. If possible, media training should be provided to senior staff who may appear in the media.

3. Communications operations must always be included in future disaster exercises.  

i. It is highly recommended that these exercises include reporters from traditional media outlets, representatives from the new media including bloggers and online news sites.  

ii. Working with new media and online news sites should be included in the exercise such as updating and correcting a Wikipedia site and posting information of a community bulletin board.  

iii. Community leaders involved in neighborhood communications networks should also be included in the exercise.

4. Ask the students:  Do you think it would be a good idea to include reporters in disaster exercise?  Why?

L. Monitor, Update, Adapt (See Slide 13.13)

1. Staff should be assigned to regularly monitor all media outlets.  

i. Summaries of news stories in the traditional media should be compiled regularly.  

ii. Staff should routinely monitor new media outlets and provide regular summaries of news on these sites.  

iii. This activity is especially important during a disaster response.  

iv. Through monitoring, the media staff is capable of identifying problems and issues early in the process and can shape communications strategies to address these issues before they become big problems.  

v. Regular monitoring will identify rumors and misinformation and speed corrections.

2. The information collected as part of monitoring activities can be used to update communications plans, strategies and tactics.  

i. This data can be used to determine how to allocate staff resources and to update training and exercise programs.  

3. Emergency management agencies must be constantly on the look out for emerging communications technologies and opportunities.

4. Ask the students:  Should emergency management operations pay someone to watch TV all day during a disaster?

M. Conclusion (See Slide 13.14)

1. Effective communication is a critical element of emergency management. 

2. Media relations should be open and cooperative, the information stream must be managed to provide a consistent, accurate message, and officials need to be proactive about telling their own story before it is done for them. 

3. The changing shape of emergency management in the coming years will demand that communications take a larger role in all emergency operations and programming.  

4. Incorporating new media forms and functions into communications plans and strategies and adapting to new technologies will be the order of the day for all emergency management agencies.  

5. Emergency officials can no longer avoid communicating with the media and the public.  

6. Emergency agencies must accept the expanded role of communications in all four phases of emergency management and embrace it as a valuable tool in meeting the needs of the public.

7. Ask the students:  Why is disaster communications so important to a successful disaster response?

Objective 13.2 – Managing Communications and Information within NIMS (See Slide 13.15)

I. Overview
a. One of the five principal components of NIMS is Component II – Communications and Information Management.
b. Inclusion of this component in NIMS validates the importance that communicating with stakeholders and external audiences alike is now standard operating procedure for emergency management operations responding to a disaster.

c. The NIMS command structure includes a Public Information Officer who reports directly to the Incident Commander and plays a significant and active role in planning and executing the response to a disaster.
d. NIMS identifies four principal operating characteristics for communications during a disaster response: (See Slide 13.16)

i. An effective communications and information management capability allows responders to communicate among themselves in a disaster response.
ii. Such a capability is based on a common operating picture and accessibility by all parties involved.

iii. Effective communications links operations and support functions and ensures ongoing situational awareness.

iv. An integrated approach to developing an effective communications and information management capability is recommended by NIMS.
e. Ask the students: Does the NIMS communications component reflect the five assumptions for a successful disaster communications strategy discussed earlier in this session: Customer Focus;  Leadership Commitment;  Inclusion of Communications in Planning and Operations;  Situational Awareness; and Media Partnership?
II. Concepts and Principles (See Slide 13.17)

a. FEMA’s NIMS document identifies four basic concepts and principles that are the basis for creating a communications capability that ensures that the Incident Commander/Unified Command (IC/UA) and other stakeholders are provided timely and accurate information during a disaster response.

b. This information is used by the Incident Commander/Unified Command to make decisions concerning the need for and application of resources during a disaster response.

c. The four basic concepts and principles define the communications and information management system that is established by the Incident Command/Unified Command to meet collect, analyze and disseminate information to both internal and external audiences.

d. The four basic concepts and principles include:

i. “Need for and maintenance of a common operating picture; 

ii. “Interoperability; 

iii. “Reliability, scalability, and portability; and 

iv. “Resiliency and redundancy of any system and its components.” 

e. Common Operating Picture

i. A common operating picture is attained by the systematic collection, analysis and dissemination of incident-related information.

ii. Incident related information to be collected, analyzed and disseminated concerns requests for assistance from responding parties and the allocation of existing resources to meet those request.

iii. The information is shared among all responding parties both on the scene of the disaster and off scene in such locations as the Incident Command Post, Emergency Operations Center (EOC) and within a Multi-Agency Coordination Group. 

iv. This information is used by the Incident Commander (IC), Unified Command and supporting agencies to execute response plans effectively.

v. A common language and reporting structure is used to ensure that all parties understand what is being communicated.

vi. Ongoing updates ensure situational awareness.

vii. Ask the students:  How important is a common language to disaster communications within NIMS?

f. Interoperability

i. Interoperability of communications and information management systems facilitates communications among responders.

ii. Interoperability ensures that all parties have the technical means for communicating with each other in a timely fashion.

iii. A large part of interoperability is having the technology available that supports the “continuous flow of critical information among jurisdictions, disciplines, organizations and agencies.” 

iv. This could be as simple as having radio communications on the same frequency or as complicated as establishing an Internet based system for storing and accessing critical information.

v. Interoperability is not just about technology but also about establishing standards, SOPs and protocols to ensure that communications and information management systems are inoperable and allow responders to communicate among themselves.

vi. It is best that agreements and SOPs be established before a disaster occurs in order to achieve effective interoperability.

vii. Ask the students:  In the response to the attacks on the Twin Towers in New York City on September 11, interoperability issues arose between what two responding agencies?

g. Reliability, scalability, and portability

i. The communications and information management system must be reliable and flexible in order to accommodate the various parties involved in the disaster response.

ii. The system should be suitable to be used in a single jurisdiction, multiple jurisdictions, and among multiple responding agencies.

iii. The system must be portable and capable of being physically moved per the circumstances on the ground without an interruption in capability.

iv. It is very important that the system be scalable and capable of being expanded should the incident grow in size and/or the number of responding agencies increase in number.

v. In recent years, a number of computer-based information management systems have been developed for use by emergency responders in collecting, analyzing and disseminating response information.

vi. These systems often complement the standard radio communications systems used by responding agencies to communicate internally and provide a platform for responding agencies to communicate and share information among themselves.

vii. In international disaster responses, the United Nations (UN) often takes on the role of the central depository for incident information that it gathers from various sources – Non-governmental organizations (NGOs), national, provincial and local governments, and voluntary organizations – which UN uses to track the response and make resource allocation decisions.

viii. Ask the students:  Is there an example of an information management system at their school that they interact with that could be comparable to the type of system that would be employed in an incident response?

h. Resiliency and redundancy of any system and its components

i. Resiliency allows communications systems to perform even if damaged by a disaster - This may require back-up power for repeater antenna sites and hardened dispatch centers.

ii. Redundancy in the communications system may come in the form of an alternative radio system to be used if the primary system is damaged or destroyed.

iii. Together, resiliency and redundancy, ensures that the communications system will remain operational in the aftermath of a disaster.

iv. Ask the students:  What do they do when they lose Internet access?
i. Ask the students: What is most critical to the flow of timely and accurate information among responding agencies – the technology or the SOPs and standards that are established and agreed upon by all responding agencies?
III. Management Characteristics (See Table 13.18)

a. Establishing an effective communications and information managements system goes well beyond technology.

b. Managing the flow of information is critical to getting decision makers the information they need to attain situational awareness and to make resource allocation decisions.

c. FEMA’s NIMS documents identifies four management characteristics for communications and information management capabilities:

i. Standardized Communications Types

ii. Policy and Planning

iii. Agreements

iv. Equipment Standards and Training

d. Standardized Communications Types

i. There are several types of communications that occur during an incident response.

ii. These communications types are directly related to the various stakeholders (audiences) involve din incident response that include:

1. Decision makers – Incident Commander and Unified Command

2. Incident Command/Unified Command staff – Public Information Officer, Safety Officer and Liaison Officer.

3. General Staff – Section Chiefs for Planning, Operations, Logistics and Finance and Administration.

4. Support and cooperating agencies such as fire, police and EMT, voluntary agencies and NGOs.

5. The general public and special needs populations.

iii. The standardized communications types include:

1. “Strategic Communications: High-level directions, including resource priority decisions, roles and responsibilities determinations, and overall incident response courses of action. 

2. “Tactical Communications: Communications between command and support elements and, as appropriate, cooperating agencies and organizations. 

3. “Support Communications: Coordination in support of strategic and tactical communications (for example, communications among hospitals concerning resource ordering, dispatching, and tracking from logistics centers; traffic and public works communications). 

4. “Public Address Communications: Emergency alerts and warnings, press conferences, etc.”

iv. Ask the students:  How would the new media (i.e. Twitter, Facebook, YouTube, etc) fit into the communications types included in NIMS?

e. Policy and Planning

i. Careful planning involving all parties to be involve din incident response will result in policies that clearly identify what communications systems will be used, by whom and when.

ii. Planning will also identify the technical parameters of the communications system and how all government agencies will access the system.

iii. Protocols should be developed for inclusion of non-governmental and private sector organizations in the planning and operations of the communications systems – these protocols should also detail how these stakeholders can access the communications technology and pave the way for interoperability.

iv. All parties agree on policies and plans that include the following:

1. Agreement on the information needs of all parties involved including government, NGOs, the private sector and preparedness organizations.

2. How information will be integrated into a common operating picture where needed.

3. Procedures and protocols for releasing warnings, evacuation notices and other notices to responding agencies and the public through the EOC.

4. How each agency’s technology will work with other responding agencies to integrate all command functions and to ensure the timely sharing of information among all responding parties.

v. Ask the students: Do they agree that the agreements needed to ensure the effective sharing of information among responding agencies and other stakeholders should not only be part of NIMS planning efforts but also local and State emergency operations plans?  If yes, why is this important?  If no, why not?

f. Agreements

i. Agreements should be in place among all parties concerning what technologies and platforms will be used and how.

g. Equipment Standards and Training

i. Equipment standards and staff training ensure that the proper equipment is acquired and used in the incident response and that staff is adequately trained to operate and maintain the communications equipment.

ii. All elements of the communications system should meet relevant standards especially those maintained by the private sector.

iii. All operators of the communications systems should receive appropriate training to ensure inoperability.

h. Ask the students: In what ways would incompatible equipment and untrained staff hinder an incident response?

IV. Organization and Operation (See Slide 13.19)

a. Incident Information

i. Disaster incidents generate a wide variety of information that can be used to effectively manage the response.

ii. A single piece of information may be used a numerous functions in the Incident Command System – the NIMS document offers the following examples of how a single piece of information could be used by various elements if the Incident Command System:

1. “Aid in the planning process to develop an Incident Action Plan (IAP). 

2. Be a key point in the release of public information. 

3. Assist the Finance/Administration Section in determining incident cost. 
4. Determine the need for additional involvement of NGO or private-sector resources. 

5. Identify a safety issue. 

6. Follow up on an information request.”

iii. Incident Notification, Situation, and Status Reports help to ensure ongoing situational awareness and relay information critical to how resources and personnel are allocated in the response.
1. This information should be collected and presented in a standardized form that is familiar to all responders.

2. The information should be easily accessible to all responding parties and transmitted in a standardized format.

3. There are computer-based programs that provide means for inputting and disseminating situation reports among those responders granted access to the system.

4. Emergency responders should consider collecting and disseminating information about incidents posted by the public and non-governmental organizations through new media outlets (i.e. Twitter, Facebook, YouTube, community bulletin boards) to responding agencies.

5. The status reports should be updated regularly.
6. Consideration should be given to releasing some form of the status reports to the general public – in recent years FEMA has regularly released their Situation Reports to the public during a disaster.
7. Ask the students:  What types of incident-related information do you think could be posted by the individuals on new media sites?
iv. Analytical Data such as “public health and environmental monitoring” should be systematically collected, analyzed and updated.

1. There are numerous public agencies such a public health, children services, and social services that regularly collect information about their clients that could be useful in planning and conducting an incident response.

2. This information could be used to identify locations of vulnerable populations and groups that have unique needs such as children and the elderly.

3. Ongoing Public Health monitoring programs will provide invaluable information to agencies responding to a pandemic or a biological or chemical attack.

4. Environmental agencies can provide valuable information on local environmental conditions that may enhance the size of an incident or reduce the impact of an incident.

5. For example, the wetlands located below New Orleans have long served as a buffer for the city from hurricanes coming out of the Gulf of Mexico – the degradation of these wetlands over the last 40 years has turned wetlands into open water that serves to strengthen instead of weaken oncoming hurricanes.  This type of information should be considered in planning the response to any hurricane striking south Louisiana.

6. Ask the students:  In a flu pandemic the most vulnerable populations are young children and the elderly – what types of existing analytical data would be valuable for planners an Incident Command System?   Where would they find this data?

v. Geospatial Data is becoming increasingly used by and important to incident responders.

1. Use of geospatial data allows incident command to map and display the situational data that has been collected to specific geographic locations.

2. Geospatial data should be used in a standardized format that all responders are familiar with, that can be used by their technology and that reduces the chances of misunderstanding the data.

3. As noted earlier in this session, geospatial data serves such as Google Maps are becoming increasingly used by responders, the public and the media in understanding the changing conditions caused by ongoing events such as wildfires and the new conditions evident in the aftermath of large event such as a hurricane or an earthquake.

4. Ask the students:  What types of data can be presented by geospatial technology?

b. Communications Standards and Formats

i. Communications standards and formats are critical to responders working together.

ii. They are developed in the preparedness planning activities and included in agreements among responders in both the government and non-government sectors.

iii. Radio Usage Procedures – define who and how radio messages are conducted and what information is transmitted.

iv. Common Terminology, Plain Language (Clear Text), Compatibility – use of plain language reduces confusion and misunderstandings among responders from different agencies and groups and facilitates the dissemination of information among responders.

v. Encryption or Tactical Language – used only when necessary and per accepted standards.

vi. Joint Information System and Joint Information Center – provides physical location for communications specialists from involved responding units to work and to prepare and disseminate coordinated messages.

vii. Internet/Web Procedures – the internet can be a valuable communications tool and procedures and standards should be developed to ensure proper use in response.

viii. Information Security – defines who has access to information and reduces chances of the inappropriate release of information.

ix. Ask the students: How can information collected outside of the incident command system by the general public or other organizations be made to fit the communications standards and formats prescribe din NIMS?  Could the government provide guidance to outside information providers as to the accepted format for information coming into the incident command system?
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