Lab 7


Course Title: National Incident Management Systems

Lab Title: Communications and Interoperability 

Time: 1 hr


Objectives:

L7.1
Student Investigation of the Common Operating Picture


L7.2
Student Investigation of Interoperable Emergency Communications
Scope:

Through this Lab Session, students will examine communications and interoperability under NIMS.  This examination will explore the importance of a common operating picture and having a flexible communications system that allows different agencies to communicate with each other during a disaster event.  Students will need to rely upon their own ideas and analysis, and creativity should thus be encouraged. 



Readings: 

Student Reading:
Provided in the remarks below.  All reading is group specific.

Instructor Reading:

Review of Session 13 and pages 23-30 in the NIMS document.


General Requirements:

This Lab Session may be conducted in the classroom.  The objectives require the division of the class into smaller groups in order to allow students to perform more detailed consideration of NIMS communications and interoperability topics.  Student groups will report the outcomes of their discussions to the class to allow for lesson transfer and an opportunity for discussion to occur.  The Instructor will guide the class discussion of the results of the class and small group discussions.    


Objective L7.1 – Student Investigation of the Common Operating Picture
Remarks:

I. Establishing a common operating picture (COP) is one of the most critical elements of incident management.  


A. In order to adequately, effectively, and accurately address the response requirements of an incident, the incident commander must be able to understand its severity and scope, and have a sense of what resources are available to him or her.


B. Additionally, all supporting agencies, both from within and outside the affected area, must have a similar understanding of the incident in order to be able to lend their assistance to the incident commander, and respond in a coordinated manner.


II. A common operating picture is defined within the NIMS Guidance Document as being:

A. “An overview of an incident created by collating and gathering information — such as traffic, weather, actual damage, resource availability — of any type (voice, data, etc.) from agencies/organizations in order to support decision making.”


1. The common operating picture is a living document that is created through the efforts of a wide range or sources unique to each individual incident.


2. To remain useful in the constantly changing environment of an emergency or disaster incident, the COP requires continuous updating throughout the full length of the incident's life cycle.


B. There are a number of reasons why a common operating picture is so vital to an incident, including: 


1. It allows the incident commander and all subordinates to predict what might be needed to manage the response requirements, and how those needs might change over the coming hours and days


2. It allows the incident commander and all subordinates and supporting agencies to make effective, consistent, and timely tactical and strategic decisions


3. It helps to ensure a more coordinated and consistent response among all response participants 


4. In helps to improve incident safety 


III. A common operating picture is established and maintained by gathering, collating, synthesizing, and disseminating incident information to all appropriate parties. 


A. Achieving a common operating picture allows on-scene and off-scene personnel — such as those at the Incident Command Post, Emergency Operations Center, or within a Multiagency Coordination Group — to have the same information about the incident, including the availability and location of resources and the status of assistance requests. 


B. Additionally, a common operating picture offers an incident overview that enables the Incident Commander, Unified Command, and supporting agencies and organizations to make effective, consistent, and timely decisions. 


C. In order to maintain situational awareness, communications and incident information must be updated continually. Having a common operating picture during an incident helps to ensure consistency for all emergency management/response personnel engaged in an incident.

D. Elements of a Common Operating Picture include


1. Data: Data are the many information bits that amass during an incident. Data may come from a wide variety of inputs, including 911 calls, eyewitness reports, radio traffic among responders, weather reports, and many others.


2. Information: Information is created when separate bits of data are put together, organized, and verified to develop a picture of what is happening. Information constantly evolves as more data are added and the picture becomes clearer. Information sharing is what keeps everyone on the same page.


3. Intelligence: Intelligence results from analyzing the information and adding findings, conclusions, and recommendations for action. 


IV. Another benefit of having a common operating picture is that it makes situational awareness possible. 


A. Situational awareness is pulling together information into an understanding of the larger picture.


B. Situational awareness also provides the basis for prediction—using one’s understanding of the factors within the incident environment to predict how the situation is likely to unfold. 


C. By regularly monitoring conditions and events, emergency managers compile new data with which to update the picture and adjust predictions. 


V. Activity 1: The Common Operating Picture


A. Activity 1 challenges students to think about the kinds of information that allows the incident manager to adequately lead the multiagency incident response.


B. To conduct this exercise, the instructor will need to divide the students into groups of two or three.  As the first three lab activities will be done in group sessions, the instructor can indicate to students that these groups will become the basis of several activities to be completed in the lab session.


C. The instructor should tell the students that each group will examine the information needs of the incident manager during events causes by different hazards.


1. For some hazards, the information needs will be similar, but many of these needs will differ based upon the nature of the hazard.


2. For instance, in most (but not all) events the incident commander will need an accurate assessment of the number of people injured or killed.


D. The instructor should assign each group with a hazard type, ensuring that all three categories of hazard (natural, technological, and intentional) are represented.  Examples of hazards that work well in this exercise include:


1. Flood


2. Terrorist Attack (Conventional Explosives)


3. Earthquake


4. Hurricane


5. Wildfire


6. Chemical Release (Freight Car Accident)


7. Tsunami


8. Ice Storm


9. Nightclub Fire


10. Terrorist Attack (Chemical Attack on a Subway System) 


E. The instructor should encourage students to consider all that they have learned about incident management to date in the conduct of this activity.


1. Topics that students may identify include:


i. Description of the event


ii. Geographic extent of the hazard’s effects


iii. Number of people injured or killed


iv. Number of people requiring shelter, food, and/or water


v. Number of people without electricity or other utilities


vi. Resources available to respond


a) From within the affected jurisdiction


b) From mutual aid agreements


c) From the State and EMAC


d) From the Federal Government


e) From NGOs and the Private Sector


F. After 5 minutes of discussion, each group should report out to the class. 


1. The instructor should keep track of each group’s answers on the board.  


2. After all groups have reported out, the class should examine the similarities between the information required for each of these different hazards.  


3. The majority of information should be applicable to all incidents, though as mentioned previously, there will be some information unique to each hazard, and the instructor should attempt to highlight each of these cases.


VI. Activity 2: The Situation Report


A. The Situation Report, or SitRep as it is often called, is a widely recognized method of presenting the common operating picture.  


B. The SitRep is generated and maintained by the incident command post or by the office of emergency management, and distributed to all appropriate responding organizations and agencies.


C. There may be several different SitRep series in a single disaster if there is more specific information needed for certain sectors or Emergency Support Functions (ESFs).  For instance, if there is a great need for medical assistance, there may be a medical and health-focused SitRep in addition to the primary SitReps generated by the IC.


D. In Activity 2, the Instructor should distribute a SitRep to each group.  If the instructor can locate SitRep examples that match each group’s hazard from Activity 1, that is ideal.  However, this activity is distinct from Activity 1 and as such there need not be a match.


E. Each group should read the distributed SitRep carefully, and then answer the following questions:


1. Who was this SitRep generated for?  Name the agency, and describe their jurisdiction (e.g., Madison County Office of Emergency Management; county-level operations)


2. What does the SitRep tell us about the disaster event?


3. What does the SitRep tell us about the disaster consequences?


4. What does the SitRep tell us about government actions that have occurred?


5. What does the SitRep tell us about current conditions?


6. What does the SitRep tell us about the response requirements?


7. What does the SitRep tell us about the ongoing response (including who is responding, what emergency functions are taking place, what resources are available, and what actions are taking place)?


8. What else does the SitRep tell us in addition to this information?


9. What doesn’t the SitRep tell us that might be important?


10. Give an example of each of the following from the SitRep:


i. Data


ii. Information


iii. Intelligence


F. The Instructor should give students approximately 15 minutes to read the SitRep and answer each of the questions.  Students should report their answers out to the class.


G. SitRep examples provided with this lab include: 


1. West Nile Virus


2. Train Derailment


3. Wildfire


4. School Shooting


5. Drought


6. Pandemic Flu


7. Tornado


8. Combination Flood and Snow


9. Earthquake


10. Hurricane


11. Terrorist Attack


12. Typhoon

Supplemental Considerations

N/a 


Objective L7.2 – Student Investigation of Interoperable Emergency Communications
Remarks:

I. In Session 13, Students learned about and discussed the importance of emergency communications.


II. The ability of multiple agencies to respond to a common incident is wholly reliant on the ability of those disparate agencies to communicate with each other.

A. Communications interoperability is what allows emergency management personnel and their affiliated organizations to communicate within and across agencies and jurisdictions.  This can be through various communications forms, including:


1. Voice


2. Data


3. Video (as in a Video Teleconference (VTC))


B. Communications systems must be accessible when needed, and limited to those authorized. 


C. Communications systems must be capable of interoperability because successful emergency management and incident response operations require the continuous flow of critical information among jurisdictions, disciplines, organizations, and agencies. 

III. Interoperability planning requires accounting for emergency management and incident response contingencies and challenges. 

A. Interoperability plans should include considerations of governance, standard operating procedures (SOPs), technology, training and exercises, and usage within the context of the stress and chaos of a major response effort. 

B. Coordinated decision-making between agencies and jurisdictions is necessary to establish proper and coherent governance and is critical to achieving interoperability. 

C. Agreements and SOPs should clearly articulate the processes, procedures, and protocols necessary to achieve interoperability.

IV. Activity 3: Interoperable Communications Stakeholders


A. The instructor should instruct the students that in this activity, each group will be looking at communications in relation to the hazard they were assigned in Activity 1.


B. Each group will consider the following:


1. What organizations, agencies, and individuals will need to communicate with each other in the event your group was assigned.  Assume that the event results in a Presidential Disaster Declaration?


2. What is the nature of the information each group will be trying to communicate to the IC?  What is the nature of the information each group will be looking to receive from the IC?


3. What are the consequences  if any of these groups is unable to transmit or receive the information described in the questions above?  Consider each identified stakeholder.


C. The instructor should give students 5 - 10 minutes to conduct this exercises.  At the conclusion of the discussion, each group should report to the class their findings.


V. Activity 4: Interoperable Communications Failure Case Studies


A. In this final activity, students consider situations where interoperable communications were not available to officials and agencies responding to major emergency or disaster events.


B. In this activity, students will discuss the cases as a class, not in their assigned groups.


C. The instructor can begin each case by reading the description.  Links are provided to more in-depth descriptions of the event if the instructor wishes to supplement this material.


D. The following four interoperability case studies are provided:


1. Case 1: January 13, 1982; Multiple Simultaneous Transportation Accidents in the Washington DC Metropolitan Area


i. On Jan. 13, 1982 there were two major simultaneous transportation disasters in the midst of a severe snowstorm.  First, Air Florida Flight 90 crashed into the 14th St. bridge between Washington, DC and Arlington, VA.  More than 70 people lost their lives when the wreckage sank into the river.  Only 30 minutes later, a Metro subway system train derailed, causing 3 fatalities and dozens of injuries.  There was a resulting breakdown in several major transportation routes in the city (air, train, and roadway).  The severity of these incidents, and the fact that they involved not only multiple cities, but multiple states (DC and VA), led to the outpouring of a multitude of police, fire, and EMS crews.  Added to the fact that the commercial landline communications systems were completely overwhelmed by the storms and by citizen concern about the two accidents, it quickly emerged that there was almost no way for all of these different groups to communicate with each other.  The result was that, despite the existence of more than enough emergency resources, the response was far from ideal because there was no way for the incident commander to manage all the resources from one common stance.  


ii. For more information: 


a) http://www.airdisaster.com/special/special-af90.shtml
b) http://www.lrc.fema.gov/starweb/lrcweb/servlet.starweb?path=lrcweb/STARLibraries1.web&search=SUB%3Dair%20florida%20flight%2090 


2. Case 2: September 11th, 2001 Attack in New York City


i. On September 11th, 2001, following the terrorist use of aircraft to attack both of the World Trade Center towers, hundreds of firefighters, police, and emergency medical resources self dispatched to lower Manhattan where the towers were engulfed in flames.  Responders, many under their own or their officers’ direction, began working to rescue victims outside of the established incident command.  After the structures had been burning for some time, passengers on helicopters that had been circling the two towers began to recognize signs that structural failure was imminent (the structures themselves began to glow and warp under the intense heat).  Incident commanders began to evacuate all responders from the structures immediately.  Most of the responding police officers were operating on an interoperable radio system, and as a result all but 60 of the hundreds of responding police officers were able to escape before the buildings fell.  However, most of the firefighters who had self-dispatched were completely cut off from official communications because they were not using radios operating on the same frequency as the established command post.  Ultimately, 343 firefighters lost their lives responding to the attacks in NYC, most due to their inability to escape the towers before they collapsed.  


ii. For more information: 


a) http://www.9-11commission.gov/report/911Report.pdf 

3. Case 3: August/September 2005; Hurricane Katrina in New Orleans, LA 

i. Efforts to develop and implement interoperable communications in the New Orleans area had been underway for years, with many systems in place and many agencies and officials trained in using these systems.  At the time of landfall, almost all area response agencies had the ability to communicate with each other to some degree, and most had participated in exercises wherein emergency communications was utilized.  Following the hurricane’s landfall, however, the communication infrastructure upon which interoperable communications depended was damaged, and the backup power systems were severely affected as well.  What resulted was an inability of many state, local, and federal public safety agencies to communicate with each other and coordinate their efforts.  This handicap contributed heavily to the poor response that followed.  Many lives and property were placed in jeopardy because public safety responders could not communicate with one another. In this event, the communications problem was not one of interoperability but of operability, because emergency power back-up to infrastructure sites, for the most part radio towers, failed. 

ii. For more information:

a) http://www.gpoaccess.gov/Katrinareport/mainreport.pdf
b) http://georgewbush-whitehouse.archives.gov/reports/katrina-lessons-learned/index.html 

4. Case 4: April 30, 1999; Littleton Colorado School Shooting 

i. On April 20, 1999, two students entered their high school in Littleton, Colorado and began a shooting and bombing rampage that ultimately resulted in 15 fatalities and many more injuries.  The event was widely broadcast in the media, and within minutes there were scores of police and fire department responders.  Eventually, over 1000 responders from 46 agencies would arrive.  Despite that the two students killed themselves before any law enforcement officers or rescue officials entered the buildings, responders faced their greatest challenge when they attempted to coordinate the efforts of this chaotic conglomeration of agencies and individuals (which represented the local, state, and Federal levels).  Arnold Howitt, author of Countering Terrorism: Dimensions of Preparedness writes, “The real challenge was simpler, and much more serious.  Responders from various agencies had no communications system that would permit them to communicate with each other.  Agencies used their own radio systems, which were incompatible with those of others.  With more and more agencies arriving on the scene, even the few pragmatic ways of communication that had been established, like sharing radios, deteriorated rapidly.  Cellular phones offered no alternative, as hundreds of journalists rushed to their phones and overloaded the network.  Within the first hour of the operation, the Jefferson County, Colorado, dispatch center lost access to the local command post because the radio links were jammed.  Steve Davis, public information officer of the Jefferson County Sheriff’s Office, later commented that “[r]adios and cell[ular] phones and everything else were absolutely useless, as they were all so overwhelmed with the amount of traffic in the air.”
  

ii. For more information:

a) http://www.apfn.org/apfn/Columbine2.htm 
E. After reading (or having the students read on their own) each of these short narratives, the instructor should lead a class discussion on the event, the response that followed, the communications problems that occurred, and the negative result of those problems.  Questions to lead the discussion could include:

1. Imagine yourself responding to this incident as a mutual assistance partner.  What types of information would you want to receive immediately upon arrival, and over the course of the incident?

2. What information could you and other external responding agencies provide the incident commander that might assist him or her in coordinating the incident response? 

3. In each of these cases, describe how more lives could have been saved if interoperable communications systems were in place and operating as designed.

4. In each of these cases, describe any additional problems or hazards, beyond the direct consequences of the hazard event itself, you think may have been created as a result of interoperable communications failures.


Supplemental Considerations

N/a 

� Howitt, Arnold, and Robyn Pangi. 2003. Countering Terrorism: Dimensions of Preparedness. Cambridge, MA. B E Press.
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