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     Time: 3.0 hr
Learning Objectives:
8.1:  Complete steps 1 through 6 and the continual steps of Communicate and Consult, and Monitor and Review of the HRM process for the university where the course is being conducted through a combination of class discussion and small group activities.

8.2   Understand the sub functions of Business Area Analysis and Business Impact Analysis and their application to business focused Risk Management.
Scope:
The Instructor will lead present content, lead discussions and assign small group activities to explore the application of the HRM process to a representative business with then university where the course is being conducted offered as an example that should be familiar to the students and Instructor.  The university’s emergency manager can serve as an excellent resource for this session and can even be included in the course session.  The Business Area Analysis (BAA) and Business Impact Analysis (BIA) are then introduced as business specific applications of the more generic hazard identification, risk assessment and risk analysis functions. 
Readings:
Student Reading:

Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. Chapter 5. 
Instructor References/Reading:
FEMA Web Site: Types of Disasters. Retrieved December 18, 2007, from the FEMA Web Site at : http://www.fema.gov
FEMA. (1993). Emergency Management Guide for Business and Industry. Retrieved August 2, 2008 from the FEMA Web Site at: http://www.fema.gov/pdf/business/guide/bizindst.pdf
GlobalSecurity.org Web Site:  Homeland Security Planning Scenarios. Retrieved November 24, 2008, from the GlobalSesurity.org Web Site at: http://www.globalsecurity.org/security/library/report/2004/hsc-planning-scenarios-jul04.htm
Greater New York Hospital Association Web Site. Kaiser Permanente Hazard and Vulnerability Analysis. Retrieved August 2, 2008 from the GNYHA Web Site at: http://www.gnyha.org/22/File.aspx
Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. Chapter 5. 

Management Sciences for Health and United Nations Children Fund Web Site. The Guide to Managing for Quality. Retrieved December 18, 2007 from the MSH and UNICEF Web Site at: http://erc.msh.org/quality/ittools/itstkan.cfm
"Risk Assessment Checklist." Provided as an Instructor Resource for Session 08.  

Virginia Department of Emergency Management Web Site: Threats and Emergencies, Retrieved December 18, 2007, from VDEM Web Site: http://www.vdem.virginia.gov/prepare/
Washington, DC Homeland Security and Emergency Management Agency Web Site: 18 Major Hazards, Retrieved December 18, 2007, from the DC HSEMA Web Site at: http://dcema.dc.gov/dcema/
Wold, Geoffrey, H. 1996. “Some Techniques for Business Impact Analysis.” Disaster Recovery Journal. Vol. 9, No. 4. Four pages. Retrieved November 28, 2008 from the DRJ Web Site at: http://www.drj.com/index.php?option=com_content&task=view&id=594&Itemid=450
Wold, Geoffrey, H. 1992. “Disaster Recovery Planning Process – Part I of III.” Disaster Recovery World III [CD-ROM]. St. Louis, MO: Disaster Recovery Journal. Pages 15–18. Originally appeared in Disaster recovery journal (Vol. 5, No. 1). Retrieved August 8, 2008 at http://www.drj.com/new2dr/w2_00.htm
General Requirements: 

Power Point slides are provided for the instructor’s use if desired. 

Objective 8.1: Complete steps 1 through 6 and the continual steps of Communicate and Consult, and Monitor and Review of the HRM process for the university where the course is being conducted through a combination of class discussion and small group activities.

Requirements:
3.0 contact hours have been allocated to this topic to accommodate interaction with and between the students through class discussions and small group activities.

Incorporate the class discussions and small group activities into the course session as deemed appropriate.  The university where the course is being conducted has been selected as the topic for this objective.  The HRM framework is applicable to any organization/community and the instructor may chose to use another organization/community for this class session. 
For the small group activities to continue with the same small groups established in the previous session to investigate and discuss steps 1 through 6 of the HRM process.

Rotate the roles to group members. 

Provide instructions for the activity.

Provide each group with poster paper and felt tip markers to record their work.

Have each group present their ideas by hanging their work in an area that can be viewed by the entire class and describing their results.  Each group presentation should be followed by comments and questions from the instructor and the other students.

In the last 5 to 10 minutes of the class session or at the start of the next class session complete the modified experiential learning cycle covering both the content and the process for the content of this session. 

Remarks:
I.
General – Getting Started
 A.
The HRM framework is presented again as the reference for this objective. (Power Point slide 8 – 2).  
 B.
Briefly review the results of the HRM framing questions (Power Point slide 8 - 3) exercise and discussions conducted in the previous session. 

II.   Step 1: Establish the context: Context refers to the external environment in 

which the university exists and functions, and the internal characteristics of the university itself. Therefore, establishing the context for the HRM process (and, essentially, for an overall BCCM program), is the logical starting point for the process. To accomplish this, the university context, the stakeholders, and the objectives for the HRM process must be defined.  As a check, the objectives of the HRM process must be aligned with the overall strategy and strategic plan of the university and the answers to the HRM framing questions.

A.
The context for the HRM process is established based upon the university’s responsibilities, the social, economic, political and legal realities, and the review and input of stakeholders.  This step in the process begins hazard identification where the university is characterized from a social, economic, political, geographical, structural and ecological context. 
B.
The university’s boundaries, to include strategic and tactical goals and objectives and legal and moral roles and responsibilities are delineated.  Additionally, economic, social, political, and legal constraints on the university and its community for resource allocation supporting BCCM requirements and initiatives should be identified and recognized.  For example, a university should consider its demographics, economic state, strategic and tactical goals for growth and development and its roles and responsibilities to its population and to surrounding communities to determine the scope and constraints of its HRM effort. 

1.
Through class discussion, ask the students to define the role and responsibilities of the university internally and within its community and in the larger context of educational organizations throughout the nation.
C.
Identifying and engaging a stakeholder group is the second critical step in establishing the context for the university and its HRM efforts, and facilitates the identification of the social, economic, political, and legal realities and constraints that impact the HRM process.  The individual/group responsible for the HRM process (HRM Committee) accomplishes this by identifying and determining the level of involvement for all appropriate stakeholders, both internal and external to the university that should be included and considered in all steps of the HRM process.  Stakeholders are defined as key people, groups of people, or institutions that may significantly influence the success of the process. (Power Point Slide 8 – 4)
1.
Stakeholder analysis is a technique that is increasingly employed in private industry to identify and assess the importance of stakeholders and thereby judge that the stakeholder group is balanced and comprehensive. To ensure that multiple perspectives are adequately considered and represented in the overall HRM process, the following steps help define a successful stakeholder analysis
: (Power point Slide 8 – 5)
a.
Identify people, groups, and institutions that will influence your HRM process.
b.
Develop strategies to build the most effective support possible for the process and reduce any obstacles to successful implementation of an effective BCCM program for the university. For example, simply by inviting outsiders such as representatives from businesses affiliated with the university, public safety, Local Emergency Planning Committee, and impacted community groups into the HRM process may help resolve misconceptions and miscommunications.

2.
Through a class discussion or small group activity ask the students to identify the stakeholders (people, groups, and institutions that will influence the university HRM process).

3.
After the stakeholders have been identified the students should be asked to sort/prioritize the stakeholders according to their level of involvement and input to the overall HRM process for the university.  A simple triage to the categories of essential, moderate, and keep informed is generally sufficient, but should be reconsidered as other stakeholders emerge or circumstances change.
D.
Establishing the specific objectives for the university’s HRM process follows from defining the organizational/community context, and the involvement of the appropriate stakeholders.  Realistic and measurable objectives based upon observable outcomes for both strategic (long term) and tactical (short term) activities are essential for all other steps and components of the HRM process, particularly communication and consultation, and continuously monitoring and reviewing the process and the results.  

1.
Through a class discussion or small group activity ask the students to identify 
the objectives for the university’s HRM efforts.

2.
Discuss how these identified objectives relate back the university’s strategic goals and objectives and the HRM framing questions answered in the previous session.

E.
From a business perspective, including universities as businesses, a fundamental goal of any business is its very survival and economic viability. Included within this fundamental goal are supporting goals and objectives such as student, employee and public safety, protection of the environment, security, internal and external reputation, etc.

1. In extreme situations (e.g., protecting lives, avoiding major environmental damage, etc.) it may be necessary to take actions to accomplish one or more of these supporting goals and objectives in conflict with the fundamental goals. In general, however, tactical (immediate and short-term) decisions and actions concerning subordinate goals and objectives should be accomplished in the strategic context of organizational survival and economic viability. 

2. As a general rule, it makes no business sense to pursue goals and objectives that threaten long term survivability and economic viability. 

III.
Step 2: Identify the hazards This step involves the listing of all possible hazard types that could significantly impact the university.  
A.
Comprehensive hazard identification:  The definition of hazard was provided in session 2: “Hazard - an event or physical condition that has the potential to cause fatalities, injuries, property damage, infrastructure damage, agricultural loss, damage to the environment, interruption of business, or other types of harm or loss” (FEMA, Multi Hazard Identification and Risk Assessment, 1997, p. xxi (Power Point slide 8 - 6)

B.
The full range of hazards must be captured and include hazards that, if they occur, could cause major impacts on the goods and/or services provided by the university such as disruption of the university’s primary and supporting business functions, loss of customers, litigation, liability payments, poor publicity, etc.  

C.
Hazard identification strategy – organization/community resources: While multiple resources are available to assist in identifying hazards, an essential consideration is coordination with outside organizations/communities, including nearby organizations and municipalities, regional leadership, and state authorities. Hazards that could potentially impact an organization/community are commonly hazards that may impact the larger area, and therefore have already been identified or are being defined by other organizations/communities at the local, regional, and state level.  

D.
Hazard identification strategy – Web resources: Other resources are available to assist in hazard identification.  These include local, State and national Websites, FEMA and NOAA publications, and the 15 National Preparedness Scenarios established within the 2005 National Preparedness Guidelines. Additionally, the university’s emergency plan may include planning scenarios and may serve as an excellent resource for this course session. Some examples include:
1.
The Washington, D.C., Emergency Management Agency provides a list and description of the “18 Major Hazards” expected to impact the D.C. area (DC Homeland Security and Emergency Management Agency Web Site)
; DC HSEMA Web Site: http://dcema.dc.gov/dcema/
2.
The State of Virginia Department of Emergency Management provides a list and description of potential hazards (Virginia Emergency Management Agency Web Site)
: http://www.vdem.virginia.gov/prepare/
3.
 FEMA provides historical data and links to hazard-related Websites (FEMA Web Site)
: http://www.fema.gov 

4.
The Homeland Security 15 Planning Scenarios (Global Security.org Web Site)
  http://www.globalsecurity.org/security/library/report/2004/hsc-planning-scenarios-jul04.htm
E.
Categorizing hazards: As hazards are identified, it can be useful to group the hazards according to the following categories, where commonalities predominate in both cause and in actions necessary to address the hazard risk.  

1.
Natural hazards: Hazards that primarily consist of the forces of nature. For example, hurricane, tornado, storm, flood, high water, wind-driven water, tidal wave, earthquake, drought, lightning-caused wildfire, infectious disease epidemic.

2.

Technological hazards: Hazards that are primarily caused by unintentional malfunction of technology, including human and system actions. For example, industrial, nuclear, or transportation accidents; power and other utility failure; information technology failure; hazardous materials release; and building collapse.

3.

Intentional hazards: Hazards that are caused primarily by deliberate human threat or executed action.  These are usually criminal, civil disobedience, or terrorist in nature. For example, civil strife, terrorism, or criminal attacks. 
F.
As an individual effort followed by a small group activity, ask the students to first think about the hazards that could impact their university (the actual impact of the hazards will be considered later in this session) and then in small groups to list and categorize the hazards. 


1.
Following the small group exercise, each group should present their work and an overall class listing of identified hazards should be compiled and recorded for use later in this session. 

2.
Discuss with the students why they may have chosen to reject certain hazards (e.g. rejecting hurricanes in the central portions of the United States or ice storms in the Gulf Coast states).  Along with this discussion the caution should be provided that arbitrarily rejecting a hazard because it has not occurred in the past (witness the events of 9/11) or based upon potentially erroneous assumptions (e.g. employee violence can’t happen here because our employee satisfaction survey indicated that the vast majority of our employees are very satisfied with their jobs and the university environment) detracts from an adequate and complete identification of hazards.  Rejected hazards should be collected and retained for additional consideration as the HRM process continues.
IV.
Step 3: Assess the hazard risk. Hazard risk assessment is conducted in the next two HRM steps.  Risk, as previously defined, is a product of probability and consequences. Each hazard identified for the university should, therefore, be assessed individually according to its probability of occurrence and its impact (consequences) on the university as a means of approximating each hazard’s level of risk. 
A.
In a business context, risk assessment goes beyond the identification of hazards to include the foundational functions of Business Area (BAA) Analysis and Business Impact Analysis (BIA).   BAA and BIA are necessary to develop a complete understanding of the business of the university and those critical elements to make risk-based decisions to allocate resources to manage business risks.  A more complete description of BAA and BIA are included later in this session. At this point each is described in its most general form:
1.
BAA - Developing an understanding of the business through the identification of the functions necessary for the business to operate, the sub functions and processes included within these functions, their inter-relationships, and the criticality of the functions, sub-functions, processes, and their inter-relationships to the very survival and economic viability of the business. BAA is a strategic business function that should be conducted on a continual basis to remain proactive in overall business management, to identify business efficiencies, and to support risk-based decision making. 

a.
Through class discussion, ask the students what are the primary business functions, sub-functions and processes of the university, their inter-relationships and their criticality to the business of the university. The university’s organization chart and/or the university phone directory may be good references to identify the university’s business functions.
2.

BIA  – Applying the results of the hazard identification to the results of the BAA to analyze the potential consequences/impacts of identified hazards on the business and to identify preventive, preparedness, response, recovery, continuity and restoration controls/interventions that are in place or being considered to protect the business in consideration of possible of business disruptions.
a.
Through class discussion, ask the students how the identified hazards can adversely impact the business of the university and what is currently being done and what could be done to protect the business of the university. 
B.
Hazard risk assessment strategy: How the hazard risk assessment is presented and accomplished varies among sources, but all share the common purpose of establishing the relative importance of and between hazards. For that reason most hazard risk methods employ a ranking system that assigns a quantitative value to each individual hazard to allow a preliminary method of sorting by numeric value.   It must be remembered, however, that the assignment of quantitative values to probability and consequence is often subjective and can be based upon information with inherent uncertainties. 
1.
For example, the exact probability of any event occurring as a result of a natural, technological, or intentional hazard is not necessarily determined by past occurrences and is subject to continual changes in the university’s internal and external environments.  Determining the probability of an intentional hazard (terrorist strike) impacting a university is particularly perplexing due to the general lack of historical data and the fact that an intelligent hazard vector,  such as a terrorist, can adjust the location and nature of the attack based upon the hazard risk management measures in place.

2.
Similarly, an exact determination of consequence requires an a priori understanding of the hazard event scenario prior to the occurrence and a complete understanding of the organization/community impacted which is not possible.  Complicating the matter further is the necessity to define the categories (people, property, vital services, business loss, etc.) to be included in the measure of consequence and a common metric for combining the categories.  Also, looking beyond the immediate consequences of an event, long term consequences such as environmental damage and financial impacts of a localized event may permanently alter the environment and cascade through the larger economy.  These long term consequences may dwarf the immediate consequences and are not necessarily quantifiable (e.g. the immediate consequences of a criminal attack on students or a dormitory fire in terms of casualties and property damage, as compared to the longer term impact on the perceived safety of the university and the resulting decline in student applications and enrollment).

3.
For these reasons it is essential that the purpose of the hazard risk assessment be continually emphasized throughout the HRM process -- to establish the relative importance of hazard risk between the identified hazards for sorting -- and that the stakeholders providing input to the assessment have a common understanding of the rating measures in order for them to be consistent across all inputs. A discussion of the myriad hazard risk assessment methods and templates currently in use go far beyond the scope of this session.  The key point is that the method and template selected is useful and appropriate for the scope of the particular HRM effort.  

C.
Templates for Hazards Risk Assessment.  Two sample templates are provided for consideration and use in the continuation of the HRM process for the university. Although both assign numerical values to the probabilities, impacts and controls for identified hazards; they are largely subjective and rely on the assessors’ personal knowledge and experience. Select either or both of the templates to assess the identified hazards in small groups.  
1.
The FEMA. Emergency Management Guide for Business and Industry (1993) is included as an Instructor resource for this session and can be accessed at: http://www.fema.gov/pdf/business/guide/bizindst.pdf . This document, though dated provides a very practical approach to BCCM and will be referenced again later in the course. Page 77 of the document (Power Point Slide 8 – 7) provides a generic business template titled “Vulnerability Analysis Chart.” Following the terminology used in this course, the template is more properly titled a “Hazard Risk Assessment Template.”
2.
The Kaiser Permanente “Hazard and Vulnerability Analysis” template (Power Point Slide 8 – 8) is also more properly titled a “Hazard Risk Assessment Template,” for this course.  It can be accessed at: http://www.gnyha.org/22/File.aspx and is arguably more sophisticated than the FEMA publication template.  It includes a description on the assessment process and breaks hazards up into the categories of: Naturally Occurring; Technologic; Human Related, and Hazardous Materials Events.  Although Medical Center focused, this template, with minor modification can be applied to any business. 

3.
As a small group activity, ask the students to use one of the Hazards Risk Assessment templates to assess the identified hazards with respect to their probability of occurrence and the potential impact on people, property, and business operations (all three of these impacts should be considered in the BAA and BIA functions), and the availability of internal and external resources to manage the risk of the hazards.


a.
Following the small group activity, each group should present their work and the rationale for assigning numerical values on the template. 

b.
Through class discussion attempt to reach consensus on the highest risks facing the university and what is being done and could be done to manage those risks.
V.
Step 4: Sort the hazards by risk magnitude

A.
This step continues the hazards risk assessment and consists primarily of assigning a relative level of importance to each hazard risk value from Step 3, thereby placing each hazard risk in the context of the overall cohort of the identified hazard risks.  

1.
Sorting strategies: This sorting of hazard risks entails the comparison of the assigned risk (established in Step 3) associated with each hazard and the designation of each hazard to one of the broad categories (High Risk, Moderate Risk, and Low Risk) via mathematical or expert judgment methods.  While simple numerical values are commonly used to represent probability and consequence, the comparative value of the selected metrics must be fully understood for this ranking system to have merit.  In other words, is a value of 3.92 calculated in the risk assessment essentially equal to a value of 4.15?  If so, separating hazards with these two values into different categories may be misleading and cause judgment errors later in the HRM process.  To address this, presenting the score for all identified hazards on a single graph or spreadsheet may allow appropriate grouping of hazards, with less reliance on specific (but relatively arbitrary) numerical assignments. 

2.
The use of expert judgment: Expert judgment should enter into this hazard sorting and may result in a rearrangement of the results based upon specific intelligence/knowledge related to probability and/or consequence.  For example, a terrorist attack using biological agents may have almost unimaginable consequences that totally dwarf the probability considerations, thus elevating such an event to the top of the priority list.  In the absence of specific intelligence, however, the rank of this hazard may be moved to below that of an event with a better defined probability, such as a hurricane in a coastal community. 

3.
Conversely, a lower ranked terrorist hazard may suddenly be elevated to the top of the hazard list based upon new threat information, thereby overriding the earlier expert judgment.  The dynamic nature of the natural, technological, and intentional hazard environment necessitates an expert level review and judgment beyond mere numerical sorting.  A complicating factor in the use of expert judgment is the definition and identification of true “experts.”  In the post 9/11 environment, there appear to be many “terrorism experts,” ready and willing to express their views on the topic.  What exactly qualifies them as experts may be subject to debate.
4.
Ask the students what are the attributes they would look for in selecting “experts” to participate in the overall HRM process and who they would consider including.
VI.
Step 5: Analyze the risks from each hazard

A.
Hazard risk analysis is accomplished in steps 5 and 6 of the HRM process. Hazards are considered individually during the earlier steps of the HRM process, and the risk (probability and consequences) of each hazard is compared only at a very macro level.  The final analysis step of the HRM process should allow decision makers to look across all hazards to identify components of hazard risk that are common to multiple hazards.  At this point, the components of risk refer to the consequences of an event resulting from the occurrence of a hazard. This approach promotes the identification of options that reduce or eliminate components of risk from multiple hazards through a single intervention (see Step 6) and therefore supports the most effective and efficient allocation of resources to HRM.  

B.
Hazards risk analysis strategy: To accomplish this, the components (consequences) of risk from each hazard should be “decomposed” into significant elements that can be compared and/or grouped across the range of identified hazards.  A relatively common grouping of hazard risk consequences is in the categories of human, property and operations consequences.  The groupings should refer to the processes and resources that are disrupted (i.e., so that they can later be grouped across hazards according to the “all-hazard” processes and resources that are affected).  For example, a generic university experiencing a hurricane would expect to experience consequences in each category with specific consequences that impact the resources and operational processes of the organization.  The specific consequences and disruptions could include: 

1.
Human Consequences:

a.

Inability for students and staff to reach, or remain at the university: child/elder care responsibilities, transportation disruption, concern about personal property, loss of personal property, and others.

b.
Injury/death to students and staff (at work or at home) and visitors to the university due to high winds and debris causing window/door glass failure. 

2.
Property consequences:

a.
Flooding, roof failures, and other water effects.

b.
Wind and debris damage to buildings, outside equipment, vehicles, and other property on facility premises.

c.
Storm surge effects if relevant.

d.
Maintenance problems due to failure of personnel to report for work.

3.
Operational consequences:
a.
Inability to conduct classes and to provide other products and/or services. 

b.
Inability to meet contractual agreements.

c.
Interruption of cash flow.

d.
Damage to reputation.  

C.
Categorizing the hazard risk: For each significant hazard, the hazard risk is analyzed, decomposed into elements, and grouped in a format that will allow like elements to be identified across all hazards.

VII.
Step 6: Group and prioritize the hazard risks and consider risk management interventions
A.
This step completes the hazards risk analysis by sorting and comparing the hazard risk elements determined in Step 5.

B.
Grouping and prioritizing strategy: It is very likely that some identical hazard risk elements (defined in step 5) will be present in a wide range of hazards that cross the natural, technological, and intentional hazard categories.  For example, nearby hazardous materials releases with explosive potential (technological or intentional), an approaching tornado (natural), and a realistic truck bomb threat (intentional) all expose an university’s students, staff and guests to injury and death due to the physical damage to the building unless prevented/mitigated by structural measures, immediate protective actions, and the availability of an emergency response capability.  Guarding against this hazard risk element (injury and death) would be prioritized with other hazard risk elements according to a prioritization scheme which should place life and safety issues first with property protection and continuity of business operations as lower priorities. 

C.
Consider hazard risk element interventions: The individual hazard risk elements are further analyzed to develop potential interventions for consideration in the development of formal hazard mitigation and preparedness plans.  Following from the above example some interventions for consideration could include: 

1.

Mitigation/prevention interventions to reduce the risk of injury or death by reducing the likelihood of physical damage to the building: 

a.
Structural measures to increase the strength of the building.

b.
Removing windows.

c.
Covering windows with protective coatings.

d.
Relocating work spaces and classrooms away from outer walls.

e.
Standoff barriers to keep vehicular traffic away from the building’s perimeter.

f.
Building security measures to check vehicles entering the parking area and/or 

personnel entering buildings.

2.

Mitigation/consequence management preparedness interventions to reduce the risk of injury or death by reducing the consequences of physical damage to the building: 

a.
Emergency action plans covering sheltering in place and evacuation.

b.
Communication capabilities (e.g. general announcement, alarms, computer alerts, mobile communication device alerts) that deliver relevant and actionable information to the university community.
c.
Communication capabilities that receive and deliver relevant and actionable information from and to outside public safety organizations. 

d.
Awareness, training and exercises.

e.
Internal emergency response organization and capability.

f.
Mutual aid agreements with other organizations/communities. 

g.
Coordination with public safety organizations.

D.
Obviously, each potential intervention has resource implications (costs – both tangible and intangible) which must be considered in the context of contribution (benefits) to the HRM goals and objectives.   In general, costs, particular monetary and time costs, are easy to quantify.  However, intangible costs such as reduced employee morale, decreased accessibility to a building for students, staff, and guests, disruption of previous policies and procedures, etc. may be significant and should not be ignored.  Actual benefits derived from risk interventions are much more difficult to identify and quantify.  Particularly, in the absence of a hazard event, benefits may be largely invisible to decision makers who must allocate limited resources to multiple university priorities that may have little or nothing to do with HRM.  

E.
Clearly, some of the preparedness interventions such as planning, awareness, training, exercising,  coordination and mutual aid are of relatively low cost, can be implemented easily, and provide some contributions to achieving HRM goals and objectives.  Others, such as internal and external communication and the development of internal response organization and capability have higher costs, but are recognized as applicable across all hazards, and as such, may be judged as cost effective. 

VIII.
Communicate and consult (A continual component of the HRM process)
A.
Continual communication and consultation within and without a university provides a means of inclusion and the establishment and management of realistic expectations for the HRM process and its  eventual incorporation into a university’s overall BCCM program. Step 1 in the HRM process calls for establishing the organizational/community context, involving stakeholders and setting objectives.  Communication and consultation does not stop there.

B.
 Recalling the statement on risk management of Secretary Chertoff of DHS from the previous session; he views his responsibilities as a Cabinet Secretary to include the need to “clearly articulate a philosophy for leadership of the department that is intelligible and sensible, not only to the members of the department itself, but to the American public.
”  This role is shared by all leaders of organizations and communities with risk management responsibilities.  To meet this responsibility the entire HRM process should be open, accessible, and intelligible to the impacted university community.  

C.
As a matter of guidance and emphasis for continuous communication and consultation throughout the HRM process, the 1989 National Research Council Report, Improving Risk Communication provides the following statement that should guide all risk communication. “Risk communication is a process, the success of which is measured by the extent that it, first, improves or increases the base of information that decision makers use, be they government officials, industry managers, or individual citizens, and second, satisfies those involved that they are adequately informed within the limits of available knowledge.
” (Power Point Slide 8 – 9)

D.
Risk communication will be covered in more depth in the next course session.
IX.
Monitor and review (A continual component of the HRM process)

A.
The HRM process is never actually finished, as it is subject to re-analysis and revision when changes occur in the internal and external environments. Continuous monitoring and review of findings from all steps should be conducted to keep the overall process relevant and on track with the BCCM program. 
B.
Drills, exercises, and actual events will test the BCCM program, and both the positive and negative observations related to the university’s performance should be noted and analyzed. The HRM process also constitutes a major means of monitoring and reviewing any findings related to reduced as well to newly recognized hazard risks.  For example, an exercise could examine whether a new process or procedure has effectively reduced a previously recognized hazard risk.  Similarly, an exercise, a threat, or an actual event may prompt the recognition of a previously unidentified hazards and/or hazard risk.
X.
Applying the results of the HRM process.
A.
The true measure of utility and success of the HRM process is its application to informing decisions within the university’s overall BCCM program.  The HRM process serves to identify hazard risk management interventions across the phases of Comprehensive Emergency Management: mitigation, preparedness, response, and recovery.  From that point on it is up to the decision makers to answer the last of the HRM framing questions to decide what combination of risk management interventions (controls/countermeasures) make sense (economic, social, political, legal) for their university?
B.
It cannot be stressed too much that HRM as a process and its component steps are not the sole input to answering this question.  The outputs of the HRM process are just one input to informed decision making that attempts to balance safety and security expenditures with the myriad challenges, requirements and opportunities facing the university. 

Supplemental Considerations
The HRM process is emphasized as the foundation for a comprehensive BCCM program.  Decisions made to manage risk (to ignore, avoid, reduce, or transfer) impact the BCCM planning process, program implementation decisions structure and monitoring, training and exercise, crisis and incident management structure and decisions, and all components of business continuity, restoration and recovery.  The university where the course is being conducted is used as a notional business for the class discussions and small group activities for this objective.  This is just one possibility since the HRM process and the function of risk management is applicable to any organization or community.  If the university is selected as the business to be investigated in this course session, the university’s Emergency Manager/Continuity Manager (the titles used at different universities are not consistent) can be an excellent resource prior to and even during the class session.  

The next objective revisits the Business Area Analysis (BAA) and Business Impact Analysis (BIA) functions (terminology generally associated with Business Crisis and Continuity Management [BCCM] but applicable and pervasive to all steps in any risk management process.  

Objective 8.2:   Understand the sub functions of Business Area Analysis and Business Impact Analysis and their application to business focused Risk Management.
Requirements:

The content should be presented by lecture with time allocated for discussion as necessary.
An Instructor Resource: American Stores Company Risk Evaluation Form is provided for reference and possible use while discussing the BAA and BIA functions. 

Remarks:
I.
Business Area Analysis (BAA)
A.
BAA - Developing an understanding of the business through the identification of the functions necessary for the business to operate, the sub functions and processes included within these functions, their inter-relationships, and the criticality of the functions, sub-functions, processes, and their inter-relationships.

1.
Much of the business specific literature, including John Laye’s text book for this course and Geoffrey, H. Wold’s article “Some Techniques for Business Impact Analysis,” (listed as an Instructor reference for this session) include BAA as a component of Risk Assessment or Business Impact Analysis.
2.
Defining and employing BAA as a separate and distinct function of BCCM is consistent with  the course author’s BCCM framework and is intended to emphasize the reality that any business, defined in the broadest sense as an organization that provides goods and/or services, needs to fully understand its business, the functions, sub-functions and processes included in the business, the interdependencies, and the criticality of each to make logical decisions on how to manage crises and maintain the continuity of operations that support organizational survival and economic vitality.

B.
 BAA is a strategic business function that is not unique to the HRM process and the overall BCCM program.  BAA should be conducted on a continual basis to remain proactive in overall business management, to identify business efficiencies, and to support risk-based decision making. BAA is a standard business process which entails the continual examination of a business in light of its internal and external environments.

C.
From the perspective of this course’s author, the individual or team responsible for the BCCM program should first have a total understanding of the business before attempting to develop, coordinate and manage a comprehensive program. 

D.
Not only will a complete BAA facilitate a focused BIA (as described shortly), it can help investigate and identify alternative means of accomplishing business functions and processes which can result in business cost savings in an ongoing basis. This just makes good business sense and can produce savings that help support the costs associate with a BCCM program. 
1.
Fortune Magazine (11-18-2002) makes the very profound statement that “No company has enough budget or manpower to implement the perfect business continuity plan — even if such a thing exists. Thus the real issue facing companies today is how to achieve maximum possible risk reduction with the minimum possible investment in resources
”. (Power Point Slide 8 – 10)

2.
Achieving maximum possible risk reduction with the minimum possible investment in resources starts with BAA. Supporting this assertion is the statement of the Morgan Stanley Vice President for Business Continuity’s statement during a May 2003 presentation titled BCP (Business Continuity Planning – the term used by Morgan Stanley for their overall BCCM program) as a Method for Streamlining Operations, for at the Securities Industry Association (SIA) Straight Through Processing (STP) Spring Conference that “By leveraging information obtained during the planning process, opportunities can be found to concurrently streamline operations, reduce risk and cost overtime.”
 (Power Point Slide 8 – 11)
3.
Since the establishment and maintenance of a BCCM program requires resources for any business, a BAA can potentially identify efficiencies and savings that will help offset program costs which can make the program more palatable to the business’ owners and leaders who must keep the bottom line (profits) as a primary area of focus.  As stated in earlier sessions, a BCCM program supports the business strategic goals of business survival and economic viability and demonstrating actual savings through BAA can help build support for the program.
II. 
Business Impact Analysis

A.
The BIA applies the results of the risk assessment to the BAA to analyze the potential consequences/impacts of identified hazard risks on the business and to identify preventive, preparedness, response, recovery, continuity and restoration controls to protect the business in the event of business disruption. Business impact analysis requires consideration of the following questions:

1.
How do potential hazards impact business functions, sub-functions and processes?

2.
What controls are currently in place?
B.
Certain benefits can be realized through performing a comprehensive BIA as outlined in Geoffrey Wold’s article “Some Techniques for Business Impact Analysis” and applying the results to a comprehensive BCCM program. All of these benefits support the fundamental business objective – organizational survival and economic viability
. (Power Point Slide 8 – 12)

1.
Ensuring the safety of personnel, customers, and the public.

2.
Increasing asset protection.

3.
Decreasing potential exposure to incidents, accidents, emergencies, and disasters.

4.
Reducing disruption (maintaining continuity) to normal business operations.

5.
Minimizing potential economic loss.

6.
Ensuring organizational stability.
7.
Ensuring orderly and effective response, recovery, and restoration following disasters.

8.
Reducing reliance on key personnel.

9.
Reducing legal liability.
10.
Complying with legal, statutory, and regulatory requirements.

11.
Minimizing insurance premiums. 

C.
An alternative approach is to consider BIA at the same time as general risk assessment to eliminate some of the duplication of effort, which is a relatively wide-spread practice, particularly in small businesses. 

1. This approach streamlines the total risk assessment function and can save time and money.

2. On the down side, a general risk assessment may fail to identify or may downplay the importance of specific business function vulnerabilities and may not pay sufficient attention to the time dimension of business process disruptions.

a. Remember: Organizational survival and economic success is the fundamental goal of a business. 

b. Management requires the most complete and detailed information possible to plan and make decisions that support this goal. A thorough BIA can provide that information. 

D.
 Support and representation in the BIA process.

1.
Obtain top management support. The BIA process takes time and costs money. Resulting risk management plans and actions will also require additional resources. Management must be convinced that the resulting decisions and commitment of resources make good business sense. Ask the students, how could you convince top management to provide their support and the necessary resources?

2.
Create a planning team with representation from all functional areas of the business to ensure a broad perspective in the analysis. The team will plan the BIA, review the data, and make recommendations based upon the data. A prerequisite for membership is being able to devote the necessary time and effort to completing the BIA. The Emergency Management Guide for Business and Industry lists input from the following areas as essential to the process
: (Power Point Slide 8 – 13)
a. Upper management.

b. Line management.

c. Labor.

d. Engineering and maintenance.

e. Safety, health, and environmental affairs.

f. Public information officer.

g. Security. 

h. Community relations.

i. Sales and marketing.

j. Legal.

k. Finance and purchasing.

l. To the above could be added other stakeholders including: local government representatives, representatives of local citizen groups, customers, suppliers, and stockholders. Team membership should be broad enough to include relevant perspectives but not so large as to be unmanageable. 

E.
Match the identified hazard risks from the Risk Assessment to decomposed business functions and processes identified in the BAA.

               1.
Assess the impacts of the identified hazard risks on the decomposed business functions and processes.

2.
The impact in a business context generally refers to down time of a function or process and its ultimate effect on the business’ survival and economic success. On a more detailed level, the impact on the following areas should be considered: (Power Point Slide 8 – 14) 

a. Revenue streams both in and out of the business.

b. Product creation and delivery.
c. Customer service.
d. The business’s reputation as reflected in stakeholders’ confidence.

e. The business’s strategic plans as reflected in ongoing research and development efforts. 

f. Legal liability. 

F.
Determine the “critical” business functions and processes. 

1.
In a business context, “critical” generally connotes the element of time. If an interruption of a function or process for a period of time causes disruption to day-to-day operations with a resulting significant negative financial impact, it probably should be classified as critical. Time criticality can change according to when in the business cycle or time of the year the event occurs. 

2.
Other determinants of criticality that go beyond immediate financial impact but support organizational survival and economic viability on a strategic level include: (Power Point Slide 8 – 15)

a. Employee safety, security, and morale.

b. Regulatory and legal requirements.

c. Public image/goodwill.

d. Stakeholders’ (particularly investors) confidence.

e. Competitors’ ability to capture market share.

f. Relationships with other organizations – dependencies, agreements, etc.

g. What the business’ leadership considers critical.

G.
Assign a priority to each of the “critical” business functions and processes.

1.

The actual metric of prioritization is not important. What is important is that the prioritization measure chosen provides information that is useful and sufficient for decision makers in the accomplishment of the risk management function.

2.

Wold proposes prioritization as either “Essential,” “Important,” or “Nonessential,” depending on the period of disruption.

3.

Business Resumption Planning: A Guide proposes a numeric scale of 1–5, also based upon the period of disruption. 

4.
Strategic considerations as mentioned above also should be included in the prioritization process. 

H.
Assess the current state of the organization’s procedural and physical safeguards which can mitigate the hazard risks and their impact. 

1.

Taking into consideration the current state and the additional analysis conducted, determine the additional safeguards needed to ensure the continuity and/or resumption of the highest priority business functions following their disruption.

2.

Quantify the costs of the additional safeguards and, to the maximum extent possible, explain and quantify the benefits to be derived. 

a. In the case of immediate business activity this can be relatively easy. For example – a business purchases a backup generator that, in the case of a loss of electricity, can immediately restore electrical power so that orders can be processed. The cost of acquisition amortized over the expected life, maintenance, testing, etc., is $W per year. The average frequency of electrical failure is X times per year and the average down time is Y hours. The expected revenue loss per hour is $Z. Compare $W to X*Y*$Z to determine the cost-to-benefit ratio. 

b. Although they probably cannot be exactly quantified, include a qualitative description of other benefits to be realized, such as retained goodwill and confidence, maintained employee morale, avoidance of lost customers, etc. 

I.
 Prepare a report of the BIA which will be useful to decision makers. The report is a means of risk communication, a topic that will be covered in detail in the next session. Information should be presented in a clear and concise manner and in the level of detail necessary for the risk management function to be effectively accomplished.

1.
Ideally, all members of the planning team should agree with the report and sign it.

2.
If consensus cannot be reached, dissenting arguments can be attached; but this will probably detract from the report.

J.
As discussed in the HRM process, the BAA, BIA functions and resulting report are just an input to the overall risk management decision making process for any organization. It is up to the organization’s leadership to answer to decide what combination of risk management interventions (controls/countermeasures) make sense (economic, social, political, legal) for their organization in the context of overall priorities and the organization’s business strategy, goals and objectives?
Supplemental Considerations:
The next session will address the topics of risk perception and risk communication. 
Student Reading For Session Nine
Brent Spar Case Study provided as a handout for class session nine.
Crisis and Emergency Risk Communication For Leaders by Leaders.  Pages 18 and 19. This document may be accessed at: http://www.bt.cdc.gov/erc/leaders.pdf
� Management Sciences for Health and United Nations Children Fund Web Site. The Guide to Managing for Quality. Retrieved November 23, 2008 from the MSH and UNICEF Web Site: �HYPERLINK "http://erc.msh.org/quality/ittools/itstkan.cfm"�http://erc.msh.org/quality/ittools/itstkan.cfm�


� Washington, DC Homeland Security and Emergency Management Agency Web Site: 18 Major Hazards, Retrieved December 18, 2007, from the DC HSEMA Web Site: �HYPERLINK "http://dcema.dc.gov/dcema/"�http://dcema.dc.gov/dcema/�


� Virginia Department of Emergency Management Web Site: Threats and Emergencies, Retrieved December 18, 2007, from VDEM Web Site: �HYPERLINK "http://www.vdem.virginia.gov/prepare/"�http://www.vdem.virginia.gov/prepare/�


� Federal Emergency Management Agency Web Site: Types of Disasters. Retrieved December 18, 2007, from the FEMA Web Site: �HYPERLINK "http://www.fema.gov"�http://www.fema.gov�


� GlobalSecurity.org Web Site:  Homeland Security Planning Scenarios. Retrieved November 24, 2008, from the GlobalSesurity.org Web Site: � HYPERLINK "http://www.globalsecurity.org/security/library/report/2004/hsc-planning-scenarios-jul04.htm" ��http://www.globalsecurity.org/security/library/report/2004/hsc-planning-scenarios-jul04.htm�


� Chertoff, M. (2006). Remarks by Homeland Security Secretary Michael Chertoff on Protecting the Homeland: Meeting Challenges and Looking Forward. Release Date: December 14, 2006, Washington, D.C. George Washington University. Retrieved August 8, 2008 from the DHS Web Site at: �HYPERLINK "http://www.dhs.gov/xnews/speeches/sp_1166137816540.shtm"�http://www.dhs.gov/xnews/speeches/sp_1166137816540.shtm�


� National Research Council Report. (1989). Improving Risk Communication. National Academy Press. Washington, DC. Pg. 74.


� SIA STP conference May 20, 2003 Presentations. Retrieved November 26, 2008 at:  � HYPERLINK "http://archives2.sifma.org/stpspring03/pdf/Peter.Poulos.BCP.pdf" �http://archives2.sifma.org/stpspring03/pdf/Peter.Poulos.BCP.pdf�


� Ibid.


� Wold, Geoffrey, H. 1992. “Disaster Recovery Planning Process – Part I of III.” Disaster Recovery World III [CD-ROM]. St. Louis, MO: Disaster Recovery Journal. Pages 15–18. Originally appeared in Disaster recovery journal (Vol. 5, No. 1). Retrieved August 8, 2008 at � HYPERLINK http://www.drj.com/new2dr/w2_002.htm ��http://www.drj.com/new2dr/w2_00.htm�


� FEMA. (1993). Emergency Management Guide for Business and Industry. Retrieved August 2, 2008 from the FEMA Web Site at: � HYPERLINK "http://www.fema.gov/pdf/business/guide/bizindst.pdf" �http://www.fema.gov/pdf/business/guide/bizindst.pdf�
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