Session No. 7
Course Title: Business Crisis and Continuity Management

Session 7: Risk Management I 





































     Time: 1.5 hrs
Learning Objectives:
7.1:  Define and discuss the Risk Management function and its supporting sub functions 
of: Risk Assessment; Business Area Analysis, Business Impact Analysis, Risk 
Communication; and Risk-Based Decision Making.
7.2:  Understand and contrast the presented frameworks for Risk Management.

7.3:  Answer the HRM framing questions through a small group and class activity. 

 Scope:
The instructor will lead a discussion on the overall function of Risk Management and the supporting sub functions of: Risk Assessment; Business Area Analysis, Business Impact Analysis, Risk Communication; and Risk-Based Decision Making.  Definitions of the functions will be presented (previously presented in Session three) and discussed.  The importance and relevance of the risk management function will be emphasized through reference to authoritative documents including the National Infrastructure Protection Plan (2006), and the Government Accountability Office report Risk Management: Further Refinements Needed to Assess Risks and Prioritize Protective Measures at Ports and Other Critical Infrastructure (2005), and policy statements made by elected/appointed leaders. Various risk management frameworks will be presented, compared and contrasted with specific attention given to the role of risk management as an input to organizational decision making.  The instructor will also lead a small group class activity where the student groups begin to apply the risk management process to a representative organization (recommended the University/College where they are taking the course) by answering the HRM framing questions.
Readings:
Student Reading:

Department of Homeland Security. National Infrastructure Protection Plan Risk Management Framework. Retrieved Sep 23, 2008 at: http://www.dhs.gov/xlibrary/assets/NIPP_RiskMgmt.pdf
Shaw, G.L. (2008) Hazards Risk Management, Chapter 9. Copy included.
Instructor References/Reading:
Chertoff, M. (2006). Remarks by Homeland Security Secretary Michael Chertoff on Protecting the Homeland: Meeting Challenges and Looking Forward. Release Date: December 14, 2006, Washington, D.C. George Washington University. Retrieved August 8, 2008 from the DHS Web Site at: http://www.dhs.gov/xnews/speeches/sp_1166137816540.shtm
Chertoff, M. (2005). Remarks by Secretary of Homeland Security Michael Chertoff at the Center for Catastrophic Preparedness and Response and the International Center for Enterprise Preparedness, New York University. Release date April 26, 2005. Retrieved August 8, 2008 from the DHS Web Site at: http://www.dhs.gov/xnews/speeches/speech_0249.shtm
Department of Homeland Security. National Infrastructure Protection Plan Risk Management Framework. Retrieved Sep 23, 2008 at: http://www.dhs.gov/xlibrary/assets/NIPP_RiskMgmt.pdf
Government Accountability Office. (2005). Risk Management: Further Refinements Needed to Assess Risks and Prioritize Protective Measures at Ports and Other Critical Infrastructure. (Report No. GAO-06-91). Retrieved August 8, 2008 from the GAO Web Site at: http://www.gao.gov/
Shaw, G.L. (2008) Hazards Risk Management, Chapter 9. Copy included.
United States Department of Homeland Security. (2006). National Infrastructure Protection Plan. (Publication No. 0556-C) Retrieved December 18, 2007, from the DHS Web Site via GAO Access:  http://purl.access.gpo.gov/GPO/LPS71533  
The White House. (2002). The Homeland Security Act of 2002. Retrieved September 22, 2008, from the White House Web Site at:  http://www.whitehouse.gov/deptofhomeland/bill/
The White House. (2003). Homeland Security Presidential Directive 7: Subject: Critical Infrastructure Identification, Prioritization, and Protection. Retrieved September 22, 2008, from the White House Web Site at:  http://www.whitehouse.gov/news/releases/2003/12/20031217-5.html

The White House. (2003). Homeland Security Presidential Directive 8: Subject: National Preparedness. Retrieved September 22, 2008, from the White House Web Site at:  http://www.whitehouse.gov/news/releases/2003/12/20031217-6.html
General Requirements: 

Power Point slides are provided for the instructor’s use if desired. 

Objective 7.1: Define and discuss the Risk Management function and its supporting sub functions of: Risk Assessment; Business Area Analysis, Business Impact Analysis, Risk 

Communication; and Risk-Based Decision Making.

Requirements:

The content should be presented by lecture with time allocated for discussion as necessary.
Remarks:
I. General - Definitions
A. The BCCM framework is presented again to provide a context for this and the following sessions on risk management. (Power Point slide 7 – 2).  Risk management, which is not just conducting a risk assessment (a point that will be continually emphasized), is the foundation of a comprehensive BCCM program and impacts each function in the BCCM framework as presented. 

B. The risk and risk management definitions presented in Sessions two and three are repeated for emphasis.

1. Risk - Risk = Likelihood x Consequence.
a. This is a very high level definition of risk. In amplification, risk is decomposed into its components of likelihood (threat and capability) and consequences (different types of consequences) as depicted in Power Point slide 7 – 3 (permission to use granted from the slide author).
b. The National Infrastructure Protection Plan provides a more detailed description of risk that includes the components of risk: “A measure of potential harm that encompasses threat, vulnerability, and consequence. In the context of the NIPP, risk is the expected magnitude of loss due to a terrorist attack, natural disaster, or other incident, along with the likelihood of such an event occurring and causing that loss.
 (Power Point slide 7 – 4)
2.
Risk Management – The synthesis of the risk assessment, business area analysis, business impact analysis, risk communication and risk-based decision making functions to inform and make strategic and tactical decisions on how business risks will be treated – whether ignored, reduced, transferred, or avoided. (Power Point slide 7 – 5)
a.
Power Point slide 7 - 6 provides graphical model of risk management based upon the definition of risk and emphasizes that certain risks (based upon their   

probability and consequences) can be ignored, reduced, transferred (through 

insurance), or avoided. 
3.
Risk-Based Decision Making – Drawing upon the results of the risk assessment, business area analysis, and business impact analysis, the development of strategic and tactical risk management (risk reduction, risk transfer, risk avoidance, and/or risk acceptance) goals and objectives and the allocation of resources to meet those objectives.  Risk-based decision-making is a continual process that requires dialogue with stakeholders, monitoring and adjustment in light of economic, public relations, political and social impacts of the decisions made and implemented.  Risk-based decision making requires the consideration of the following questions:

· Can risk be reduced?

· What are the interventions (controls) available to reduce risk?

· What combination of controls make sense (economic, public relations, social, legal, and political)? (Power Point slide 7 – 7) 
4.
Risk Assessment - The identification, analysis, and presentation of the potential hazards and vulnerabilities that can impact a business and the existing and potential controls that can reduce the risk of these hazards. Risk assessment requires consideration of the following questions:

· What can go wrong (hazards identification)

· What is the likelihood that it would go wrong?

· What are the consequences?
· What controls are currently in place? (Power Point slide 7 – 8)
                   a.   It must be emphasized at this point that risk assessment as defined is only a

     component of the overall risk management process.  The assessment of 

     risk is but one input to the decision making process and the resulting allocation of 

     limited organizational resources  .  As included in the definition, other factors 
     including economic, public relations, social, legal and political considerations 
     also inform and shape the decision making process.

b.  One of the assigned reading documents for this session includes a (Chapter 9 – 

     Hazards Risk Management) emphasizes this point and includes a case study of a 

     fictional private urban university which is both an organization (a not-for-
     profit business) and a distinct community within the larger urban city   

     community.
5.
Business Area Analysis – The examination and understanding of the business functions, sub-functions and processes and the interdependencies amongst them. Business area analysis requires consideration of the following questions:

· What are our business functions?

· What are our business sub-functions and processes?

· Which are critical to the continuity of our business? (Power Point slide 7 – 9)
6. Business Impact Analysis – Applying the results of the risk assessment to the business area analysis to analyze the potential consequences/impacts of identified risks on the business and to identify preventive, preparedness, response, recovery, continuity and restoration controls to protect the business in the event of business disruption. Business impact analysis requires consideration of the following questions:

· How do potential hazards impact business functions, sub-functions and processes?

· What controls are currently in place? (Power Point slide 7 – 10)
7. Risk Communication - The exchange of risk related information, concerns, perceptions, and preferences within an organization and between an organization and its external environment that ties together overall enterprise management with the risk management function. Risk communication requires consideration of the following questions:

· To whom do we communicate about risk?

· What do we communicate about risk?

· How do we communicate about risk? (Power Point slide 7 – 11)
II. Overview of risk management
A. Risk management has gained prominence in the post 9/11 environment, particularly as a tool for dealing with human induced (intentional/terrorist) hazards.  This predominantly terrorism focused application of risk management has and is  evolving to a more all hazards focus, particularly with the fallout from Hurricane Katrina and the perceived failures of all levels of government to adequately mitigate against, prepare for, respond to and recover from the catastrophic events resulting from natural and technological hazards.

B. In the private sector, risk management has long been accepted as a business management function addressing all forms of business risk including financial, operational and reputational risk.  Unfortunately, in many instances, risk management has not been fully integrated with BCCM programs.  The BCCM framework is intended to demonstrate that risk management is a logical starting point and continual consideration in a BCCM program. As presented in the previous session, the private sector is viewed as a component and partner in preparedness and should employ risk management practices into overall business management and BCCM.
C. The Homeland Security Act of 2002 requires the Department of Homeland Security (DHS) to conduct comprehensive assessments of vulnerability (a component of risk) to the United State’s critical infrastructure and key resources
, and Homeland Security Presidential Directives (HSPD) 7:  Critical Infrastructure Identification, Prioritization, and Protection, and 8: National Preparedness, both issued in December 2003 endorse risk management as a way of allocating resources
 
.
D. The National Infrastructure Protection Plan issued in July 2006 is based upon three foundational blocks including a, “Risk management framework establishing processes for combining consequence, vulnerability, and threat information to produce a comprehensive, systematic, and rational assessment of national or sector risk
”  Within the National Infrastructure Protection Plan, Chapter 3 is titled The Protection Program Strategy: Managing Risk and Chapter 7, titled Providing Resources for the CI/KR Protection Program, includes a section titled The Risk-Based Resource Allocation Process. 
E. The commitment to a risk management based approach within DHS was further demonstrated by the newly appointed Secretary Michael Chertoff in the months following his confirmation.  In his April 26, 2005 address to government and business leaders at New York University Secretary Chertoff stated “Risk management is fundamental to managing the threat, while retaining our quality of life and living in freedom.  Risk management can guide our decision-making as we examine how we can best organize to prevent, protect against, respond and recover from an attack…For that reason, the Department of Homeland Security is working with state, local and private sector partners on a National Preparedness Plan to target resources where the risk is greatest.
” (Power Point slide 7 – 12) Although, terrorism focused, Secretary Chertoff’s remarks can and should be extended to all hazards and clearly emphasize the importance of risk management in “guiding” decision making supporting Comprehensive Emergency Management and BCCM. 

F. The experiences observed in the next year and a half and the lessons learned during the 2005 hurricane season only strengthened Secretary Chertoff’s commitment to risk management as the foundation of Homeland Security.  In his December 14, 2006 address at The George Washington University, Washington, DC, Secretary Chertoff stated “Probably the most important thing a Cabinet Secretary in a department like this can do as an individual is to clearly articulate a philosophy for leadership of the department that is intelligible and sensible, not only to the members of the department itself, but to the American public. And that means talking about things like risk management, which means not a guarantee against all risk, but an intelligent assessment and management of risk; talking about the need to make a cost benefit analysis in what we do, recognizing that lurching from either extreme forms of protection to total complacency, that's not an appropriate way to build a strategy; and finally, a clear articulation of the choices that we face as a people, and the consequence of those choices.
” (Power Point slide 7 – 13)
G. Taken together, Secretary Chertoff’s remarks, though separated by time and events by over 18 months, emphasize several very important points concerning the purpose and application of risk management:
1. Risk management can “guide” (inform) decision making across the phases of Comprehensive Emergency Management.
2. Risk management is applicable to and across all levels of government (local, state, federal), all sectors (public, private and not for profit) and to the American public.  
3. Decisions based upon risk management should include a cost benefit analysis (not just monetary costs and benefits but all costs and benefits such as social, political, public relations, etc.)
4. Communication (clear articulation) is a necessary component of risk management.
5. Risk management should support strategic planning and management.
Possible Discussion Questions
Based upon the proceeding content, the Hazards Risk Management chapter, and the case study, is risk management an exact science?

Why is risk management considered the foundation of a comprehensive BCCM program and how does risk management impact each function in the BCCM framework? 

Supplemental Considerations:
The Hazards Risk Management Chapter was written by the author of this course to emphasize the importance and also the constraints of risk management as an input to tactical and strategic decision making in all sectors.  The class discussions should emphasize this point.  The remainder of this session and following sessions will continue to provide this emphasis.    
Objective 7.2:  Understand and contrast the presented frameworks for Risk Management.

Requirements:

The content should be presented by lecture with time allocated for discussion as necessary.
Remarks:
I. General 

A.
Three risk management frameworks are present and contrasted.  Despite some differing terminology and structure, the purpose and general concepts of risk management are actually quite similar. 

B.
Following from the discussion questions in objective 7.1, the importance of risk management as the foundation of a comprehensive BCCM program and the impact on each function in the BCCM framework should be emphasized.
II.
The Government Accountability Office (GAO) developed Risk Management Framework (Power Point slide (7-14)
.
A.
The GAO report from which this framework was extracted makes the point that “Risk management, is a strategy for helping policymakers make decisions about assessing risks, allocating resources, and taking actions under conditions of uncertainty…
” The report goes on to state “GAO developed a framework for risk management based on industry best practices and other criteria.
”

B.
This framework, shown in figure 1, divides risk management into five major phases: (1) setting strategic goals and objectives, and determining constraints; (2) assessing the risks; (3) evaluating alternatives for addressing these risks; (4) selecting the appropriate alternatives; and (5) implementing the alternatives and monitoring the progress made and results achieved.
C.
The GAO has provided an authoritative and relatively widely accepted framework and approach to risk management; however it does have several shortfalls that should be recognized and considered. 
1.
The GAO framework implies that the component steps are sequential, which they are not.  The steps influence each other throughout the process and later steps may necessitate the revisiting of earlier steps and revisions of the results of each step. 
2.
GAO framework also ignores the necessity of continuous risk communication and monitoring and review throughout the overall process, an omission which can doom the overall process to failure.   The point of emphasis here is that risk management is an on-going process that continually examines the impact of organizational activities to ensure that risks are identified, considered and understood to inform and support decisions impacting vulnerability to identified risks.  To maximize effectiveness, any risk management process must continuously communicate strategies and tactics to manage the adverse impacts of risks throughout the impacted organization/community.   
III.
National Infrastructure Protection Plan (NIPP) Risk Management Framework (Power Point slide 7 -15)

A.
The NIPP defines a Risk Management Framework as “A planning methodology that outlines the process for setting security goals; identifying assets, systems, networks, and functions; assessing risks; pri​oritizing and implementing protective programs; measuring performance; and taking corrective action. Public and private sector entities often include risk management frameworks in their business continuity plans.
”

B.
The NIPP framework focuses on the general categories of physical, cyber and human risks which are certainly applicable to BCCM.

C.
As originally depicted in draft versions of the NIPP, the Risk Management process was presented as linear and sequential with no feedback loops.  The final framework, as presented in the final 2005 version includes the feedback loop, but only after the sequence of steps is completed with decisions made and results being monitored and measured.  The NIIP also states that the steps are “sequential” To be correct and most useful, monitoring, measurement, and feedback (communication) should occur at and between each step of the risk management process. 
IV.
The Hazards Risk Management (HRM) framework (Power Point slide 7 – 16)

A.
The HRM process as presented in the HRM framework is provided as a more complete alternative to the GAO and NIPP processes and frameworks.  HRM is defined as a process that provides a general philosophy and a defined and iterative series of component parts that can be utilized to establish goals and objectives and inform decisions (strategic and tactical) concerning the risks associated with all hazards facing an organization and/or community.  (Power Point slide 7 – 17) HRM as a process is thus intended to provide an understanding of hazards and risks and a rational, inclusive and transparent process for identifying, assessing and analyzing hazard risks across all sectors and at all levels of community to inform decision makers as they allocate limited resources to the myriad and often competing priorities of their organization/community.  HRM as defined and presented is totally consistent with the definition and application of Risk Management in the BCCM framework.
B.
The HRM process starts with a series of framing questions (Power Point slide 7 – 18):

1.
What are the organization’s/community’s strategic goals and objectives and considering those goals and objectives:

a.
What is the scope of our hazards risk management effort?
b.
What is an acceptable level of risk?
c.
Who determines what an acceptable level of risk is?
d.
Can risk be managed?
e.
What are the interventions (controls/countermeasures) available to manage risk?
f.
What combination of risk management interventions controls/countermeasures) make sense in terms of non-risk specific considerations (economic, social, political, legal)? 
C.
The HRM framework includes six steps: 1) Establish the context, 2) Identify the hazards, 3) Assess the hazards risk, 4) Sort the hazards by risk magnitude, 5) Analyze the risks from each hazard, and 6) Group and prioritize risks; and two continual components: Communicate and Consult, and Monitor and Review. Each step is briefly described. (Power Point slide 7 – 19)
1.
Step 1: Establish the context: Context refers to the external environment in which the organization/community exists and functions, and the internal characteristics of the organization/community itself. Therefore, establishing the context for the HRM process (and, essentially, for an overall BCCM program), is the logical starting point for the process. To accomplish this, the organizational/community context, the stakeholders, and the objectives for the HRM process must be defined.  As a check, the objectives of the HRM process must be aligned with the overall organizational strategy and strategic plan of the organization/community.
2.
Step 2: Identify the hazards: This component involves the listing of all possible hazard types that could significantly impact the organization/community.  
3.
Step 3: Assess the hazard risk:  Hazard risk assessment is conducted in this and the next HRM step.  Risk, as previously defined, is a product of probability and consequences. Each hazard identified by the organization/community should, therefore, be assessed individually according to its probability of occurrence and its impact (consequences) on the organization/community as a means of approximating each hazard’s level of risk.
4.
 Step 4: Sort the hazards by risk magnitude: This step continues the hazards risk assessment and consists primarily of assigning a relative level of importance to each hazard risk value from Step 3, thereby placing each hazard risk in the context of the overall cohort of the identified hazard risks.  
5.
Step 5: Analyze the risks from each hazard:  Hazard risk analysis is accomplished in this and the next HRM step. Hazards are considered individually during the earlier steps of the HRM process, and the risk (probability and consequences) of each hazard is compared only at a very macro level.  The final analysis step of the HRM process should allow decision makers to look across all hazards to identify components of hazard risk that are common to multiple hazards.  At this point, the components of risk refer to the consequences of an event resulting from the occurrence of a hazard. This approach promotes the identification of options that reduce or eliminate components of risk from multiple hazards through a single intervention (see Step 6) and therefore supports the most effective and efficient allocation of resources to HRM.  
6.
Step 6: Group and prioritize the hazard risks and consider risk management interventions: This step completes the hazards risk analysis by sorting and comparing the hazard risk elements determined in Step 5.
7.
The continual step: Communicate and Consult: Continual communication and consultation within and without an organization/community provides a means of inclusion and the establishment and management of realistic expectations for the HRM process and its  eventual incorporation into the organization’s/community’s overall BCCM/Emergency Management program.

8.
The continual step: Monitor and review:  The HRM process is never actually finished, as it is subject to re-analysis and revision when changes occur in the internal and external environments. Continuous monitoring and review of findings from all steps should be conducted to keep the overall process relevant and on track with the BCCM/Emergency Management program. Drills, exercises, and actual events will test the BCCM/Emergency Management program, and both the positive and negative observations related to system vulnerabilities should be noted and analyzed. The HRM process also constitutes a major means of monitoring and reviewing any findings related to reduced as well to newly recognized hazard risks.  
D.
Referring back to the BCCM framework and the included Risk Management function and sub functions the BCCM sub functions of Business Area Analysis (BAA) and Business Impact Analysis (BIA) are not explicitly included in the HRM process, however, BAA and BIA as defined are implicit in all steps of the HRM process.  
1.
 BAA and BIA as defined are generally considered to be business specific, however at a conceptual level, identifying and thoroughly understanding the components and interdependencies of a business supporting the delivery of goods and/or services (BAA), and prioritizing these components according to their criticality and vulnerability to hazard impacts is equally applicable to government agencies at all levels. 
2.
BAA and BIA will be discussed in more detail in the next session.

Possible Discussion Questions:
What is your opinion of each of the presented Risk Management frameworks?

Do you agree or disagree with the constructive criticism of the GAO and NIPP frameworks?

Is the HRM framework useful or is it too complicated?

Supplemental Considerations:

The presentation and discussion of the Risk Management frameworks provide a segue for the students to conduct small group work to address the HRM framing questions.  The University where the course is being conducted is the suggested organization/business that is the focus of the activity, however, any representative organization/business can be selected. 
Objective 7.3:  Answer the HRM framing questions through a small group and class activity. 

Requirements:

Establish the categorization of a University as a business though a class discussion. 
Divide class into small groups of three to five students to discuss the first two steps of the HRM process.

Assign roles to group members. Roles will rotate in subsequent activities.

Provide instructions for the activity (recommended instructions are included in the remarks).

Provide each with poster paper and felt tip markers to record their work.

Conduct the small-group activity; circulate among the groups and intervene as necessary.

Have each group present their ideas by hanging their work in an area that can be viewed by the entire class and describing their results.  Each group presentation should be followed by comments and questions from the instructor and the other students.
In the last 5 to 10 minutes of the class session or at the start of the next class session complete the modified experiential learning cycle covering both the content and the process of this activity. 

Remarks:
I.
A University as a business.
A.
If a business is defined as any organization that provides a product or service, is a University a business?

B.
Given that a University is a business, what are its strategic goals and objectives? 
II.
Activity instructions
A.
Following the discussion of the University’s strategic goals and objectives each student team is to answer the framing questions (Power Point slide 7 – 17) for the University where the course is being conducted.  
B.
Inform the class that this is not a competition between the groups but an overall  

       cooperative effort to generate and compare ideas. The activity should be fun. 
C.
Complete the activity in the allotted time.  You have XX minutes.
D.
Each team through their team reporter will display and present their team’s results.

E.
Questions and comments should be solicited.

Supplemental Considerations:
The HRM process for the University where the course is being conducted will be completed during the next two course sessions. 
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