

Chapter 9
The Hazards Risk Management process

OBJECTIVES

The study of this chapter will enable you to:

1. Establish the role/value of a Hazards Risk Management process.

2. Define key terms associated with Hazards Risk Management.

3. State the essential questions of Hazards Risk Management.

4. Describe the Government Accountability Office framework for risk management and its inherent limitations. 

5. Describe an overall framework for accomplishing the comprehensive Hazards Risk Management process.

6. Explain the content and importance of each component within the Hazards Risk Management framework.

7. Explain how the Hazards Risk Management supports Comprehensive Emergency Management.

Key Terms
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Risk analysis

Risk communication

ISSUE


What process will best inform decision makers in their efforts to balance safety and security expenditures with the myriad challenges, requirements and opportunities facing all organizations and communities? 

CRITICAL THINKING:

         Billions of dollars are spent in organizations from all sectors (private, public, and not-for-profit) and all levels of community from individuals and their families to the Federal government on measures to manage risk from natural, technological and intentional hazards. Perfect hazard risk management is unobtainable and decisions must be made to consider and formulate hazard risk management interventions in the context of overall organizational/community priorities.  As presented and explained in this chapter, can the Hazards Risk Management process inform decision makers in establishing priorities which balance competing needs while devoting limited resources to the most effective and efficient risk management interventions? 

Introduction

Chapter one describes the nature, purpose, and application of hazards analysis as a process and a tool that supports the phases of Comprehensive Emergency Management (Preparedness, Mitigation, Response and Recovery). This chapter takes a step back from hazards analysis as an activity undertaken to understand hazards and the risks they pose. It focuses on the larger Hazards Risk Management (HRM) philosophy and framework as an iterative and ongoing process that is intended to inform decisions dealing with safety, security measures, and sustainability at all levels of organizations and communities. The structure of the HRM framework described in this chapter is adapted from the Emergency Management Australia Emergency Risk Management process set forth in the Emergency Risk Management Applications Guide.  A much more detailed description and discussion of HRM can be found in 1000 plus pages of the FEMA EMI Emergency Management Higher Education Project Hazards Risk Management course available on the Higher Education Project Web Site (Federal Emergency Management Agency (FEMA), 2004).

Terminology

As discussed in Chapter One, there are multiple, and often conflicting definitions of terms associated with hazards and HRM.  These definitions may change over time to reflect certain areas of emphasis and are not necessarily consistent, even within a particular discipline or organization.

For example, The National Fire Protection Association (NFPA) issued the 2004 document, Standard on Disaster/Emergency Management and Business Continuity Programs, which defines mitigation as “Activities taken to eliminate or reduce the probability of the event, or reduce its severity or consequences, either prior to or following a disaster/emergency.” (National Fire Protection Association (NFPA) 1600, 2004, p. 4).  The 2007 edition of this documents redefines mitigation as “Activities taken to reduce the severity or consequences of an emergency,” (NFPA 1600, 2007, p. 4) and introduces the new term, prevention, which is defined as “Activities to avoid an incident or to stop an emergency from occurring.” (NFPA 1600 (2007), p. 5).  Following from these definitions, mitigation, as a widely accepted phase of the long established framework of Comprehensive Emergency Management, is thus bifurcated into the two phases of prevention and the newly defined meaning of the term mitigation which focuses on consequence management.

To complicate matters further, mitigation is defined in the Department of Homeland Security issued National Response Plan of December 2004 in the more traditional manner as “Activities designed to reduce or eliminate risks to persons or property or to lessen the actual or potential effects or consequences of an incident.” (National Response Plan (NRP), 2004, p. 68). The thrust of this definition, which maintains prevention activities within mitigation, is retained in the Draft National Incident Management System of August 2007 (Draft National Incident Management System (NIMS), 2007, p. 21) and the Draft National Response Framework of September 2007 Resource Web Site.  

Considering this example, differing definitions for the HRM process and terms contained within the process are to be expected and accepted.  To avoid confusion, these terms should be defined and used consistently.  Accordingly, the following terms related to the HRM process are presented and defined along with the rationale for selecting the chosen definition for use in this chapter. 

Lacking a widely accepted definition for the term HRM, the term is defined based upon its three component words: hazard(s), risk, and management.

Consistent with a definition of hazard included in Chapter One, the definition from the 1997 FEMA publication Multi Hazard Identification and Assessment is selected for developing a definition of HRM:  “Events or physical conditions that have the potential to cause fatalities, injuries, property damage, infrastructure damage, agricultural loss, damage to the environment, interruption of business, or other types of harm or loss.” (FEMA, 1997. p. xxv) Defining hazards this manner is purposeful since it is inclusive of all sources of hazards and does not necessarily emphasize any one category of natural, technological or human induced (intentional/terrorist) events.

Risk and the more expansive concept of risk management are also subject to multiple definitions and are often misunderstood or confused with other terms such as risk identification, risk assessment, risk analysis, and risk communication.  As discussed later in this chapter, risk management is a function comprised of several sub functions that work together for the purpose of informing decision making at all levels of organizations and communities. Risk, as the foundational term for risk management, has differing meanings in different disciplines such as medicine, finance, safety, security, etc. The selected definition for risk derived from Ansell and Wharton (1992)  is general in nature and applies across these disciplines: Risk is the product of probability (likelihood) and consequences of an event. Defining risk in this manner implies that risk can be managed by influencing either or both the probability (through mitigation and preparedness actions) and consequences (through mitigation, preparedness, response and recovery actions).

The chosen definition for manage comes from the Merriam Webster Dictionary: “To work upon or try to alter for a purpose.” Other definitions of manage include words like direct, govern and succeed which imply achieving control.  Although a manager of risk strives to achieve control over risks, this is generally not totally achievable due to uncertainties, unknowns and other intervening concerns.   As stated by Borge “Risk management is not, and will never be, a magic formula that will always give you the right answer. It is a way of thinking that will give you better answers to better questions and by doing so helps you shift the odds in your favor” (2001, p. 4)  In dealing with risk one is seldom or ever in complete control and the best one can do is work to influence future events in a manner that is perceived favorable. 

Therefore, combining these three definitions with the author’s personal bias, HRM is defined as: A process that provides a general philosophy and a defined and iterative series of component parts that can be utilized to establish goals and objectives and inform decisions (strategic and tactical) concerning the risks associated with all hazards facing an organization and/or community.  This definition of HRM is intended to emphasize each of the three component terms and the application of the process to all hazards and all phases of Comprehensive Emergency Management.  HRM, as an iterative process, is thus intended to provide an understanding of hazards and risks and a rational, inclusive and transparent process for identifying, assessing and analyzing hazard risks across all sectors and at all levels of community to inform decision makers as they allocate limited resources to the myriad and often competing priorities of their organization/community.  
As discussed in the following section, Risk Management (a more commonly used term that can be used synonymously with HRM) has gained prominence in the post 9/11 environment, particularly as a tool for dealing with human induced (intentional/terrorist) hazards.  This predominantly terrorism focused application of Risk Management has evolved to a more HRM all hazards focus, particularly with the fallout from Hurricane Katrina and the perceived failures of all levels of government to adequately mitigate against, prepare for, respond to and recover from the catastrophic events resulting from natural and technological hazards. 
Risk Management

In the post 9/11 environment the term risk management has gained prominence, particularly in the vernacular and practice of Homeland Security.  The Homeland Security Act of 2002 requires the Department of Homeland Security (DHS) to conduct comprehensive assessments of vulnerability (a component of risk) to the United State’s critical infrastructure and key resources (Department of Homeland Security (DHS, 2002). Homeland Security Presidential Directives (HSPD) 7:  Critical Infrastructure Identification, Prioritization, and Protection, and 8: National Preparedness, both issued in December 2003, endorse risk management as a way of allocating resources (DHS - A, DHS – B, 2003).  The National Infrastructure Protection Plan issued in July 2006 is based upon three foundational blocks including a, “Risk management framework establishing processes for combining consequence, vulnerability, and threat information to produce a comprehensive, systematic, and rational assessment of national or sector risk.” (DHS, 2006, p. 35)  Within the National Infrastructure Protection Plan, Chapter 3 is titled The Protection Program Strategy: Managing Risk and Chapter 7, titled Providing Resources for the CI/KR Protection Program, includes a section titled The Risk-Based Resource Allocation Process. 

The commitment to a risk management based approach within DHS was further demonstrated by the newly appointed Secretary Michael Chertoff in the months following his confirmation.  In his April 26, 2005 address to government and business leaders at New York University Secretary Chertoff stated “Risk management is fundamental to managing the threat, while retaining our quality of life and living in freedom.  Risk management can guide our decision-making as we examine how we can best organize to prevent, protect against, respond and recover from an attack … For that reason, the Department of Homeland Security is working with state, local and private sector partners on a National Preparedness Plan to target resources where the risk is greatest.” (Chertoff, 2005)  Although, terrorism focused, Secretary Chertoff’s remarks can and should be extended to all hazards and clearly emphasize the importance of risk management in “guiding” decision making supporting Comprehensive Emergency Management. 

The experiences observed in the next year and a half and the lessons learned during the 2005 hurricane season only strengthened Secretary Chertoff’s commitment to risk management as a foundation of Homeland Security.  In his December 14, 2006 address at The George Washington University, Washington, DC, Secretary Chertoff stated “Probably the most important thing a Cabinet Secretary in a department like this can do as an individual is to clearly articulate a philosophy for leadership of the department that is intelligible and sensible, not only to the members of the department itself, but to the American public. And that means talking about things like risk management, which means not a guarantee against all risk, but an intelligent assessment and management of risk; talking about the need to make a cost benefit analysis in what we do, recognizing that lurching from either extreme forms of protection to total complacency, that's not an appropriate way to build a strategy; and finally, a clear articulation of the choices that we face as a people, and the consequence of those choices.” (Chertoff, 2006)

Taken together, Secretary Chertoff’s remarks, though separated by time and events by over 18 months, emphasize several very important points concerning the purpose and application of risk management:

1. Risk management can “guide” (inform) decision making across the phases of Comprehensive Emergency Management.

2. Risk management is applicable to and across all levels of government (local, state, federal), all sectors (public, private and not for profit) and to the American public.  

3. Decisions based upon risk management should include a cost benefit analysis (not just monetary costs and benefits but all costs and benefits such as social, political, public relations, etc.)

4. Communication (clear articulation) is a necessary component of risk management.

5. Risk management should support strategic planning and management.


CRITICAL THINKING

To address these key points, a widely distributed, understood and accepted framework for risk management is needed. Recognizing this need, the Government Accountability Office developed and distributed a Risk Management Framework displayed in Figure 1-1 (Government Accountability Office (GAO), 2007, p. 9). 

Figure 1-1
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The GAO report from which this framework was extracted makes the point that “Risk management, a strategy for helping policymakers make decisions about assessing risks, allocating resources, and taking actions under conditions of uncertainty, has been endorsed by Congress and the President as a way to strengthen the nation against possible terrorist attacks.” (GAO, 2005, p. 5)  The report goes on to state “GAO developed a framework for risk management based on industry best practices and other criteria.” (GAO, 2005, p. 6)  This framework, shown in figure 1, divides risk management into five major phases: (1) setting strategic goals and objectives, and determining constraints; (2) assessing the risks; (3) evaluating alternatives for addressing these risks; (4) selecting the appropriate alternatives; and (5) implementing the alternatives and monitoring the progress made and results achieved.

Given that the GAO has provided an authoritative and relatively widely accepted framework and approach to risk management, why is an alternative HRM framework and process required?   The GAO framework as presented is in fact inclusive of certain components of the HRM process but goes beyond the intent of HRM to include risk-based decision making and the implementation and monitoring of these risk management decisions.  The HRM process, as described in the following sections, provides a context for risk-based decision making and the identification, assessment, analysis, and presentation of hazard risk data and information.  HRM is intended to support Comprehensive Emergency Management as one input to informed decision making that attempts to balance safety and security expenditures with the myriad challenges, requirements and opportunities facing all organizations and communities. The GAO framework also implies that the component steps are sequential, which they are not.  The steps influence each other throughout the process and later steps may necessitate the revisiting of earlier steps and revisions of the results of each step. 
A major shortfall of the GAO framework is that it largely ignores the necessity of continuous risk communication and monitoring and review throughout the overall process which can doom the overall process to failure.   The point of emphasis here is that HRM is an on-going process that continually examines the impact of organizational activities to ensure that risks are identified, considered and understood to support decisions impacting our vulnerability to those risks.  To maximize effectiveness, any risk management process must continuously communicate strategies and tactics to manage the adverse impacts of risks throughout the impacted organization/community.   

To improve the risk management process a set of framing questions and a framework for HRM are presented and described as a recommended  philosophy and approach to informing safety and security decision making in any sector and at all levels of organizations and communities. 

Hazards Risk Management Framing Questions

Before embarking on the HRM process, and particularly before starting any risk assessment, the following questions should be asked and answered in a manner generally  understood and acceptable to the audiences impacted by the HRM process results.  

What are the organization’s/community’s strategic goals and objectives and considering those goals and objectives:

· What is the scope of our hazards risk management effort?

· What is an acceptable level of risk?

· Who determines what an acceptable level of risk is?

· Can risk be managed?

· What are the interventions (controls/countermeasures) available to manage risk?

· What combination of risk management interventions (controls/countermeasures) make sense in terms of non-risk specific considerations (economic, social, political, legal)? 

Framework for Hazards Risk Management 

Figure 1-2 displays the Hazards Risk Management framework as adapted from the Emergency Risk Management process set forth in the 2002 Emergency Management Australia, Emergency Risk Management Applications Guide (Emergency Management Australia, 2002).  The HRM framework includes the general format of the Emergency Risk Management framework but meets a different purpose as described in this section of the chapter.  The HRM framework includes six steps: 1) Establish the context, 2) Identify the hazards, 3) Assess the hazards risk, 4) Sort the hazards by risk magnitude, 5) Analyze the risks from each hazard, and 6) Group and prioritize risks; and two continual components: Communicate and consult, and Monitor and Review.  Roughly categorized, steps 1 and 2 accomplish hazard identification, steps 3 and 4 hazard risk assessment, and steps 5 and 6 hazard risk analysis.   Note that chapters in this book examine hazard Identification and characterization, modeling, spatial analysis, risk and vulnerability analysis.  We thus view the hazards analysis process in the context of hazards risk management and as a process to generate information for selecting appropriate hazard mitigation strategies.    

The HRM framework is constructed to define an inclusive, iterative and continuous process that addresses the HRM framing questions listed above and provides a foundation for the four phases of Comprehensive Emergency Management (CEM): Preparedness, Mitigation, Response and Recovery.   Inherent in each of the phases of CEM is the goal of effectively and efficiently managing the myriad hazards that may adversely impact an organization/community and its ability to achieve its strategic and tactical goals and objectives. Following the HRM process is intended to provide the “needs assessment” for Comprehensive Emergency Management, and as such establishes a focus and steering direction.  Understanding the HRM process is a key to developing a risk-based, all-hazard emergency management program.

Each component of HRM Process is discussed in this section of the chapter.  Much of the content in this discussion is adapted from Emergency Management Principles and Practices for Healthcare Systems. Authored by The Institute for Crisis, Disaster, and Risk Management (ICDRM) at the George Washington University (GWU); for the Veterans Health Administration (VHA)/US Department of Veterans Affairs (VA).  Washington, D.C., June 2006.  
Figure 1-2
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Components of the Hazards Risk Management process

Communicate and consult (A continual component of the HRM process)
Continual communication and consultation within and without an organization/community provides a means of inclusion and the establishment and management of realistic expectations for the HRM process and its  eventual incorporation into the organization’s/community’s overall Emergency Management program. Step 1 in the HRM process calls for establishing the organizational/community context, involving stakeholders and setting objectives.  Communication and consultation does not stop there.  Repeating the statement on risk management of Secretary Chertoff of DHS from earlier in this chapter, he views his responsibilities as a Cabinet Secretary to include the need to “clearly articulate a philosophy for leadership of the department that is intelligible and sensible, not only to the members of the department itself, but to the American public.” (Chertoff, 2006)  This role is shared by all leaders of organizations and communities with risk management responsibilities.  To meet this responsibility the entire HRM process should be open, accessible, and intelligible to the impacted public.  

As a matter of guidance and emphasis for continuous communication and consultation throughout the HRM process, the 1989 National Research Council Report, Improving Risk Communication provides the following statement that should guide all risk communication. “Risk communication is a process, the success of which is measured by the extent that it, first, improves or increases the base of information that decision makers use, be they government officials, industry managers, or individual citizens, and second, satisfies those involved that they are adequately informed within the limits of available knowledge.”  (National Research Council (NRC) 1989, p. 74)

It should also be noted that we stress the role of communication and stakeholder participation in the hazards analysis process in both Chapter 1 and 7 of this book.  The public has a critical need to know and understand the nature of risks in the community and risk communication should be an intentional part of hazard risk management and the hazards analysis process.

Monitor and review (A continual component of the HRM process)

The HRM process is never actually finished, as it is subject to re-analysis and revision when changes occur in the internal and external environments. Continuous monitoring and review of findings from all steps should be conducted to keep the overall process relevant and on track with the Emergency Management program. Drills, exercises, and actual events will test the Emergency Management program, and both the positive and negative observations related to system vulnerabilities should be noted and analyzed. The HRM process also constitutes a major means of monitoring and reviewing any findings related to reduced as well to newly recognized hazard risks.  For example, an exercise could examine whether a new process or procedure has effectively reduced a previously recognized hazard risk.  Similarly, an exercise, a threat, or an actual event may prompt the recognition of a previously unidentified hazards and/or hazard risk.

Step 1: Establish the context

Context refers to the external environment in which the organization/community exists and functions, and the internal characteristics of the organization/community itself. Therefore, establishing the context for the HRM process (and, essentially, for an overall Emergency Management program), is the logical starting point for the process. To accomplish this, the organizational/community context, the stakeholders, and the objectives for the HRM process  must be defined.
Organizational/community context:  The organizational/community context for the HRM process is established based upon the organization’s/community’s responsibilities, the social, economic, political and legal realities, and the review and input of stakeholders.  This step in the process begins hazard identification where an organization or community is characterized from a social, economic, political, geographical, structural and ecological context.   In short, the starting point of HRM is to clearly describe the nature of our organization/community. 


The organization’s/community’s boundaries, to include strategic and tactical goals and objectives and legal and moral roles and responsibilities are delineated.  Additionally, economic, social, political, and legal constraints on the organization/community for resource allocation supporting emergency management requirements and initiatives should be identified and recognized.  This step helps to answer all of framing questions.  For example, a community should consider its demographics, economic state, strategic and tactical goals for growth and development and its roles and responsibilities to its population and to surrounding communities to determine the scope and constraints of its HRM effort. 

Stakeholder Involvement:  Identifying and engaging a stakeholder group is the second critical step in establishing the context, and particularly can assist in identifying the social, economic, political, and legal realities and constraints that impact the HRM process.  The individual/group responsible for the HRM process (HRM Committee) accomplishes this by identifying and inviting all appropriate stakeholders, both internal and external to the organization/community that should be included and considered in all steps of the HRM process.  Stakeholders are defined as key people, groups of people, or institutions that may significantly influence the success of the process. 

Stakeholder analysis is a technique that is increasingly employed in private industry to identify and assess the importance of stakeholders and thereby judge that the stakeholder group is balanced and comprehensive. To ensure that multiple perspectives are adequately considered and represented in the overall HRM process, the following steps help define a successful stakeholder analysis (Management Sciences for Health and United Nations Children Fund Web Site):

· Identify people, groups, and institutions that will influence your HRM process.

· Develop strategies to build the most effective support possible for the process and reduce any obstacles to successful implementation of an effective emergency management program. For example, simply by inviting outsiders such as representatives from business, public safety, Local Emergency Planning Committee, and impacted community groups into the HRM process may help resolve misconceptions and miscommunications.

Objectives: Establishing the specific objectives for the HRM process follows from defining the organizational/community context, and the involvement of the appropriate stakeholders.  Realistic and measurable objectives based upon observable outcomes for both strategic (long term) and tactical (short term) activities are essential for all other steps and components of the HRM process, particularly communication and consultation, and continuously monitoring and reviewing the process and the results.   

Step 2: Identify the hazards

This component involves the listing of all possible hazard types that could significantly impact the organization/community.  
Comprehensive hazard identification: The full range of hazards must be captured.  The list includes hazards that don’t directly or physically impact the organization/community, but could generate demand on the organization’s/community’s resources from other organizations/communities. Hazard identification should also include hazards that, if they occur, could cause major impacts on the goods and/or services provided by the organization/community such as loss of customers, litigation, liability payments, poor publicity, etc.  A comprehensive examination of the hazard identification process is provided in the next chapter.  

Hazard identification strategy – organization/community resources: While multiple resources are available to assist in identifying hazards, an essential consideration is coordination with outside organizations/communities, including nearby organizations and municipalities, regional leadership, and state authorities. Hazards that could potentially impact an organization/community are commonly hazards that may impact the larger area, and therefore have already been identified or are being defined by other organizations/communities at the local, regional, and state level.  

Hazard identification strategy – Web resources: Other resources are available to assist in hazard identification.  These include local, State and national Websites, FEMA and NOAA publications, and the 15 National Preparedness Scenarios established within the 2005 National Preparedness Guidelines.  Examples include: The Washington, D.C., Emergency Management Agency provides a list and description of the “18 Major Hazards” expected to impact the D.C. area (DC Homeland Security and Emergency Management Agency Web Site); the State of Virginia Department of Emergency Management provides a list and description of potential hazards (Virginia Emergency Management Agency Web Site); FEMA provides historical data and links to hazard-related Websites (FEMA Web Site).  Many of these resources provide important historical data on hazards.
Categorizing hazards: As hazards are identified, organizations may find it useful to group the hazards according to the following categories, where commonalities predominate in both cause and in actions necessary to address the hazard risk.  These categories are further explored as part of the hazard identification process in the next chapter. 

· Natural hazards: Hazards that primarily consist of the forces of nature.

· For example, hurricane, tornado, storm, flood, high water, wind-driven water, tidal wave, earthquake, drought, lightning-caused wildfire, infectious disease epidemic.

· Technological hazards: Hazards that are primarily caused by unintentional malfunction of technology, including human and system actions.

· For example, industrial, nuclear, or transportation accidents; power and other utility failure; information technology failure; hazardous materials release; and building collapse.

· Intentional hazards: Hazards that are caused primarily by deliberate human threat or executed action.  These are usually criminal, civil disobedience, or terrorist in nature.

· For example, civil strife, terrorism, or criminal attacks on the community, including special security events that could impact the healthcare facilities.

Step 3: Assess the hazard risk

 Hazard risk assessment is conducted in the next two HRM steps.  Risk, as previously defined in this chapter, is a product of probability and consequences. Each hazard identified by the organization/community should, therefore, be assessed individually according to its probability of occurrence and its impact (consequences) on the organization/community as a means of approximating each hazard’s level of risk. 

Hazard risk assessment strategy: How the hazard risk assessment is presented and accomplished varies among sources, but all share the common purpose of establishing the relative importance of and between hazards. For that reason most hazard risk methods employ a ranking system that assigns a quantitative value to each individual hazard to allow a preliminary method of sorting by numeric value.   It must be remembered, however, that the assignment of quantitative values to probability and consequence is often subjective and can be based upon information with inherent uncertainties. 

For example, the exact probability of any event occurring as a result of a natural, technological, or intentional hazard is not necessarily determined by past occurrences and is subject to continual changes in the organization’s/community’s  internal and external environments.  Determining the probability of an intentional hazard (terrorist strike) impacting an organization/community is particularly perplexing due to the general lack of historical data and the fact that an intelligent hazard vector,  such as a terrorist, can adjust the location and nature of the attack based upon the hazard risk management measures in place.

Similarly, an exact determination of consequence requires an a priori understanding of the hazard event scenario prior to the occurrence and a complete understanding of the organization/community impacted which is not possible.  Complicating the matter further is the necessity to define the categories (people, property, vital services, business loss, etc.) to be included in the measure of consequence and a common metric for combining the categories.  Also, looking beyond the immediate consequences of an event, long term consequences such as environmental damage and financial impacts of a localized event may permanently alter the environment and cascade through the larger economy.  These long term consequences may  dwarf the immediate consequences and are not necessarily quantifiable (e.g. the immediate consequences on a maritime container port in terms of physical damage and loss of life due to a hurricane, as compared to the longer term impact on the environment, local economy and possibly the overall national economy).

For these reasons it is essential that the purpose of the hazard risk assessment be continually emphasized throughout the HRM process -- to establish the relative importance of hazard risk between the identified hazards for sorting -- and that the stakeholders providing input to the assessment have a common understanding of the rating measures in order for them to be consistent across all inputs. A discussion of the myriad hazard risk assessment methods and templates currently in use go far beyond the scope of this chapter.  The key point is that the method and template selected is useful and appropriate for the scope of the particular HRM effort.  

Step 4: Sort the hazards by risk magnitude

This step continues the hazards risk assessment and consists primarily of assigning a relative level of importance to each hazard risk value from Step 3, thereby placing each hazard risk in the context of the overall cohort of the identified hazard risks.  

Sorting strategies: This sorting of hazard risks entails the comparison of the assigned risk (established in Step 3) associated with each hazard and the designation of each hazard to one of the broad categories (High Risk, Moderate Risk, and Low Risk) via mathematical or expert judgment methods.  While simple numerical values are commonly used to represent probability and consequence, the comparative value of the selected metrics must be fully understood for this ranking system to have merit.  In other words, is a value of 3.92 calculated in the risk assessment essentially equal to a value of 4.15?  If so, separating hazards with these two values into different categories may be misleading and cause judgment errors later in the HRM process.  To address this, presenting the score for all identified hazards on a single graph or spreadsheet may allow appropriate grouping of hazards, with less reliance on specific (but relatively arbitrary) numerical assignments. 

The use of expert judgment: Expert judgment should enter into this hazard sorting and may result in a rearrangement of the results based upon specific intelligence related to probability and/or consequence.  For example, a terrorist attack using biological agents may have almost unimaginable consequences that totally dwarf the probability considerations, thus elevating such an event to the top of the priority list.  In the absence of specific intelligence, however, the rank of this hazard may be moved to below that of an event with a better defined probability, such as a hurricane in a rural coastal community. 

Conversely, a lower ranked terrorist hazard may suddenly be elevated to the top of the hazard list based upon new threat information, thereby overriding the earlier expert judgment.  The dynamic nature of the natural, technological, and intentional hazard environment necessitates an expert level review and judgment beyond mere numerical sorting.  A complicating factor in the use of expert judgment is the definition and identification of true “experts.”  In the post 9/11 environment, there appear to be many “terrorism experts,” ready and willing to express their views on the topic.  What exactly qualifies them as experts may be subject to debate.

Step 5: Analyze the risks from each hazard

Hazard risk analysis is accomplished in the next two steps. Hazards are considered individually during the earlier steps of the HRM process, and the risk (probability and consequences) of each hazard is compared only at a very macro level.  The final analysis step of the HRM process should allow decision makers to look across all hazards to identify components of hazard risk that are common to multiple hazards.  At this point, the components of risk refer to the consequences of an event resulting from the occurrence of a hazard. This approach promotes the identification of options that reduce or eliminate components of risk from multiple hazards through a single intervention (see Step 6) and therefore supports the most effective and efficient allocation of resources to HRM.  

Hazards risk analysis strategy: To accomplish this, the components (consequences) of risk from each hazard should be “decomposed” into significant elements that can be compared and/or grouped across the range of identified hazards.  A relatively common grouping of hazard risk consequences is in the categories of human, property and operations consequences.  The groupings should refer to the processes and resources that are disrupted (i.e., so that they can later be grouped across hazards according to the “all-hazard” processes and resources that are affected).  For example, a generic organization experiencing a hurricane would expect to experience consequences in each category with specific consequences that impact the resources and operational processes of the organization.  The specific consequences and disruptions could include: 

· Human Consequences:

· Inability for staff to reach, or remain at work: child/elder care responsibilities, transportation disruption, concern about personal property, loss of personal property, and others.

· Injury/death to staff (at work or at home) and customers/clients/guests within the facility due to high winds and debris causing window/door glass failure. 

· Property consequences:

· Flooding, roof failures, and other water effects.

· Wind and debris damage to buildings, outside equipment, vehicles, and other property on facility premises.

· Storm surge effects if relevant.

· Maintenance problems due to failure of personnel to report for work.

· Operational consequences:

· Inability to provide products and/or services. 

· Inability to meet contractual agreements.

· Interruption of cash flow.

· Damage to reputation.  

Categorizing the hazard risk: For each significant hazard, the hazard risk is analyzed, decomposed into elements, and grouped in a format that will allow like elements to be identified across all hazards.

Step 6: Group and prioritize the hazard risks and consider risk management interventions
This step completes the hazards risk analysis by sorting and comparing the hazard risk elements determined in Step 5.

Grouping and prioritizing strategy: It is very likely that some identical hazard risk elements (defined in step 5) will be present in a wide range of hazards that cross the natural, technological, and intentional hazard categories.  For example, nearby hazardous materials releases with explosive potential (technological or intentional), an approaching tornado (natural), and a realistic truck bomb threat (intentional) all expose an organization’s employees, staff and guests to injury and death due to the physical damage to the building unless prevented/mitigated by structural measures, immediate protective actions, and the availability of an emergency response capability.  Guarding against this hazard risk element (injury and death) would be prioritized with other hazard risk elements according to a prioritization scheme which generally places life and safety issues first with property protection and continuity of operations as lower priorities. 

Consider hazard risk element interventions: The individual hazard risk elements are further analyzed to develop potential interventions for consideration in the development of formal hazard mitigation and preparedness plans.  Following from the above example some potential interventions could include: 

· Mitigation/prevention interventions to reduce the risk of injury or death by reducing the likelihood of physical damage to the building: 

· Structural measures to increase the strength of the building.

· Removing windows.

· Covering windows with protective coatings.

· Relocating personnel work spaces away from outer walls.

· Standoff barriers to keep vehicular traffic away from the building’s perimeter.

· Building security measures to check vehicles entering the parking area.

· Mitigation/consequence management preparedness interventions to reduce the risk of injury or death by reducing the consequences of physical damage to the building: 

· Emergency action plans covering sheltering in place and evacuation.

· Communication capabilities (e.g. general announcement, alarms, computer alert) that deliver relevant and actionable information to building occupants.

· Communication capabilities that receive and deliver relevant and actionable information from and to outside public safety organizations. 

· Awareness, training and exercises.

· Internal emergency response organization and capability.

· Mutual aid agreements with other organizations/communities. 

· Coordination with public safety organizations.

If the identified interventions are applicable across multiple hazards, this may prompt further grouping of risk elements.  At this step in the process, the risk elements are grouped together. Selection of interventions for implementation, however, is an activity that occurs later, during formal Emergency Management planning.  Consideration of potential interventions is used only to prompt the grouping of risk elements in a manner where they may be addressed through economy of scale or in a manner that provides greater benefit than if each element is individually addressed.   

Obviously, each potential intervention has resource implications (costs – both tangible and intangible) which must be considered in the context of contribution (benefits) to the HRM goals and objectives.   In general, costs, particular monetary and time costs, are easy to quantify.  However, intangible costs such as reduced employee morale, decreased accessibility to a building for employees, customers and guests, disruption of previous policies and procedures, etc. may be significant and should not be ignored.  Actual benefits derived from risk interventions are much more difficult to identify and quantify.  Particularly, in the absence of a hazard event, benefits may be largely invisible to decision makers who must allocate limited resources to multiple organizational/community priorities that may have little or nothing to do with HRM.  

Clearly, some of the preparedness interventions such as planning, awareness, training, exercising,  coordination and mutual aid are of relatively low cost, can be implemented easily, and provide some contributions to achieving HRM goals and objectives.  Others, such as internal and external communication and the development of internal response organization and capability have higher costs, but are recognized as applicable across all hazards, and as such, may be judged as cost effective. 

An Example Application of the HRM Process

Overview

An example of processing an identified hazard through the six-step HRM process may serve to illustrate the value of this approach.  The organization/community selected for this example is a fictional private urban university which is both an organization (a not-for-profit business) and a distinct community within the larger urban city community (8,000 resident students, 12,000 non resident students, 8,000 faculty and staff, and a capital plant valued in excess of one billion dollars).  The university can be impacted across the spectrum of hazard categories (Natural, technological, and intentional) as described in step 2 of the HRM process.  One identified hazard, civil strife, is selected for this example.  The University is located in proximity to highly visible and controversial organizations/entities that are subject to protest events coinciding with scheduled and widely publicized meetings.  Previous protest events have been marked by violence, injuries, property damage, disruption of local transportation, restricted access to areas of the community, and arrests of protesters and by standers.  

Step 1: Establish the context

Organizational/community context:  The university’s context is described in terms of its stated strategic goals and objectives.

A review of the university’s strategic plan provides the overall goal of “Providing a safe and supportive environment for students, staff and faculty to pursue education, research, personal and professional growth.” Supporting this goal are specific objectives:

1. Maintaining the safety and well being of all members of the university’s community.

2. Protecting the physical and intellectual property of the university.

3. Maintaining continuity of essential university operations as safe and practical following disruption.

4. Preserving the university’s reputation as a high quality institution of higher learning.

5. Supporting the surrounding community and the overall urban community as a good neighbor. 

For any and all hazards, the university is focused on the above listed objectives in the order of priority as listed.  The highest priority is to afford protection for all members of the university community.  The HRM process should look across all of the phases of Comprehensive Emergency Management (Mitigation, Preparedness, Response and Recovery) to assess, and analyze the risks and to identify possible risk management interventions for the university’s leadership consideration.  The safety and well being of community members demands a primary focus on mitigation (prevention and consequence management) interventions. 

The university’s physical location, legal and moral roles, responsibilities and authority determine the scope and constraints of the HRM effort. For the example hazard, civil strife, reduction of risk to a zero level is not obtainable short of removing the hazard, prohibiting the members of the university community from coming into any contact with the hazard, and/or cordoning the university off from the hazard.  None of these measures are possible due to the physical setting of the university, the commitment of the university to academic and intellectual freedom, and the rights of the university and surrounding community members.  Therefore, there is some level of risk associated with the example hazard and the university can employ the HRM process to establish an acceptable level of risk and identify the potential interventions to be considered for implementation.
Stakeholder Involvement:  Stakeholders include representatives of: the university’s student body (all categories of students including resident and nonresident and undergraduate and graduate), faculty, staff, students’ parent groups, alumni, police, fire department, urban government authorities, surrounding communities, other area universities, etc. The level of involvement of each stakeholder group depends on the nature of the identified hazards as the HRM process proceeds. For the example hazard, all of these stakeholders have some level of involvement with public safety and urban government authorities the primary source of relevant information and required coordination. 

Objectives: Establishing the specific objectives for the HRM process follows from defining the organizational/community context, and the involvement of the appropriate stakeholders.  

Step 2: Identify the hazards

This component involves the listing of all possible hazard types that could significantly impact the organization/community.  For this example, civil strife is identified as a primary hazard.  A comprehensive hazard identification strategy extending beyond this example would include research, expert consultation, and stakeholder input and review to identify all hazards that may impact the university as an organization and as a community.
Step 3: Assess the hazard risk

 Identified hazards are considered individually to determine their probability and impact for the purpose of assigning a level of risk.  

Hazard risk assessment strategy: For the example hazard, the assigned probability is very high and approaching certainty based upon the projected schedule for meetings in the future and the history of demonstrations for past meetings. On a numerical scale of 1 to 5 of probability ranging from highly unlikely (rating of 1) to almost certain (rating of 5), the example hazard would be assigned a probability rating of 5. 

Revisiting the university’s strategic objectives identified in step 1, the consequences of civil strife can have significant immediate and long term consequences impacting each of the objectives.  Members of the university community may be injured, university physical property may be damaged and university operations may be disrupted.  Based upon these consequences and the university’s perceived actions across the phases of Comprehensive Emergency Management, the university’s reputation and  stature in the larger community may be damaged impacting future enrollments, faculty recruitment and retention, and research funding.  For these reasons, the consequences of civil strife are assigned a rating of 5 on a numerical scale from minimal (rating of 1) to significant (rating of 5).

  These ratings are combined by a selected mathematical algorithm (usually multiplying or adding) to establish the relative level of hazard risk between the identified hazards for further sorting.  In this example any method of combining the probability and consequences would lead to a determination that civil strife poses a high level of hazard risk to the university. 
Step 4: Sort the hazards by risk magnitude

During this step a relative level of importance is assigned to each hazard risk value determined in Step 3 for the purpose of placing each hazard risk in the context of the overall cohort of the identified hazard risks.  The numeric ratings of probability and consequence and their combination are subject to uncertainties and potential rating bias.  For that reason the hazards risks should be sorted into general categories such as low, moderate and high risk.  The civil strife hazard would obviously be placed in the high risk category while other hazards such as a hurricane might be placed in the moderate risk category and an accidental spill of a toxic chemical in the low risk category. 
In addition to sorting by mathematical ratings, expert judgment should be applied to the sorting process to account for the dynamic nature of hazard risk and specific intelligence related to the probability and/or consequences of the hazard risk.  In this example, the meetings resulting in demonstrations are scheduled for specific dates, and outside of those dates the probability of civil strife declines to an unlikely or highly unlikely level.  Additionally, intelligence may indicate changes in the size and motivation of the demonstrations for different meetings which could change the consequences rating.  These considerations can and should rearrange the sorting of hazard risk based upon the current situation and the available information.

Step 5: Analyze the risks from each hazard

In this and the following step, each hazard risk is considered in the context of all identified hazard risks to determine commonalities across multiple hazards. For the example of civil strife the components (consequences) of the hazard risk are decomposed into significant elements that can be compared and/or grouped across the range of identified hazards.  Considering human, property, and operations consequences civil strife could result in the following:  

· Human Consequences:

· Injury/death to students, faculty, staff, visitors, transients at the site of the demonstrations and within the confines of the university due to localized or spreading violence.

· Detention/incarceration of students, faculty and staff in the proximity of demonstrations.

· Inability of students, faculty and staff to reach, or remain at the university due to transportation disruptions or physical security measures.

· Property consequences:

· Damage to university buildings from the outside due to vandalism.

· Damage to university buildings from the inside due to access to the buildings and vandalism. 

· Damage to other university property such as buses, signage, and outside areas due to vandalism.

· Maintenance problems due to inability of personnel to report for work.

· Operational consequences:

· Inability to conduct classes. 

· Inability to conduct scheduled events. 

· Inability to receive and/or ship supplies. 

· Damage to reputation.  

Step 6: Group and prioritize the hazard risks and consider risk management interventions
For each significant hazard, the decomposed hazard risk elements are grouped in a format that will allow like elements to be identified across all hazards. For example, a hurricane would share many similar hazard risk elements with civil strife such as the potential for injury/death, inability to reach or remain at the university, damage to university buildings and property, inability to conduct classes, conduct scheduled events and receive and/or ship supplies.

Grouping and prioritizing strategy:   The grouped hazard risk elements are then prioritized with life and safety issues first with property protection and continuity of operations as lower priorities.

Consider hazard risk element interventions: The individual hazard risk elements are further analyzed to develop potential interventions for consideration in the development of formal hazard mitigation, preparedness, response and recovery plans.  For the civil strife hazard example some (for the sake of this example the list of interventions is not intended to be exhaustive) potential interventions include: 

· Mitigation 
· Establishing policy that prohibits university community members from entering specified areas where civil strife is expected.

· Cordoning off the university area with police enforcement.

· Limiting access to university buildings (dorms, classroom and office buildings, and administrative buildings) to only university community members with valid identification cards).

· Closing common buildings that are normally open to the public (student union, food courts, and athletic venues).

· Implementation of instant messaging technologies for connectivity with all university community members.

· Training/education for university community members on the nature of the hazard.

· Information and updates passed to university community members and stakeholder groups (particularly the parents of resident students) encouraging hazard avoidance and what to do if involved in the consequences of the hazard. 

· Shutting down university operations during the expected period of the civil strife.

· Preparedness 

· Review of mitigation, preparedness, response and recovery plans.

· Training for personnel with mitigation, preparedness, response and recovery responsibilities.

· Liaison with public safety agencies and community emergency management agencies.

· Information updates to all university community members and stakeholders as appropriate.

· Increased medical response capabilities on campus.

· Increased police patrols on campus.

· Increase levels of essential supplies (food, water, medical). 

· Response 

· Activate the university emergency response organization and plans.

· Continue information updates to all university community members and stakeholders as appropriate.

· Shut down university operations consistent with the situation.

· Recovery
· Resume operations as the situation permits.

· Assess and deal with the consequences of the event.

· Provide counseling services for university community members as needed.

· Communicate with all university community members and stakeholders as appropriate.

· Conduct an after event review to capture lessons learned and to identify corrective actions.

· Review and revise all emergency management related plans, policies and procedures based upon the after event review. 

Obviously many of the potential interventions such as planning, community wide training and education, passing information, instant messaging technologies, liaison with public safety and emergency management agencies,  etc. are applicable across all categories of hazards and should be considered in the context of this wide spread utility.  Other interventions such as shutting down operations, increased police presence, increased medical response capabilities, increased university building security, etc. may be particular to the specific hazard or a limited group of hazards.  Some interventions such as prohibiting university community members from being in the area of the civil strife and cordoning off the university may be highly effective for hazard risk deduction processes, but are not feasible within the scope and constraints of the HRM effort as described in step 1. 


This concludes the specific steps of the HRM process.  The outputs of the process including the hazard risk groupings and priorities and potential interventions are communicated to the university’s decision makers for their consideration in determining what can and will be done to manage hazard risks.  The HRM outputs are an essential input to informed decision making that attempts to balance safety and security expenditures with the myriad challenges, requirements and opportunities facing the university.
The application of the Hazards Risk Management process as the foundation of Comprehensive Risk Management

The true measure of utility and success of the HRM process is its application to informing decisions within the organization’s/community’s overall Emergency Management program.  The HRM process serves to identify hazard risk management interventions across the phases of Comprehensive Emergency Management: mitigation, preparedness, response, and recovery.  From that point on it is up to the decision makers to answer the last of the HRM framing questions to decide what combination of risk management interventions (controls/countermeasures) make sense (economic, social, political, legal) for their organization/community?  As stressed throughout this chapter, HRM as a process and its component steps are not the sole input to answering this question.  They are just one input to informed decision making that attempts to balance safety and security expenditures with the myriad challenges, requirements and opportunities facing all organizations and communities. 

DISCUSSION QUESTIONS

What is the real value of the Hazards Risk Management process to you as an individual and as a member of an organization and/or community?

What are the measures of success of the Hazards Risk Management process?

As quoted form the 1989 National Research Council report Improving Risk Communication: “Risk communication is a process, the success of which is measured by “the extent that it, first, improves or increases the base of information that decision makers use, be they government officials, industry managers, or individual citizens, and second, satisfies those involved that they are adequately informed within the limits of available knowledge.” Do you agree with this statement, particularly as it applies to risk communication in the post 9/11 environment? Do you feel that the risk information available to you in the context of your personal and professional related responsibilities is adequate?

How could you increase your involvement in the HRM process for your organization/community?

APPLICATIONS

Consider an organization you are affiliated with or your community (local, state or Federal) and apply the HRM process to identify hazard risk management interventions that should be considered.  To assist in following the HRM process, answer the following questions. 

1. Are there non-risk specific considerations (economic, social, political, legal) that should be considered when setting goals and objectives for Hazards Risk Management?

2. What are the goals and objectives for the Hazards Risk Management process?

3. Who are the stakeholders that should be included in the Hazards Risk Management Process? Are there varying levels of inclusion for different stakeholders?

4. What is an acceptable level of risk? and, Who determines what is an acceptable level of risk?

5. What sources of information would you consult to identify the hazards that may directly or indirectly impact your organization/community?

6.  How would you assess (quantify) the risk of the hazards identified? How would you sort the hazards by the risk magnitude? – Based upon your personal knowledge of your organization/community, and available information (e.g. information from your local/state emergency management agency Web Sites) assess representative hazards by their probability and consequences. 

7. How would you analyze the hazard risk from the identified, assessed and sorted hazards? - 

8. How would you group and prioritize the hazard risk from the identified, assessed, sorted, and analyzed hazards?

9. How would you present (communicate) the results of the HRM process to stakeholders and decision makers.

WEB SITES

Department of Homeland Security: http://www.dhs.gov/index.shtm   

Department of Veterans Affairs: Emergency Management (EM) Principles and Practices for Healthcare Systems: http://www1.va.gov/emshg/page.cfm?pg=122 

Emergency Management Australia: http://www.ema.gov.au/
Federal Emergency Management Agency: http://www.fema.gov
FEMA Higher Education Project Web Site:  http://training.fema.gov/EMIWeb/edu/
FEMA State Offices and Agencies of Emergency Management: http://www.fema.gov/about/contact/statedr.shtm 

Government Accountability Office: http://www.gao.gov
Ready America: http://www.ready.gov/america/index.html 

The National Fire Protection Association: http://www.nfpa.org
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CRITICAL THINKING





Stephen Flynn in his 2004 book America the Vulnerable makes the very profound statement concerning understanding and dealing with risk in the post 9/11 environment: “What is required is that everyday citizens develop both the maturity and the willingness to invest in reasonable measures to mitigate that risk.” (Flynn, 2004, p. 64)





How do we, as everyday citizens, gain this maturity and willingness to understand the risks facing our organizations/communities and to accept as reasonable the measures taken to mitigate that risk?  What are our roles and responsibilities as members of our organizations and communities to engage in a process for managing risk and what are the roles and responsibilities of our organizational and community leaders to include us in that process?   
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