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     Time: 1.5 hr

Learning Objectives:
4.1   Discuss steps one through five of John Laye’s ten steps for preparedness as set forth in 
  Chapters two of his book  Avoiding Disaster: How to Keep Your Business Going When
  Catastrophe Strikes. 

4.2   Discuss the content, strengths and weaknesses of various BCCM related Web Site

        resources.

4.3  Identify particularly relevant and useful BCCM related Web Sites at the federal level 

       and at your state and local level.


Scope:

The students should have selected their issue paper topic by the start of session four.  The instructor should lead a short general discussion of the topics and review the instructions for the issue paper and student presentations of their issue papers. Chapter 2 of John Laye’s book Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes was assigned as reading for this session. This chapter covers his first five steps for preparedness (steps six through ten and are covered in chapter three assigned as reading for the next class session) and “people issue” which are the foundation of any preparedness efforts.  Chapter two, along with  its three appendices should be reviewed and discussed before moving on to the main focus of this session, BCCM resources. The instructor will lead a discussion of the student critiques of the BCCM related Web Sites that they have researched as homework. Each student will be required to comment on their research and critique of one or more Web Sites. The class discussion of the student critiques should assist the students in identifying resources that will assist them in authoring their issue paper and course paper.  The instructor should provide the requirements and instructions for the course paper at the conclusion of this session (handout detailing the requirements and instructions for the course paper included with this session).


Readings:

Student Reading: 

Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. Chapters 2. 
Instructor References/Reading:
Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. Chapters 2. 

General Requirements: 

Power Point slides are provided for the instructor’s use if desired. 
The instructor should lead a short general discussion of the topics and review the instructions for the issue paper and student presentations of their issue papers. 

The instructor should provide the requirements and instructions for the course paper at the conclusion of this session (handout detailing the requirements and instructions for the course paper included with this session)
It is recommended that the instructor have access to the Internet and a means of projecting material from the Internet to facilitate the discussion of BCCM Web Sites and instructor selected Web Sites.

Objective 4.1: Discuss steps one through five of John Laye’s ten steps for preparedness as set forth in  Chapters two of his book  Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. 
Requirements: 

The content should be presented by lecture with time allocated for discussion as necessary.

Remarks:

I. Review of Chapter Two of John Laye’s text  Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. (Power Point slide 4 – 2)
A. Step 1: Project Initiation.  Laye terms this step as a project which connotes an effort with a defined start and end. In reality BCCM is a program which is ongoing and cyclical requiring testing, training and exercising and continuous review and improvement to reflect the changing internal and external environments facing an organization. As the students read through Laye’s text they will see that he is actually referring to a program and not just a one time program.
Possible Discussion Questions
What are the barriers to obtaining top level support (a champion) for starting a BCCM program?

What can be done to overcome these barriers?
1. A BCCM program needs a champion to provide visible support in words, in example, and in resources.  Making the case for a BCCM program and initiating a program is the topic of Session five. At this point, it is sufficient to say that without the demonstrated support of leadership, a BCCM program is generally doomed before it starts.  A review of BCCM related conferences and commercial courses almost universally includes one or more sessions on obtaining and maintaining the support of organizational leaders.  Despite the myriad motivators for a BCCM program that will be discussed in Session five, a comprehensive BCCM program can still be a low priority for many businesses.
2. The program requires a specific goal that is clearly stated, distributed and understood throughout the organization.  Goals will be different between different organizations, but each should capture the essence of the definition of BCCM as presented in the previous two sessions: A program that provides the focus and guidance for the decisions and actions necessary for a business to prevent, mitigate, prepare for, respond to, resume, recover, restore and transition from a disruptive (crisis) event in a manner consistent with its strategic objectives.
3. Specific objectives tied the component functions and sub-functions of the BCCM framework should also be clearly stated and distributed throughout the organization.  The objectives need to be tied back to the overall program goal, realistic and allow for their evaluation to determine if they are being accomplished or are in need of revision.

B. Step 2: Risk Assessment.  This topic will receive much more extensive coverage during the class sessions on risk management.  It should be stressed that the assessment of risk is a necessary component of the overall risk management process, but in itself it does not necessarily guide decision making related to risk management.  Risk assessment is merely one input to decision making in support of a BCCM program.
1. Laye’s process for conducting a risk assessment starts with a threat evaluation.  This can also be termed hazard identification since threats, particularly those associated with intentional acts, are based upon multiple components including capability, intent and history.  At this point the primary focus should be on identifying those hazards which have the potential to disrupt an organization’s operations and/or have the potential to harm people and/or property. 
2. Appendix A to Chapter two provides a list of possible “Threats – Hazards.”

Possible Discussion Question
Which of the listed “Threats – Hazards” are applicable to your University?

What other sources could you use to identify the “Threats – Hazards” that are applicable to your University?

3. The next task in the assessment process is to determine the frequency and magnitude (or likelihood and consequences) of each “threat-hazard” to develop a set of descriptive scenarios which are used to focus attention and planning efforts on selected disruptive events.  A small set of scenarios can cover a relatively complete range of consequences that can impact an organization from “all hazards.”
4. Scenario based planning is one approach to BCCM preparedness, mitigation, response and recovery decisions and planning.  Other approaches will be presented in the risk management sessions of the course. 

C. Step 3: Business Impact Analysis. As Laye states, Business Impact Analysis (BIA) is the third stage of risk assessment. Essentially, the BIA looks at the identified “threats – hazards” as included in the selected scenarios to determine the impact on the overall business and the business functions and processes necessary for a business to deliver its services and/or products to its customers. 
1. Appendix A to Chapter four of Laye’s book lists several types and examples of business impacts including: Human factor impacts; Environmental impacts; Damaged image or public confidence; Political consequences; Functional impairments;  Legal consequences; and Physical damage and destruction.  All of these categories of impacts are important in determining the total impact on the business and the development of risk management strategies based upon informed risk based decisions.
2. The BCCM framework for this course includes an intermediary stage of Business Area Analysis (BAA) before the BIA. The BAA is a continuous effort to understand all business functions and processes, the interdependencies between them and their criticality to survival and profitability of the business.  BAA is part of the risk management function, but it also is just a good management practice for any and all businesses. BAA will be described in greater detail in the risk management sessions of the course.

3. Scenario based planning is a widely accepted method for mitigation, preparedness, response and recovery.  It must be cautioned, however, that scenarios must be realistic and plausible or they can be dismissed.  It must also be cautioned that worst case scenarios--the proverbial smoking hole in the ground-- with large  numbers of casualties and physical destruction can overwhelm decision makers and lead to a feeling of hopelessness and inaction.  More on this in the course session on planning.
D. Step 4: Business Continuity Strategies.  Laye proposes three strategies: Continuous operation; Rapid restoration; and Recovery.  Placing business functions and processes into one of these three categories for planning and resource allocation is a very common approach.

1. Placing the business functions and processes in one of these strategy categories follows from the hard work accomplished in the previous three steps.  There are recovery time objectives (the time requirement for resumption) and recovery point objectives (the point of electronic data/information recovery) associated with each strategy.  
2. The business impacts mentioned in step 3 are a primary factors in determining the priorities for business resumption, recovery, restoration and transition. 

E. Step 5: Emergency Response.  Every organization requires an organic capability for responding to emergencies.  These capabilities can span the spectrum from immediate evacuation or shelter in place while awaiting outside assistance from outside responders, to a very robust capability to deal with medical and physical damage situations.  There is no one size that fits all organizations and basic common sense must prevail.

1. Laye recommends some form of Emergency Response Team (ERT) and Appendix B to chapter two provides recommended ERT training.  Appendix C includes a recommended list of ERT equipment and supplies. This recommended training is caveated with the observation that one needs to “recognize that your skills are overmatched.” The required equipment and supplies follow from the decided structure and roles of the ERT.
2. Emergency response skills require extensive initial and ongoing training and exercising.   In the absence of this training and exercising, emergency response operations are best left to professional responders
3. Any emergency response training and exercising should keep in mind the priorities of emergency response: (Power Point slide 4 – 3)
a. Personnel life and safety issues
b. Damage control to minimize additional damage
c. Primary notification of leadership and decision makers
d. Damage assessment
e. Determine the necessary response 
f. Mobilize personnel and resources according to the established plans 

4. This topic will be expanded upon in the course session on planning.
5. Step 5 also includes a discussion of organizing for response.  Laye proposes an Incident Command System structure or as an alternative, one building upon existing organizational management structures with central leadership.  This topic will be covered in the class session on incident response.  At this point it is necessary to stress the point that the chosen management structure requires careful selection of personnel and extensive training and exercising if the management structure is to rise to the occasion and support the prior mentioned priorities.

Supplemental Considerations

None

Objective 4.2: Discuss the content, strengths and weaknesses of various BCCM related Web Site resources.

Requirements: 
The students should submit their written summaries and critiques to the instructor and retain a copy for their presentation and discussion.
The instructor should establish the guidelines for the students to present and discuss their research on their selected BCCM related Web Site resources. 

Remarks:
I. General

A. Each student should be given the opportunity to present their summary and critique of at least one Web Site to the class.
B. Presentations should be followed by discussions and the students should be encouraged to comment on the applicability of the Web Site to the course in general and to value of various sites tom their research for their issue papers. 
Supplemental Considerations:

Experience with this process has shown this activity to be very instructive and even fun.  A recommended process is to have a student present her/his research on Web Site and to then ask other students who have accessed the same Site to provide their comments.  If no other students have accessed that Site then just move on to the next student.  The instructor should keep track of the identified Sites and add the best ones to the list of Sites for future semesters.  The instructor may also consider having Internet access and projecting particularly interesting sites for all of the students to see.

Objective 4.3: Identify particularly relevant and useful BCCM related Web Sites at the federal level and at your state, local and university level.

Requirements: 

The instructor should research, present (project) and lead a discussion of particularly relevant BCCM related Web Sites to complement the students’ research, presentations and discussions. .
Remarks:

None

Supplemental Considerations:
Numerous resources are available from all levels of government, universities and the private sector.  The following are some examples that can shown to the students and can lead to productive discussions
http://www.ready.gov and link to Business - General readiness 

http://www.oregon.gov/DAS/EISPD/BCP/ - State of Oregon: Enterprise Business Continuity Web Site

http://www.seattle.gov/projectimpact/ Seattle Project Impact: Building a Disaster Resistant Community

http://www.washington.edu/emergency/  University of Washington Emergency Management
http://www.continuitycentral.com/ - Continuity Central with links to numerous resources and BC tools

Student Reading for class Session five
Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. Chapter 3. 
Rothstein, Philip Jan. (1996). Pitching Preparedness. Retrieved August 5, 2008 at:   http://www.rothstein.com/articles/pitching.html  Originally published March/April 1996 Contingency Planning and Management Magazine.
. 
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