Session No. 17

Course Title: Business Crisis and Continuity Management
Session 17: The Emergency Operations Center and the Crisis Management Team

Time: 1.5 hrs

Objectives:

17.1
Discuss the purpose of the Crisis Management function as a component of a 

comprehensive BCCM program and apply the purpose of Crisis Management to two case studies.

17.2
Describe the six stages of crisis management (and business continuity) included in Norman Augustine’s 1995 Harvard Business Review article “Managing the Crisis you Tried to Prevent.” 

17.3
Discuss the purpose, composition, and membership characteristics of a generic crisis management team (CMT). 

17.4     Describe the purpose of and general requirements for establishing and maintaining an Emergency Operations Center (EOC) to support the CMT.

Scope:

This session provides a review of the pre crisis functions of risk management, business contingency planning, and awareness, training and exercises and provides a segue into the functions necessary during and after an actual crisis. The 1995 Harvard Business Review article “Managing the Crisis you Tried to Prevent,” by Norman R. Augustine, presents six stages of crisis management (and business continuity) and is used as a guide for the instructor’s presentation and class discussion. A second article, “Management of a Crisis,” by M.E. Gilbert in the U.S. Coast Guard’s Commandant’s Bulletin, provides another pragmatic description of crisis management and is included in electronic form for distribution to the students for reading and discussion during the next session. Particular attention is focused on the CMT’s composition, with research findings (Greening and Johnson 1997) concerning the heterogeneity of CMTs with respect to functional background, educational background, age, and tenure.  The session concludes with a description of the purpose and requirements for establishing and equipping an Emergency Operations Center (EOC) which can be essential to the management of a crisis.

Readings:

Student Reading:

Augustine, Norman R. 1995. Managing the Crisis you tried to Prevent. Harvard Business Review on Crisis Management. (1995) Harvard Business School Press. Boston, MA. pp 1 – 32.
Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. pp. 43 – 57 and 80 – 92. – Previous reading assignment to be reviewed.
Instructor Reading:

Augustine, Norman R. 1995. Managing the Crisis you tried to Prevent. Harvard Business Review on Crisis Management. (1995) Harvard Business School Press. Boston, MA. pp 1 – 32.
Barton, Laurence. 1993. Crisis in Organizations: Managing and Communicating in the Heat of Chaos. Cincinnati, OH: South-Western Publishing Co. Pages 171–175.

Fink, Steven. 1986. Crisis Management: Planning for the Inevitable. New York: Amacom. Introduction and chapter 1, pages 1–14.

Gioia, Dennis A. 1992. “Pinto Fires and Personal Ethics: A Script Analysis of Missed Opportunities.” Journal of Business Ethics. Vol. 11. Pages 379–389.

Greening, Daniel W., and Johnson, Richard A. 1997. “Managing Industrial and Environmental Crises.” Business and Society. Vol. 36, No. 4. Pages 334–361.

Laye, J. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes. Hoboken, NJ. John Wiley and Sons, Inc. pp. 43 – 57 and 80 – 92. – Previous reading assignment to be reviewed.
Lerbinger, Otto. 1997. The Crisis Manager – Facing Risk and Responsibility. Mahwah, NJ: Lawrence Erlbaum Associates. Pages 37, 38.

Murray, Eileen, and Shoen, Saundra. 1992. “Lessons from the Tylenol Tragedy on Surviving a Corporate Crisis.” Medical Marketing and Media. Vol. 27, No. 2. Pages 14–19.

Serina, Deborah, and Coleman, Paul. 1997. “The 21st Century Operations Center.” Disaster Recovery Journal [on-line]. Vol. 10, No. 4. five pages. Accessed February 21, 2009 at:  http://www.drj.com/articles/fal97/serina.htm . 

General Requirements:

Power Point slides are provided for the Instructor’s use if desired.

The Supplemental Considerations sections contain additional reference material which may be used to supplement the material provided in this Instructor’s Guide.

Objective 17.1: Discuss the purpose of the Crisis Management function as a component of a comprehensive BCCM program and apply the purpose of Crisis Management to two case studies.
Requirements:

Present the material with lecture and discussion as necessary.

Remarks:

I. Crisis Management and introduction.
A. To this point the emphasis has been placed on the predominantly pre crisis functions of risk management, business contingency planning, and awareness, training and exercises. 

B. These functions are linked in a generally sequential fashion (at any point it may be necessary to revisit earlier functions as new information/experience is assimilated – e.g., lessons learned from awareness, training and exercises and/or actual crisis events may necessitate changes to the risk management strategy, contingency plans, and future awareness, training and exercises) and are also linked to the  continuous, crisis and post crisis functions that will be covered in the next few sessions (Power Point slide 17 - 2). 

1.
Prior to embarking on the material covering the Crisis Management and Crisis Communication (continuous functions) the basic definitions of a Crisis, Crisis Management and Crisis Communication as BCCM functions should be reviewed and relevant points emphasized.

a.
Crisis - A major event that has potentially negative results.  The event and its aftermath may significantly damage a business and its employees, products, services, financial condition, and reputation.  Handled properly, a crisis may provide opportunities for organizational learning, competitive advantage and strategic improvement. (Power Point slide 17 - 3)

b.  Crisis Management – The coordination of efforts to control a crisis event 
     consistent with strategic goals of an organization. Although generally
     associated with response, recovery and resumption operations during and 
     following a crisis event, crisis management responsibilities extend to pre-event
     mitigation, prevention and preparedness and post event restoration and 
     transition. (Power Point slide 17 – 4)
c.  Crisis Communication – All means of communication, both internal and 
     external to an organization, designed and delivered to support the Crisis 
     Management function. (Power Point slide 17 – 5)

C. The key to the linkage of all BCCM program functions is the Crisis Management function and the employment of the Crisis Management Team that transcend the pre- crisis event, event, and post-event time periods. 

1. Essential to each function are top-level management understanding, support, and decisions. The crisis management team (CMT) is a conduit for providing this necessary top-level management support and involvement.

2. Composition, characteristics, and decision making within and by the CMT will be covered later in this session and the next session.

3.
It must be emphasized that Crisis Management and the employment of the Crisis

      Management Team is not just associated with physical events (although they 
      may well be associated with physical events that generate a crisis) and the 
      resulting emergency response and recovery (Incident Management, Incident 
      Response, Business Continuity, Restoration and Recovery functions) as will 
      illustrated in the following two examples which are generally viewed as the two 
      most famous examples of poor and effective Crisis Management.
II.
Crisis Management examples

A.   Before going into the examples, Power Point slide 17 -6 provides a series of 

                   questions that an businesses’ leaders should consider prior to, during and in the 

                   aftermath of experiencing a crisis.  The students should keep these questions in 
                   mind during the discussion of the following two examples. The proposed questions 
                   are:



1.
When did you have an inkling that there was a critical defect or  something 
                        wrong in your system organization, product or service?


2.
 If you did not know that something was wrong, why not?


3.
What, if anything, did you do about it?

4.
  If you did not do anything about it, why not?


5.
If you had know beforehand that such a crisis was possible, what could you have 

                 

done? 

III.
Pinto case study (factual information extracted from the article by Gioia
).

A. Background. 

1. Pinto was introduced in 1970 as the 2000:2000 concept – a car that weighed 2,000 pounds and would sell for $2,000. These upper limits of weight and cost were reflected in design decisions contributing to the construction of an inherently unsafe automobile. (Power Point slide 17 – 7)
2. The design and production time was cut from an industry average of 43 months to 25 months in order to get the product in the market as soon as possible.

3. Design defects, upheld in court decisions, included a gas tank of very thin metal that in a rear end collision could sandwich between the rear bumper and axle and rupture, making the vehicle susceptible to fires.

4. More than 50 deaths of drivers and/or passengers due to fires were attributed to the design defects and over 100 lawsuits were filed against Ford.

5. From the court cases, it was discovered that Ford was aware of the design problems before the Pinto was introduced to the market. (Ford was in compliance with the pre-1976 Federal Motor Vehicle Safety Standards for gas tanks. New standards which the Pinto did not comply with were proposed in 1968, but were not adopted until 1976 due to automotive manufacturers’ opposition.) But the company had made an economic decision (a risk cost/benefit informed decision) not to correct the defect during production or through voluntary product recall. 

a. An internal Ford memorandum, revealed in subsequent court cases, contained the economic calculations (cost/benefit) used by Ford in their decision making. 
b. The calculations as presented by Gioia were: The cost to repair the 12.5 million vehicles with Pinto-like gas tanks was projected at $137 million ($11 per vehicle) while it was estimated that court cases would cost about $50 million ((180 deaths x $200,000/per death) + (180 burn injuries x  $67,000/burn injury) + (2,100 burned cars x $700/car) = $49.5 million). (Power Point slide 17 – 8) 

c. The figure of $200,000 per death was the commonly accepted automotive industry figure in the early 1970s. Gioia attributes the economic calculations and the $200,000 figure to a 1997 article by M. Dowie.
  Dowie states in his article, “A 1972 report of the National Highway Traffic Safety Association (NHTSA) decided that a human life was worth $200,725 (the cost to society every time someone is killed in a car accident), and the figure was rounded off to $200,000 by Ford.” Additionally, Dowie’s article presents a breakdown of the various costs and considerations used by NHTSA to establish the $200,725 figure. (Power Point slide 17 – 9)
6. The impact on Ford.
a. A 1978 California jury awarded a record-breaking settlement of $125 million in a lawsuit tied to a Pinto accident. 

b. In a 1978 Indiana case, a grand jury indicted Ford on charges of reckless homicide in a case involving the deaths of three teenagers who died in a fire when their 1973 Pinto was struck in the rear. The jury ultimately found in favor of Ford, but significant and lasting public relations problems resulted for Ford.

c. Between 1977 and 1980 Pinto’s market share had decreased by almost 60%, and in 1978, 2 million pre-1977 Pintos were ordered recalled by NTHSA. In 1980, Ford decided to withdraw Pinto from the market.  Referring back to the central strategic goal of a business to survive and make a reasonable profit (economic viability) discussed in Session 12, it can be stated that Ford’s risk informed decision was not only contrary to the Pinto business line but to the overall Ford strategy.
Possible Discussion questions:
What was the crisis facing Ford?

Remember the questions, from Power Point slide 17 - 6 that will be asked of a manager when an organization is involved in a crisis. How will Ford answer these questions?

Ford made tactical decisions concerning the design of the Pinto and their reaction to the problems it caused based upon a certain economic analysis ($50 million to deal with the problem in court versus $137 million to correct the defect) which is a risk assessment. Were this economic analysis and the resulting decisions consistent with a long-term (strategic) consideration and plan of how the Pinto problems would affect the Pinto product and the economic survivability and success of Ford in general? 

If you were the head crisis management and business continuity professional for Ford, what could you have said to convince the CEO that the analysis and decisions were flawed?

IV.
Tylenol case study (factual information extracted from the article by Murray and Schoen
 
            and from Barton’s book
). 
A. Background.

1. The facts. (Power Point slide 17 – 10)
a. September 1982, Chicago, Illinois – an unknown murderer poisons Extra-Strength Tylenol capsules with cyanide, causing seven deaths and a reported 250 illnesses. The FBI declares the poisoning an act of terrorism.

b. Johnson & Johnson is determined to be blameless in the deaths and illnesses but does not undertake any public relations campaign to disclaim their culpability.
2. The response by Johnson & Johnson.

a. Instead of attempting to pass the blame, the company placed the focus on getting to the bottom of the deaths and illnesses by making public statements that they were committed to solving the crime and posting a $100,000 reward for capturing the murderer(s).

b. Consumers across the nation were alerted through the media not to consume any Tylenol product, not just capsules. All Tylenol capsules (over 31 million bottles, with a value of $100 million) were recalled. Toll-free information hotlines were established. Discount coupons for Tylenol products were widely distributed. Consumers were offered the opportunity to exchange any Tylenol capsules they had previously purchased for Tylenol tablets.

c. The company chairman appeared on nationwide TV commercials and interviews to discuss the Johnson & Johnson response. 

d. A model public relations program addressing the concerns of consumers, employees, stockholders, the media, and the government was launched.

3. The outcome. (Power Point slide 17 – 11)
a. More than 80,000 news stories appeared. Media coverage was generally very positive because of Johnson & Johnson’s forthright approach to the crisis.

b. Within two months (November 1982) Johnson & Johnson reintroduced Tylenol capsules to the market with a triple-seal, tamper-resistant package.

c. Within three months (December 1982) Tylenol tablet sales rebounded to 80% of the pre-crisis level. Within two to three years, Extra-Strength Tylenol had regained and surpassed its pre-crisis market share. 

d. Barton states that the cost of this crisis to Johnson & Johnson was between $500 million and $1 billion.

4. Additional information.
a. Johnson & Johnson had no formal crisis management plan in place at the time of the tampering incident but instead turned to its long-established company credo, “The first responsibility is to the customer,” to guide its response.

b. Some 26 plus years after the crisis, the actions of Johnson & Johnson are still held up as “the gold standard of corporate disruption response and responsibility.
 Obviously, Johnson & Johnson’s actions supported the central strategic goal of survival and economic viability for both the Tylenol product line and the entire company.
c.    The lessons learned from the Tylenol crisis did not become lessons 
       forgotten or relearned as demonstrated by Johnson and Johnson’s response 
       to the 2002 crisis involving the counterfeiting of Johnson & Johnson’s 
       anemia drug Procrit. Upon discovery of possibility of a counterfeit for Procrit
       being distributed, Johnson & Johnson withheld distribution of over $ 1 
       Billion of inventory until the problem was resolved and initiated a mass 
       communication effort to alert medical providers and customers.  Like with 
       Tylenol, Johnson & Johnson employed new technology and packaging to 
       help resolve the counterfeiting threat
. 
Possible Discussion Questions:
What crisis did Johnson & Johnson face?

Although Johnson & Johnson did not have a formal crisis management plan in place, how did their established credo serve as a plan for guiding their decisions and actions?
Was the Johnson & Johnson credo consistent with the company’s strategic goals?
Estimates of the total cost to Johnson & Johnson, for an incident in which they were held blameless, range as high as $1 billion. In the short and long terms, did the decisions to spend this amount make good business sense?

How did Johnson & Johnson’s handling of the crisis differ from the approach followed by Ford in the Pinto crisis? 
Supplemental Considerations:

The white paper, Brand Crisis Management, by Shire and Kayal for the 2006 International Trademark Association (INTA) Conference is accessible at http://www.inta.org/cmmeet/06am/cm/cm/IM50_Shire_Formatted.pdf and includes the Tylenol example along with more recent examples of failed Crisis Management and general commentary on Crisis Management and Crisis Communication.  The instructor should consider this white paper as an additional resource to supplement the class discussion of the Pinto and Tylenol crises. 
Additionally, the article The Ford Pinto Case and the Development of Auto Safety Regulations by Mathew T. Lee of the University of Delaware Department of Sociology and Criminal Justice included in the Winter 1998 Volume of Business and Economic History is accessible at: http://www.h-net.org/~business/bhcweb/publications/BEHprint/v027n2/p0390-p0401.pdf and provides additional information and ideas to supplement the class discussion. 
Objective 17.2: Describe the six stages of crisis management (and business continuity) included in Norman Augustine’s 1995 Harvard Business Review article: Managing the Crisis you Tried to Prevent.
Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:
I.
Six stages of crisis management (and business continuity) from Norman Augustine’s Harvard Business Review article Managing the Crisis you Tried to Prevent are presented as a review of what has been covered and a preview of what lies ahead.

A. As a matter of background, Norman Augustine was a past president and chief executive officer (CEO) of Lockheed Martin Corporation and lists amongst his crisis management experiences:

1. Joined LTV Corporation during the week that the CEO was ousted and bankruptcy loomed on the horizon.

2. Joined the federal government as a presidential appointee just in time to witness the president’s resignation.
3. Joined the board of a major petroleum company just before one of its processing facilities exploded.
4. Assumed chairmanship of the American Red Cross just as a series of once in a century natural disasters struck.
B. Augustine obviously has significant experience in dealing with crises within the public, private, and not-for-profit sectors. As a result of this experience he makes the observation that there is no magical 9-1-1 number to call for rescue in a time of crisis. It is up to those involved to work their way through and out of the predicament. His six stages of crisis management provide the blueprint for doing just that.

1. Stage 1: Avoiding the crisis.

a. Prevention focus and efforts occur within all pre crisis functions.

b. Within the risk management function and sub-functions, hazards are identified, risks are examined and categorized, risk controls are identified and implemented, and the internal and external environments are monitored in an effort to prevent crises before they occur.
c. As Augustine says, “In the preventive phase, the executive must try to minimize risks and to be certain that those that must be taken are commensurate with the returns expected. The risks that cannot be avoided must be properly hedged. The real problem, however, is that perfect prevention is perfectly unattainable.
”
d. Despite the most Herculean prevention efforts, there are some crises that are just not foreseen, are beyond the control of the business, or for which prevention is determined to be economically unfeasible. Thus the necessity of planning, training, and exercising.
2. Stage 2: Preparing to manage the crisis.
a. Steven Fink, in his book Crisis Management, emphasizes the necessity for crisis planning by stating, “You should view and plan for the inevitability of a crisis in much the same way you view and plan for the inevitability of death and taxes: not out of weakness and fear, but out of the strength that comes from knowing you are prepared to face life and play the hand that fate deals you.
”
b. Ask the students, Do you agree with the inevitability of a crisis? and if so, why bother with crisis prevention?

c. Developing business contingency plans, training personnel, and exercising plans are essential to adequate crisis management and business continuity preparation.

d. Augustine mentions the necessity of searching for subtleties – second-order effects – in the preparation stage. Realistic drills and exercises and open communications help in discovering such effects.

(1) As an example of a second-order effect, in the aftermath of Hurricane Andrew (1992), the telephone companies discovered that their primary shortages were not telephone line repair supplies but day care centers. With many centers and schools destroyed or closed due to lack of utilities, many telephone field workers were needed at home to care for their children or dependant adults. The telephone company eventually established its own centers and augmented the local workforce with out-of-the-area workers, but delays in resuming and restoring service were encountered – delays that could have been prevented.

(2) Ask the students, Can you think of any other second-order effects? We discussed several in the coverage of personnel concerns for establishing alternate sites. Additionally, we have discussed the problems associated with a narrow inward-looking focus on business operations when external factors such as utility disruption can totally block business resumption and recovery.

e. In summarizing this stage, Augustine includes the following as necessary preparations: establishing a crisis center (also called an Emergency Operations center (EOC), making contingency plans, selecting in advance the members of the crisis team, and providing and testing redundant communications – topics we have covered or will cover in more detail.

3. Stage 3: Recognizing the crisis.
a. Many crises are dramatic and obvious, such as a crisis arising from the damage caused by a natural disaster, the crash of an airliner, a major oil spill, a highly defective consumer product, etc.

b. Other crises build up slowly over time and/or are not perceived as doing so, thus resulting in missed opportunities to prevent their occurrence and/or lessen their impact.

c. A  proactive approach to crisis management requires internal and external organizational monitoring and signal detection for preparing, preventing, and acting in the face of a crisis.

(1) An awareness of perceptions, both internal and external to the organization, is important in defining the actual crisis (or crises) and responding appropriately.

(2) Augustine provides the case of Intel’s misguided reaction to the 1994 Pentium chip problem as an example of a crisis resulting from a lack of understanding of the public’s perception.

(a) When a professor (from outside Intel) found calculation (floating point) errors caused by the chip, Intel, convinced that the chip was infallible, politely brushed off the professor.
(b) The professor, attempting to confirm the problem, went public with his discovery via the Internet and triggered a nationwide response that was almost entirely negative towards Intel. 

(c) Intel’s reaction was to downplay the problem and release test calculations showing that the average chip user would encounter the error once every 27,000 years.
 Essentially, what it was saying was that Intel, the producer, knew what was OK for the customer better than the customer did.
(d) IBM, a Pentium user and a producer of the competing PowerChip, countered Intel’s claim by stating the errors could occur every 24 days in large spreadsheets, and suspended sales of their Pentium equipped computers. IBM also offered to replace flawed Pentium chips in IBM machines.

(e) Intel changed its position on the chip several times in the following two months, first offering to replace the chip for certain users only, then offering a “no questions asked” replacement policy, and then reverting to conditional replacement.

(f) After two months of public criticism, Intel instituted two policy changes reflecting the lessons learned from its mishandling of this crisis. It had treated it as a technological problem rather than the public relations problem it really was.

(g) Intel publicly stated that, in the case of product defects, it would refrain from making technical judgements about whether someone should know or not. From that point on, if Intel discovered a flaw, it would make a public disclosure in all instances.
 

(h) Intel also instituted a “no questions asked” replacement policy to cover the Pentium and future product flaws. 

(i) In 1997, Pentium experienced a floating point error in its Pentium II chip and held true to the two policy changes implemented from the lessons learned from the 1994–1995 crisis. 

(3) Augustine also mentions the Brent Spar controversy (Session 9) as an example of a crisis arising and escalating as a result of misreading the public’s perception. Shell considered a scientific approach and technically focused, one-way communications (messages) to be adequate and neglected the emotion-packed environmental issue.

d. Augustine cautions against tunnel vision and self-deceit in the detection and recognition of potential or actual crises. He recommends the input of multiple perspectives, including provisions for input from representatives external to the organization in crisis detection and recognition – a point that will be expanded upon in the discussion of CMT membership.

4. Stage 4: Containing the crisis.
a. During and immediately following a crisis event, rapid and tough (involving complex issues) decisions are often required to protect personnel and property and to set the stage for rapid business resumption and recovery.

b. In the absence of dumb luck, informed decisions require access to and proper consideration of clear, concise, and relevant information. 

c. Often, information and advice received from advisors can be contradictory and confusing – thus inhibiting rather than supporting sound decision-making. (More on crisis decision making in the next session.)

d. An essential element of crisis containment is effective communication (two-way exchange of information and ideas) within the organization at all levels, with external stakeholders, and the public in general (usually through the media).

(1) Crisis communication is a central theme any in many ways follows the process of risk communication as discussed in Session 9.  This topic will receive extensive coverage in later sessions.

(2) At this point, the sage advice of Augustine deserves mention and consideration. He stresses that “Credibility is far more important than legal positioning” and he prefers to “err on the side of over disclosure
” 
(3) Augustine concludes this stage with four lessons for crisis containment.

(a) First – There should be a crisis management team (CMT), led by the CEO (as will be discussed later in this session, the inclusion of the CEO as the CMT leader is not a universally accepted practice) working full time to contain the crisis. 

(b) Second – There should be a single spokesperson for dealing with the public. This spokesperson, possibly the CEO, should be fully trained and possess the interpersonal skills and manner necessary to maximize the probability of successful communications.

(c) Third – External stakeholders and people internal to the organization deserve more than receiving their information by the means used to pass information to the general public. Special attention should be focused on keeping them informed and involved.
(d) Fourth – the CMT should include a “devil’s advocate” who is not afraid to challenge the deliberations and decisions made within the CMT.

5. Stage 5: Resolving the crisis.
a. During a crisis, and in its immediate aftermath, speed is essential.

b. Primary emphasis is on life, safety, and property protection when dictated by the event, followed by business resumption and recovery and holding and regaining trust.

c. The Food Lion crisis provides an excellent example of acting quickly and decisively to resolve a crisis of consumer confidence.

(1) Following a November 1992 expose by ABC’s Prime Time Live alleging the sale of spoiled meat in a North Carolina store, Food Lion’s stock declined to half its pre crisis value.

(2) Food Lion acted quickly through a series of actions designed to win back the public’s trust, including: public tours of stores, refitting meat-preparation areas with large windows open to shoppers’ view, better lighting, improved training, television and radio ads emphasizing store sanitation, and monetary incentives to shoppers.

(3) Astute competitors recognized the potential crisis that customers’ negative perceptions presented for all grocery stores. They also recognized the potential for improving their position and seized the opportunity made possible by Food Lion’s crisis.

(a) Starting the day after the ABC broadcast, Harris Teeter, a North Carolina-based food chain, posted signs in stores and ran ads informing customers of its commitment to quality. Harris Teeter observed double-digit sales gains during the week of the ABC broadcast.

(b) Farm Fresh, based in Norfolk, Virginia, put on a local television special in which food-industry experts addressed food safety questions and assembled all store managers to review safety standards.

(4) As a side note, in December 1996, a North Carolina jury ruled that ABC’s PrimeTime Live had committed fraud, trespass, and breach of fiduciary duty in connection with the undercover report. Food Lion never challenged the veracity of the report, but rather the method by which ABS obtained its information.

6. Stage 6: Profiting from the crisis.
a. As stated by Augustine, “the final stage of crisis management is making lemonade from the abundance of available lemons
” 
b. Crises can threaten the safety of employees and customers, consume resources, and place the very survival of an organization in danger, and are in general very unpleasant experiences for all involved. At the minimum, lessons learned should be recognized, documented and carried forward by the organization as a component of organizational learning.

c. Additionally, the positives of an organization’s actions, such as the responsible and laudatory actions of Johnson and Johnson in the Tylenol crisis can improve the organization’s public and internal image. By its actions, Johnson and Johnson earned the public’s trust, a commodity difficult to earn but rapidly lost through poor crisis management.

Supplemental Considerations:

Augustine’s article provides pragmatic advice for crisis management and includes excellent examples and humorous quotes that the instructor may consider using in the presentation of the material. The articles concerning the Food Lion, Intel, and Texaco crises are referenced for the factual information they provide. Reading these articles is not required for the instructor to present and discuss the examples at the level of detail provided in the session plan. 

Building on Augustine’s article and high level presentation of Crisis management, The article “Management of a Crisis,” by M.E. Gilbert, from the November/December 1982 U.S. Coast Guard’s Commandant’s Bulletin, is included in electronic form for distribution to the class as a reading assignment for the next session. Although describing Crisis Management in the context of the U.S. Coast Guard, the very pragmatic identification of issues and description of the many parts of Crisis Management are applicable to any organization. 


Objective 17.3:  Discuss the purpose, composition, and membership characteristics of a generic crisis management team (CMT). 

Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:

I.
The purpose of the CMT. The primary purpose of the CMT is to provide pre crisis support for business contingency planning, decide when to declare a disaster (crisis) requiring partial or total plan activation, make strategic decisions during and in the aftermath of a crisis, and promote organizational learning and continuous improvement. CMT membership and characteristics reflect these responsibilities, particularly the need to make decisions in a crisis environment.

II.        The composition of the CMT.

A. Different sources (Emergency Management Guide for Business and Industry p. 27, Barton pp. 172–175, Lerbinger pp. 24–26) recommend slightly different compositions for CMTs. Lerbinger’s is chosen for this course, since it is based upon the research of Pauchant and Mitroff (Transforming the Crisis-Prone Organization p. 110) and is generally applicable to most businesses.

B. Lerbinger recommends the following core members:
1. Chief executive officer (CEO) or other senior operating officer.

a. Augustine specifically recommends the CEO as a core member.

b. It can be argued that the CEO should delegate the CMT leadership to another senior executive and remain informed yet available for other responsibilities such as serving as the primary spokesperson for the organization.

2. Senior public relations or communications officer.

3. General counsel.
4. In the case of large, multi division companies, the head of the affected operating company.
C. Depending on the nature of the industry and the crisis the following may be included:

1. Chief financial officer.

2. Director of security (both physical and cyber).
3. Director of environmental affairs.

4. Director of engineering.

5. Director of human resources.
6. Director of marketing.
D. To this CMT membership can be added Augustine’s recommended role of “devil’s advocate” and possibly an external stakeholder who has an “outsider’s” perspective.

I. The characteristics of the CMT.

A. Size: The CMT should be limited in size to 10 or fewer members to facilitate team work and open discussions, and to allow each member to express his/her ideas and concerns while still focusing on the pre crisis concerns, crisis response, and post crisis situation 
.

B. Homogeneity/Heterogeneity: Greening and Johnson’s 1997 Business and Society article Managing Industrial and Environmental Crises
 summarizes research on the role that heterogeneous CMTs and their associated information processing, communication, social cohesion, and cognitive structures play in an organization’s ability to respond to industrial and environmental crises.

1. The major goal of Greening and Johnson’s project was to conduct an empirical study to examine if a certain configuration of CMT characteristics (CMT is called “top management team” (TMT) in this study) leads to better crisis management and a lower severity of crises.

2. As the article reports, “Previous research has generally assumed that heterogeneous characteristics are beneficial in most decision-making instances, especially in changing, uncertain, turbulent environments (Eisenhardt, 1989; Murray, 1989). This would seem to suggest that increasing heterogeneity in the TMT would be associated with a firm’s ability to successfully address or minimize crisis severity. However, crisis situations are unlike most strategic decisions in that both a quality decision and a very quick decision must be made to minimize a rapidly escalating, potentially catastrophic event (Barton, 1993; Fink, 1986).
” 

3. Greening and Johnson investigated the idea that certain kinds and levels of heterogeneity and homogeneity may be related to effective and ineffective crisis management behavior. Specifically, they researched the effects of functional background, education specialty, age, and tenure heterogeneity on the CMT’s performance in crisis situations. 

4. Research methodology started with a survey of vice presidents of firms in the petroleum and gas, utility, food, and chemical industries, all of which are characterized as having a high risk of crisis in Barton’s book
. Due to limited survey response, archival data from the Lexis database was used for the research.

5. Greening and Johnson’s research supports the following findings with respect to CMT composition:

a. General – “Firms appear to be better able to prevent, or minimize, the damage from crisis events if they have TMT configurations with diverse functional backgrounds and moderate levels on tenure and age heterogeneity.
” 
b. Firms with TMTs that have increased functional heterogeneity have individuals who will differ in their knowledge, attitudes, and perspectives, and, as a result, the problems these individuals identify, the definitions they give to problems, and the range of strategic alternatives they present to problems will differ. Teams with heterogeneous functional backgrounds are more likely to represent multiple stakeholder interests, potentially minimizing the harmful effects on constituents other than stakeholders.

c. Educational background heterogeneity does not significantly contribute to, or inhibit, effective and efficient decision making in terms of generating solutions to crisis situations
. 

d. Age heterogeneity at low levels promotes cohesiveness and conformity due to similarity in values, perspectives, and attitudes, but may prevent the development of high-quality decisions to address complex crises. Conversely, at extreme levels of age heterogeneity, the differences in values, perspectives, and attitudes may promote excessive conflict that stands in the way of rapid decision making and action implementation.
 

e. Tenure (time spent with the organization), like age heterogeneity, results in similarity in values, perspectives, and attitudes, thus promoting cohesiveness and conformity. Extreme levels of tenure heterogeneity appear to lead to chaos and conflict due to diverse amounts of socialization and may delay crisis response and decisions and interfere with effective communication. Any negative effects associated with tenure heterogeneity appear to be less pronounced than those associated with age heterogeneity
. 

C. Additional homogeneity/heterogeneity considerations.

1. Although not investigated in Greening and Johnson’s research, gender and ethnic diversity should be considered in the composition of the CMT. Although changing, the typical composition of top-level management in corporate America is predominantly Caucasian males. Their perspectives may be limited with respect to crisis issues, particularly those reflecting the requirements of diverse stakeholders, customers, and the community. Additional research in this area is needed.

2. Also, the advice of Augustine discussed in an earlier session should be remembered. The CMT should include the perspective of an outsider, and at least one CMT member should assume the role of “devil’s advocate.” The inclusion of the outside perspective and a “devil’s advocate” can help guard against “group think,” a topic covered in a following session. 

Supplemental Considerations:

The instructor may consider reviewing the methodology and statistics contained in the Johnson and Greening article with the students as an example of scholarly research.

The instructor should also consider an open discussion of  the CMT and its importance to the entire BCCM program. The CMT provides the overall linkage of the individual functions associated with crisis management and business continuity. Without an involved and effective CMT, crisis management and business continuity can be doomed to failure. The composition and characteristics of the CMT in general, along with the personal characteristics of the team’s leader (possibly the CEO), greatly influence crisis decision making, a topic covered in a following session.
Objective 17.4: Describe the purpose of and general requirements for establishing and maintaining an Emergency Operations Center (EOC) to support the CMT.
Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:

I. General
A. John Laye’s text describes the Emergency Operations Center (EOC) as the venue for the Crisis Management Team to perform its responsibilities. Mr. Laye makes the point that that there is no real standard for a name for such a center and uses his own term: Crisis Management Center (CMC)
.  Alternatively, the FEMA Emergency Management Guide for Business and Industry uses the term EOC and provides the relatively restrictive definition that an EOC is as “a centralized management center for emergency operations.
”
B. This description is expanded in the Disaster Recovery Journal article “The 21st Century Emergency Operations Center,” which adds, “The emergency operations center is the key to strategic response when a company needs to expedite its recovery from an emergency situation or disaster
” 

C. In order for the CMT to effectively fulfill its pre crisis, crisis, and post crisis responsibilities, the proper physical environment and supporting equipment and infrastructure that comprise an EOC are essential. 

1. Establishment of an EOC is not something that should be thrown together in the midst of a crisis. 

2. Considerable planning and the commitment of resources are necessary in establishing an EOC. Some considerations include
:

a. The organization of the EOC: who should be present for the various crisis scenarios?

b. What records and information should they have immediate access to (part of the essential records program)?

c. What equipment should be readily available to support the work and personal requirements of the EOC personnel?

d. What technology – particularly for communications, data gathering, and decision support – should be available?

e. Physical safety and security of the EOC and the EOC personnel.

f. Other personnel considerations including those covered in the previous discussion of alternate sites. 

II. Types of EOCs
A. The size and nature of the business and the actual crisis and emergency event determine the requirements for an EOC.

B. Corporate Headquarters EOC
1. Many non-physical-disaster-caused or remotely located emergencies and crises require corporate level crisis management involvement (e.g., product liability (Ford Pinto, and Tylenol), airline crashes, hazardous material spills) at the corporate or business headquarters in addition to operational emergency event response and recovery.

2. Large organizations should have a headquarters EOC where top-level management and support personnel can meet, collect and disseminate information, and make decisions. 

a. Physical considerations such as location and structure (covered below) are not so important for the headquarters EOC since the crisis or emergency being dealt with does not involve immediate damage or danger to the headquarters.

b. Other considerations (covered below) are generic to all EOCs and should be included in the headquarters EOC design and resource decisions.

1. The generic EOC that is at risk for physical destruction and disruption due to natural, technological, or human-induced events requires consideration of location and structure. It may be co-located with an alternate business resumption and recovery site or be remotely located with adequate communications links. Considerations for construction, layout, and equipping include the following
 

a. If possible, avoid high-risk areas such as those susceptible to natural phenomena like flooding, earthquakes, and tornadoes, technological disasters such as hazardous material spills, transportation accidents, and fires, and human-induced events such as riots, crime, and sabotage.

b. Consider the possibility that natural events could trigger technological events at the chosen location (e.g., a major storm could trigger a hazardous material release or fire at a nearby facility).

c. The location should be accessible, with adequate provisions for parking or alternate transportation.

d. The location should be safe and secure. The EOC will probably be operating 24 hours a day requiring multiple shifts for personnel. People will be coming and going from the EOC at all hours of the day and night.

2. Structure
a. The structure of the EOC should be appropriate for the risk profile of the area.

b. The measure of success for an EOC is that it is functional during a crisis and emergency (if the EOC is activated in preparation for a predictable event such as a hurricane or major blizzard) and in its aftermath for response, resumption, and recovery operations.

3. Infrastructure
a. The EOC should be self-sufficient in the event of infrastructure failure. 

b. Provisions should be made for back-up utilities including:

(1) Uninterruptible power supplies (UPS).

(2) Emergency power.

(3) Environmental control.

(4) Alternate communications not dependent on the local telephone lines.

(5) Personnel health and sanitation including water for drinking and washing, fire protection, and toilet facilities.
4. Nonstructural mitigation
a. Relatively inexpensive and easy-to-accomplish physical risk controls include nonstructural mitigation.

b. Equipment such as book cases, computers, and file cabinets should be appropriately secured.

c. Emergency plans for evacuation and shelter in place should be developed and drilled and good housekeeping practices should be followed.
5. Physical layout
a. The space and furniture should be adequate to accommodate the personnel in the EOC.

b. Public relations (Crisis Communication) during and after a crisis and emergency probably require provisions for a separate area in close proximity to the EOC for media interactions and briefings and response to information inquiries.

c. Work in the EOC is generally collaborative in nature, requiring space and furniture for meetings; however, provisions are necessary also for private conversations and deliberations.

6. Alternate site
a. As with alternate sites for business resumption and recovery, unless the probability of destruction or loss of access to the primary EOC is so low as to be negligible, there should be provisions for an alternate EOC.

b.
Time considerations for establishing an EOC are generally more demanding than for business resumption and recovery. The EOC needs to be established and functioning almost immediately, which necessitates a hot alternate EOC site.

7. Equipping an EOC 
Possible Discussion Question:

What equipment is necessary in the EOC to support the CMT?

a. Contingency plans, procedures, and checklists.

b. Personnel and contact lists.

c. Networked and stand-alone computers and peripherals.

d. Essential records.

e. Blueprints, maps, and status boards.

f. Primary and backup communication systems.

g. Office supplies.

h. Office furniture that will accommodate individual work and group meetings. 

i. Back up utilities.

j. A refrigerator and a microwave oven.

k. A first aid kit.

l. Food, water, and other beverages.

(1) A dietary expert should be consulted to determine what to pre-stock and to ensure safe practices for maintain food supplies.

(2)
Emphasis should be placed on healthy and energy-providing food and drink and not the traditional crisis management diet of coffee and donuts. 

Supplemental Considerations:

John Laye’s text: Chapter 5, Pages 44 – 57 discusses the CMT and CMC, and Chapter 5, Appendices A and B, Pages 80 – 92 discuss equipping the EOC and CMT functions. This material provides another perspective and can supplement the material provided in this session. 
Additional, the KPB Emergency Operations Guide (2004) available at http://www.bcpwho.org/presentations/downloads/EOC%20Design.pdf  and the Business Recovery Plan – Home Office- Emergency Operations Center (2001) available at http://www.drj.com/new2dr/eoc-sample-e_pearce.pdf provide supplemental information to inform the class discussion. 
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