Business Contingency Plan Components/Sections
FEMA’s Emergency Management Guide for Business and Industry plan components, structure, and content, which stress emergency management from the traditional public sector approach.
 

A. Overview and introduction (executive summary).

1. Purpose of the plan.

2. Emergency management policy.

3. Authorities and responsibilities of key personnel.

4. Types of emergencies that could occur.

5. Where response operations will be managed.

B. Emergency management elements to protect personnel and property and to resume business operations.

1. Direction and control.

a. Emergency management group.

b. Incident command system.

c. Emergency operations center.

d. Planning considerations.

e. Security.

f. Coordination of outside response.

2. Communications.

a. Communications contingency planning.

b. Emergency communications.

c. Family communications. 

d. Notification.

e. Warning.

3. Life safety.

a. Evacuation planning.

b. Evacuation routes and exits.

c. Assembly areas and accountability.

d. Shelter.

e. Training and information.

f. Family preparedness.

4. Property protection.

a. Planning considerations.

b. Protection systems.

c. Mitigation.

d. Facility shutdown.

e. Records preservation.

5. Community outreach.

a. Involving the community.

b. Mutual aid agreements.

c. Community service.

d. Public information.

e. Media relations. 

6. Recovery and restoration.

a. Planning considerations.

b. Continuity of management.

c. Insurance.

d. Employee support.

e. Resuming operations.

7. Administration and logistics. 

a. Administrative actions.

b.
Logistics. 

C. Emergency response procedures to guide actions during the actual emergency and in its immediate aftermath.

1. General actions applicable to all emergency situations to:

a. Assess the situation.

b. Protect employees, customers, visitors, equipment, vital records, and other assets during and immediately after the emergency.

c. Resume business operations.

2. Specific actions for certain high probability and/or impact emergencies to:

a. Warn personnel.

b. Evacuate personnel from a facility or area and to account for them.

c. Manage the response.

d. Communicate with employees, customers, other stakeholders, emergency responders, the community and the media.

e. Activate and operate an emergency operations center.

f. Fight fires.

g. Secure operations.

h. Protect vital records.

i. Resume, recover, and restore operations.

D. Support documents.

1. Emergency call (notification) responsibilities, procedures, and lists.

2. Facility and site maps and descriptions.

3. Resource lists.

A sample table of contents for a business contingency plan from the St. Petersburg Junior College on-line course “Contingency Planning for Business and Industry,” lesson 11, which covers contingency planning with a more business-specific orientation.

A. Introduction and Overview.

1. Introduction and purpose.

2. Definition and scope.

3. Objectives.

4. Assumptions.

5. Concept and executive summary.

B. Emergency Response.

1. Emergency contacts and notifications.

2. Vulnerabilities.

3. Prevention and control alerts.

4. Response, reactions, and responsibilities referenced to checklists for specific actions.

C. Teams – Responsibilities and Procedures.

1. Specific teams’ functions and responsibilities.

2. Support function operations.

D. Emergency Operations Center (EOC).

1. Staff make-up and authority.

2. Activation set-up, and assembly location(s).

3. Communications, direction and control.

4. Decisions, functions, allocations, and responsibilities.

5. Situation assessment and status reports.

6. Restoration plan – damage assessment.

E. Recovery/restoration strategies.

1. Concept of operations.

2. Interim processing. 

3. Alternate site assignments and processing.

F. Information system – Networks – Communications.

1. Configuration (equipment and links).

2. Data backup and power down procedures.

3. Alternate site preparation, controls, and procedures.

4. Resources, services, and sources.

5. Technical support.

G. Notifications.

1. Staff notification trees.

2. Emergency work policies – assignments.

3. Employee services coordination – payroll.

H. External services mobilization.

1. Alternate operations sites and functional assignments.

2. Offsite storage – records and files.

3. Transportation needs.

4. Mail – deliveries and other services.

5. Utilities – communications.

6. Vendors.

I. Return to normal.

1. Return to site procedures, validity checks.

2. Alternate site, information, and resources refreshing.

3. Accountability and post-incident reporting.

4. Maintenance and updating of plan.

5. Plan test procedures and training.

J. Critical function recovery plan (section for each major function).

1. Processes – activities.

2. Priorities.

3. Relocation strategy.

4. Staffing summary.

5. Resource requirements.

6. Procedures.

K. Appendix.

1. Staff lists.

2. Vendors and service providers.

3. Agreements.

4. Emergency procedure checklists.

5. Inventory lists with descriptions and source. 


An example disaster recovery plan, with topics and sections from the Disaster Recovery Journal Web site, which focuses on management information systems (MIS) operations.3
Introduction

MIS Contingency Plan (location of plan copies)

MIS Contingency Plan Disaster Recovery Manual (record of changes)

Objectives of the MIS Contingency Plan 

Assumptions of the MIS Contingency Plan

Data Processing Environment (Brief description of the data center)

MIS Contingency Plan Index (Section titles numbered by Roman Numerals)

I. Contingency Plan for Major Disasters 

A. Detection and Reaction

1. Identifying the problem; notifying the authorities

a. Emergency services 

b. Environment

c. Physical security 

2. Reducing your exposure 

a. Air-conditioner failure 

b. Fire alarm procedure 

c. Electrical-failure procedures 

d. Flood and water damage 

3. Evacuation of the facility 

4. Advising the emergency management team of the situation 

5. Creating a flow chart of the detection and response 

B. Initiation of Backup-Site Procedures 

1. Emergency Management Team notifies other teams 

2. Establish Control Center 

3. Begin Disaster Recovery Team operations and Disaster Recovery Logs 

4. Timed events 

a. 1 to 6 hours after being notified 

b. 6 to 12 hours after being notified 

c. 12 to 24 hours after being notified 

d. 24 hours after being notified 

C. Establishment of Full Recovery at Backup Site 

1. All planned software, hardware, and resources in place at backup site, and the applications tested 

2. Communications network and other equipment fully operational

3. Disaster recovery team checklists 

D. Restoration of facilities and operations at the original and/or alternate site 

II. DISASTER RECOVERY TEAMS 

A. MIS Organizational Chart 

B. Description and Responsibilities 

1. Disaster Planning Coordinator 

2. Emergency Management Team 

3. Operations Team 

a. Computer operations 

b. Facility preparation 

c. Replacement hardware 

d. Cold-site preparation 

e. Computer support equipment 

f. Supplies 

4. Data Entry And Control Team 

a. Data input 

b. Data control 

5. Special Projects Team 

a. Transportation to/from backup facilities 

b. Training

c. Administrative services 

6. Technical Support Team 

a. System software 

b. Communications network 

7. Data Administration Team: Database restoration and integrity 

8. Systems and Programming Team

a. Application systems restoration and recovery

b. Application programs

9. Insurance Department Team: Insurance and salvage

10. Internal Audit Department Team: Verification of the integrity of restoration operations 

B. Team Pre-planning and On-Going Functional Responsibility

1. Disaster Planning Coordinator 

2. Emergency Management Team

3. Operations Team 

4. Data Entry and Control Team 

5. Special Projects Team 

6. Technical Support Team

7. Database Team 

8. Systems and Programming Team 

9. Insurance Department Team 

10. Internal Audit Department Team 

III.
DATA CENTER REQUIREMENTS 

A. Computer Room And Tape Library Layout 

B. Power Requirements, Cable Diagrams, and Plug Connectors 

C. Air-Conditioning, Fire Protection, and Security 

D. Computer Equipment and Vendor by Location and Serial Number 

1. Computer room

2. Data entry 

3. Other areas: Programming/systems/technical services/offices 

E. Teleprocessing: Configuration Information 

1. Line flow chart drawing 

2. Communication controller (3705) 

3. Satellite 64

F. Terminal Configuration Charts 

1. Local terminal configuration 

2. Remote terminal configuration

IV. SUPPLIERS 

A. New and Used Hardware Suppliers 

B. Software Suppliers 

C. Communications Suppliers 

D. Special-Equipment Suppliers 

E. Office-Support Equipment Suppliers 

F. Computer Custom-Forms Suppliers 

V.
PRIORITIZE ALL APPLICATIONS

A. Rate All Systems with Their Priorities 

B. Assign Responsibility for All Applications 

C. Designate Systems Requiring Detailed Recovery Plans 

VI. MEDIA PROTECTION

A. Protection and retention of vital records 

B. Protecting the Database 

1. Database backups 

2. Updates 

3. Database definitions

4. Software modification source code 

C. Standard Backup Procedures 

1. Daily processing 

2. Weekly processing

3. Monthly processing 

4. Annual processing 

5. Application cycles 

6. Disk volume backups 

D. Off-Site Storage

E. System and Program Documentation 

F. Data-Entry Backup

G. Microfiche Procedures

H. Personal Computer File Backup 

I. Computer Custom Forms 

VII. COMPUTER ROOM OPERATION PROCEDURES 

A. Power-Up Procedures 

B. IPL Procedures

C. Power-Down Procedures 

D. Schedules 

E. Operations Run-Books 

F. Application Responsibility 

VIII. OPERATING SYSTEM 

A. Software Operating Environment 

B. Listing of All Purchased Software Packages 

C. Disk Drives and File Layouts 

IX. PHYSICAL SECURITY AND ACCESS CONTROL 

A. Computer Operations 

B. MIS Staff 

C. Service and Maintenance Personnel 

1. Hardware

2. Communications 

3. Miscellaneous 

D. Access Control 

E. Secured Forms-Room Access 

F. Vault Access 

G. Non-Office Hours 

H. Security Duties: Guards 

I. Office Security 

X. SOFTWARE SECURITY 

A. Sign-on passwords 

B. Maintaining Application Programs 

C. Password maintenance 

XI. BACKUP FACILITIES 

A. Subscribing to a Backup Facility 

B. Facility Layout

C. Hardware and Software

D. Communications 

E. Supplies 

F. Testing 

1. Initial testing

2. Restoring your files and libraries 

3. Testing critical applications 

4. Testing communications 

5. Mock disasters 

6. Testing program compilations 

XII. RECIPROCAL AGREEMENTS

XIII. INSURANCE PROTECTION

A. Data Processing Property Protection Coverage 

B. Insurance on Computer Hardware 

C. Insurance on Other Data Processing and Office Equipment 

D. Business-Interruption Insurance 

XIV. POLICING THE PLAN 

XV. MAINTAINING THE CONTINGENCY PLAN 

A. Disaster Planning Coordinator’s responsibility

B. Team Captain’s responsibility
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