
Session No. 14


Course Title: Business Crisis and Continuity Management

Session 13:
Business Contingency/Continuity Planning II
Time: 1.5 hrs


Objectives:

14.1 Participate in a class discussion of the individual written homework addressing the necessity for and expression of top-level management’s support of business contingency planning. 

14.2 List the basic components of a business contingency plan.

14.3 Check an example business contingency plan for adequacy and completeness using a checklist from Emergency Management Canada’s Business Resumption Planning.

14.4 Explain the importance of and the general structure of an essential records program as part of business contingency planning.


Scope: 

This session starts with a class discussion of the students’ written assignment from the last session. Three example business contingency plans are presented (general content in the remarks with specific content included in a student handout) to illustrate plan content and structure. The Emergency Preparedness Canada Business Resumption Planning checklist is presented and the students are asked to apply the checklist to one of the sample business contingency plans. During the coverage of plans, several topics such as essential records programs, emergency management teams, emergency operations centers, the incident command system, and alternate sites are mentioned briefly. Rather than providing detailed coverage at the point where they are originally mentioned, they are covered at the end of this session and in subsequent sessions as separate topics. The session concludes with the topic of an essential (vital) records program.


Readings:

Student Reading: 

Federal Emergency Management Agency. 1993. Emergency Management Guide for Business and Industry. Washington, DC: Federal Emergency Management Agency. Pages 27–47. Retrieved January 16, 2009 at: at http://www.fema.gov/pdf/business/guide/bizindst.pdf 

Laye, John. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes.  Hoboken, NJ. John Wiley and Sons. Chapters 7 and 8. pages 163 - 190.

Instructor References/Reading:
Federal Emergency Management Agency. 1993. Emergency Management Guide for Business and Industry. Washington, DC: Federal Emergency Management Agency. Pages 27–47. Retrieved January 16, 2009 at: at http://www.fema.gov/pdf/business/guide/bizindst.pdf 

Laye, John. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes.  Hoboken, NJ. John Wiley and Sons. Chapters 7 and 8. pages 163 - 190.

Protecting Essential Records. Government of Canada Information Management Forum. Retrieved on January 16, 2009 at: http://www.imforumgi.gc.ca/documents/2001/protect-eng.asp#selecting
Public Safety Canada (1996). Business Resumption Planning: A Development Guide. Retrieved January 17, 2009 at: http://www.gov.mb.ca/emo/home/brp.pdf
Sample Disaster Recovery Plan. 1996. St. Louis, MO. Disaster Recovery Journal. Retrieved January 16, 2009 at: http://www.drj.com/drpol/drp.html .

University of  Missouri System Vital Records Protection Program Guide. Retrieved January 16, 2009 at: http://www.umsystem.edu/ums/departments/fa/management/records/disaster/vital/
Wold, Geoffery. (1992) Disaster Recovery Planning Process Parts I, II and III. Disaster Recovery Journal. Retrieved August 5, 2008 at: http://www.drj.com/new2dr/w2_002.htm , http://www.drj.com/new2dr/w2_003.htm , and http://www.drj.com/new2dr/w2_004.htm.


General Requirements:
Session handouts are provided for the Instructor’s use if desired. 


Objective 14.1: Participate in a class discussion of the individual written homework addressing the necessity for and expression of top-level management’s support of business contingency planning. 

Requirements:

Collect the written assignments and lead a class discussion of their ideas.

Remarks:

I. Ask the students:
A. What did they write concerning the necessity for business contingency planning?

B. What did they write that shows top-level management’s support for the planning effort?

Supplemental Considerations:

During the class discussion some original and effective ideas should surface. The instructor may wish to assign a recorder to capture those ideas and to prepare a list for distribution to the class. 


Objective 14.2: List the basic components of a business contingency plan.

Requirements:

Present the material by lecture and discussion as necessary.

A student handout providing additional details of plan content is included. The students will require the handout to compare the plans.
Remarks:

I. General considerations:

A. In the following presentations/discussions, the word “plan” refers to the written document that outlines the background, policies, and procedures which guide an organization’s crisis management and business continuity strategies and actions. 

1. In actuality, the written document is but a part of the overall plan or planning process that includes all BCCM functions from risk assessment through business restoration and continuity. 

2.
The development of a plan is not a one-time effort. The overall planning process is continual and requires periodic written plan revision based upon changes to the business’s internal and external environment and lessons learned through testing and exercising and actual crises.

B. As was stated in the previous session, plans will differ in specific content and level of detail depending upon the business, the resources devoted to the planning effort, and the businesses’ culture.

C.
Three examples of plan content and structure are provided which stress a particular approach to business contingency planning. The included handout, “Business Continuity Plan Components/Sections,” provides detail beyond the general component (section) titles.

II. FEMA’s Emergency Management Guide for Business and Industry, which follows an emergency management (mitigation, preparedness, response, and recovery) type of approach
.

A. Overview and Introduction (executive summary).

B. Emergency management elements to protect personnel and property and to resume business operations.

C. Emergency response procedures to guide actions during the actual emergency and in its immediate aftermath.

D. Support documents.
III. A sample business contingency plan table of contents from St. Petersburg Junior College (Currently, St. Petersburg College) on-line course, lesson 11, (This lesson was available in 1998 but is no longer accessible; however the content as listed remains relevant and serves as an excellent example for this course)   which follows a more business operations-focused approach.

A. Introduction and overview.

B. Emergency response.
C. Teams – responsibilities and procedures.

D. Emergency operations center (EOC).

E. Recovery/restoration strategies.

F. Information system – networks, communications.

G. Notifications.
H. External services mobilization.

I. Return to normal.
J. Critical function recovery plan (section for each major function).

K. Appendix.
IV. An example disaster recovery plan with topics and sections from the Disaster Recovery Journal Web site, which focuses on management information systems (MIS) operations
.

A. Introduction.
B. MIS contingency plan (location of plan copies).

C. MIS contingency plan disaster recovery manual (record of changes).

D. Objectives of the MIS contingency plan. 

E. Assumptions of the MIS contingency plan.

F. Data processing environment (brief description of the data center).

G. MIS contingency plan index (section titles).

1. Contingency plan for major disasters.
2. Disaster recovery teams.
3. Data center requirements.

4. Suppliers.
5. Prioritize all applications.

6. Media protection.
7. Computer room operations procedures.
8. Operating systems.
9. Physical security and access control.

10. Software security.
11. Backup facilities.

12. Reciprocal agreements.
13. Insurance protection.

14. Policing the plan.
15. Maintaining the contingency plan.
V. Common elements and differences of the example plans.

A. Ask the students, “What are the similarities between the plans?” Some possible responses include:

1. An introductory section that includes plan objectives and assumptions – not explicitly listed in the FEMA components but implied in “purpose and policies.” 

a. Objectives.
(1) General plan objectives should reflect the same objectives that guided the risk-based decision-making process and the development of risk management strategies.

(2) Specific objectives (e.g., resume 800 number customer service within one hour of disruption) should be included for each team assigned specific resumption, recovery, and restoration responsibilities (see B. 1. c. below).

b. Assumptions.
(1) A plan must be based on certain assumptions (planning factors) that reflect the risk management sub - functions.

(2) These assumptions provide boundary conditions for what the plan can realistically deal with and answer such questions as: What are the nature and timing of the crisis, the level of disruption, and the availability of human and physical resources following the crisis?

(3) The assumptions must be explicitly stated so that they can be checked against the actual crisis to allow for necessary plan adjustments. 
2. Notification of personnel.

3. Activation of an Emergency Management Team and Emergency Operations Center for command and control. (Additional coverage in the next session.)

4. Internal and external communications (a topic that has been emphasized in the discussion of Risk management and Hazards Risk Management earlier in the course and will be further emphasized in the discussion of  Crisis Management and Crisis Communication in later course sessions. 
5. Moving critical functions to an alternate site. (Additional coverage in the next session.)

6. Offsite availability of critical information (vital records). (Additional coverage later in this session.)

7. Responsibilities.
8. Emergency response procedures.

9. Business resumption, recovery, and restoration procedures.
10. Supporting documents.
B. Ask the students, “What are the differences between the plans?” Differences exist primarily in terminology and level of detail in the plan outlines as presented. However, there are some notable differences:

1. The St. Petersburg Junior College and Disaster Recovery Journal examples explicitly mention teams with specific business operational and support function responsibilities.

a. The development of a realistic plan requires the input of the people who will actually respond to, resume, and recover business functions and processes in time of crisis. Their input is facilitated through the establishment of specific teams, members of which are responsible for business operational and support functions during day-to-day business and crisis events. 

b. Session 13 listed the composition of a “planning team.” Many, if not all, of the areas represented on the planning team should also be the subject of specific sections of the business contingency plan.

c. The Disaster Recovery Journal lists several “Operations Teams,” with MIS-specific responsibilities. To these can be added functional teams appropriate to the size and scope of a particular business and can include:

(1) Emergency management team.
(2) Damage assessment team.
(3) Facilities team.
(4) Human resources team.
(5) Safety and security team(s).
(6) Finance team.
(7) Insurance team.
(8) Legal team.
(9) Communications team.
(10) Sales team.
(11) Marketing team.
d. A designated line manager and alternate should be assigned responsibility and held accountable for developing the specific procedures for each of these teams. 

e.
These detailed procedures should be written to stand alone for use by the responsible team. The business contingency planner should, however, provide the guidance and format for individual team plan development to ensure consistency and overall plan integration.
2. The St. Petersburg Junior College and Disaster Recovery Journal examples include plan testing and maintenance policies and procedures. The FEMA approach addresses these in the “plan development process,” which is not included in the written plan. These are essential plan elements, without which plans can rapidly become useless or even counterproductive, and should be explicitly described in the written plan document. 

3. The FEMA plan mentions the incident command system (ICS) as a command and control model to provide for “coordinated response and a clear chain of command and safe operations.” ICS was briefly described as an organizational framework for Crisis Management Teams and Emergency Response Teams in Chapter 2 of his text. ICS as a common management structure has been promoted in the  National Incident Management System (NIMS) will receive coverage later in the course.
Supplemental Considerations: 

As mentioned in the Scope section, several terms such as “essential records programs,” “emergency management team,” “emergency operations center,” “incident command system,” and “alternate sites” are mentioned in the example plans. Specific coverage of these topics is deferred until the end of this session and following sessions. 
Objective 14.3: Check and discuss an example business contingency plan for adequacy and completeness using a checklist from Emergency Management Canada’s Business Resumption Planning.

Requirements:

Present the material by means of lecture and discussion as necessary.

A student handout (checklist) is provided for use in completing the in class assignment. 
Conduct a discussion of the students’ reviews of the example plans using the provided checklist.
Remarks:

I.
Appendix 2 of Business Resumption Planning contains a checklist that can assist in determining if changes or adjustments to a business contingency plan are necessary. (Handout, “A Business Resumption Plan Checklist,” included)
. 

A. Questions are provided in the following general areas:
1. Personnel.
2. Building premises.

3. Information technology.
4. Administrative procedures.
5. Contracts.
B. The list of questions is certainly not all-inclusive, nor are specific questions applicable to all businesses; but this is an excellent reference for a general evaluation of a plan.

II. Assign each of the students one of the three example plans and as an in class assignment have them answer the checklist questions for their plan on the handout. The example plans do not provide a level of detail that permits a direct comparison with the checklist. The students will have to look at the general elements of the plan and infer whether or not they cover the checklist items.

A.
In addition to a “yes,” “no,” or “can’t tell” answer, they are to associate the “yes” answers to the appropriate item (letter and number) in the handout. 

B.
At the end of the handout, the student is to provide a short, one-paragraph answer to the question, In what specific areas could the plan be improved? The students should respond to this question with specific recommendation and be prepared to discuss their recommendations. 
III.      Conduct a class discussion of their plan review and recommendations. 

Supplemental Considerations:
The example plan handouts provide only a limited level of detail to the plan element level. It is difficult to directly apply the checklist, which is rather detailed and specific, without the students having to infer content from the plan element titles. The preferable application of the checklist would be to use it to review a complete plan; however, this application is impractical for the level and coverage of this course. Even with these constraints, the students will be exposed to the general content of example plans and will be required to consider their adequacy using the checklist as a basis for comparison.


Objective 14.4: Explain the importance of and the general structure of an essential (vital) records program as part of business contingency planning.

Requirements:

Present the material by means of lecture and discussion as necessary.

A student handout is provided for use if desired.

Remarks:

I. Definition of essential (vital) records.

A. Each of the example business contingency plans includes provisions for the protection and availability of essential (vital) records during business resumption, recovery, and restoration.  The terms essential records and vital records are used pretty much interchangeably as can be seen from the extracted material included below.  
B. Essential records are information considered vital (or required by law or regulation) to the operations of the business.

1.   According to the Vital Records Protection Program Guide of the University of 
Missouri System, “A vital records program identifies and protects records containing vital information necessary for an organization to continue its key functions and activities in case of an emergency/disaster.
”

                  2. 
The Vital Records Protection Program Guide lists two general categories of vital records
:
a.
Emergency operating records - Records essential to the continued functioning of an organization during (emergency response activities) and after an emergency to ensure the continuation of the organization.

b.
Rights and interests records - Records essential to the protection of the legal and financial rights of an organization and of the individuals directly affected by the organization's activities. 

3.
In addition to the two general categories of vital records, there are general classifications of the dynamics of the records to include: 
a. Static – little or no change over time (e.g., patents, deeds, licenses, blueprints, insurance policies).

b.
Active – continually changing with day-to-day operations (e.g., inventory, accounts receivable, accounts payable, orders in process).


C.  Actual determination of what is vital is a management decision supported by the 
input of the risk management sub functions and the selection of the Business Continuity strategies. 
1. As mentioned in step 6 (data collection) of Wold’s 10-step approach to planning, it probably is a good idea to make a specific effort to identify those documents and materials essential to business operations and to document them in the business contingency plan.

2. Some plans include provisions for “Drive-Away Kits,” which are an assembly of a relatively small number of references, procedure documents, software, databases, etc., that are in constant use and are readily identifiable and portable enough to be rapidly assembled and transported to an alternate work site.

3. A list of possible essential records is included in the Emergency Preparedness Canada publication The Preservation of Essential Records: A Guide for Governments, Organizations, Institutions and Business (pp. 3, 4). (Handout, “What May Be an Essential Record for your Institution, Organization or Business,” is included.)

II. Importance of an essential records program.

A. Following a crisis, successful business resumption, recovery, and restoration requires access to the business’s essential records.
B. Many companies involved in a disaster never re-open. As much of the blame for the demise of the business can be attributed as much to loss of information as to the loss of equipment, accommodation, or personnel.

III. Establishing an essential records program.

A. Determining what records are essential, how and where they will be stored, methods of duplication and preservation, and frequency of updating requires a team approach.
1. The actual users of information within and outside the business provide key input into determining what is essential and what is not.

2. Each functional and operational team assigned business contingency planning responsibilities should determine its essential records.

3. Information management personnel and records managers should support each team in its efforts to define its essential records.

4. The business contingency planner should coordinate the overall requirements to minimize unnecessary redundancy and to resolve any inter-team conflicts.

B. The Preservation of Essential Records: A Guide for Governments, Organizations, Institutions and Business
 provides some points to consider in the development and maintenance of an essential records program. Several of these are:

1. The realization that only certain records are essential for business resumption, recovery, and restoration. Records duplication and storage is expensive. A rule of thumb is that essential records comprise no more than 10% of an organization’s records holding.

2. In addition to cost, accessibility and methods of record retrieval need to be considered. 

3. Record version control is absolutely essential. To ensure that duplicate records are current, there must be set policies and procedures for ensuring their update as new records are established or existing ones are modified.

4. Adequate security and confidentiality must be maintained for original and duplicate records.

5. Like all other parts of the business contingency plan, the essential records program should be tested periodically as part of the overall plan and by itself. 

Supplemental Considerations:

The 1994 Preservation of Essential Records document has been updated with the current Protecting Essential Records publication by the Government of Canada Information Management Forum. It can be accessed at  http://www.imforumgi.gc.ca/documents/2001/protect-eng.asp#selecting and provides additional information on essential (vital) records programs.

Student Reading for Session 15
Laye, John. 2002. Avoiding Disaster: How to Keep Your Business Going When Catastrophe Strikes.  Hoboken, NJ. John Wiley and Sons. Chapters 9 and 10. pages 191 – 222.
� Federal Emergency Management Agency. 1993. Emergency Management Guide for Business and Industry. Washington, DC: Federal Emergency Management Agency. Pages 27–47. Retrieved January 16, 2009 at: at � HYPERLINK "http://www.fema.gov/pdf/business/guide/bizindst.pdf" �http://www.fema.gov/pdf/business/guide/bizindst.pdf� 


� Kleinrichert, Denis. 1998. Contingency Planning for Business and Industry [on-line course]. Institute of Emergency Administration and Fire Science, St. Petersburg Junior College. St. Petersburg, FL: Institute of Emergency Administration and Fire Science. “Lesson 11: Contingency Planning.” This document is no longer available on the Internet


� Sample Disaster Recovery Plan. 1996. St. Louis, MO. Disaster Recovery Journal. Retrieved January 16, 2009 at: � HYPERLINK "http://www.drj.com/drpol/drp.html" �http://www.drj.com/drpol/drp.html� .


� ( Public Safety Canada (1996). Business Resumption Planning: A Development Guide. Retrieved January 17, 2009 at: � HYPERLINK "http://www.gov.mb.ca/emo/home/brp.pdf" ��http://www.gov.mb.ca/emo/home/brp.pdf�. 


� University of  Missouri System Vital Records Protection Program Guide. Retrieved January 16, 2009 at: http://www.umsystem.edu/ums/departments/fa/management/records/disaster/vital/


� Ibid. 


� From Emergency Preparedness Canada, with the Disaster Recovery Information Exchange. 1995. Business Resumption Planning – A Guide. Fredericton, NB, Canada: Minister of Supply and Services. Page 2. This document is no longer available on the Internet. 


� From Emergency Preparedness Canada, with the Disaster Recovery Information Exchange. 1994 The Preservation of Essential Records. . Fredericton, NB, Canada: Minister of Supply and Services. Page 2. This document is no longer available on the Internet.
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