Session No. 13

Course Title: Business Crisis and Continuity Management

Session 13:
Business Contingency/Continuity Planning I
Time: 1.5 hrs


Objectives:
13.1   Describe the use of insurance as a component of a Business Continuity strategy.

13.2   State the general objectives of Business Contingency/Continuity planning.

13.3   Describe the general disaster (crisis) recovery planning process and requirements 

          as presented in Geoffrey H. Wold’s 1992 article Disaster Recovery Planning

          Process.  John Laye’s framework, and the FEMA Emergency Management 

          Guide for Business and Industry framework. 
Scope:

The session starts with a brief description of insurance and particularly business interruption insurance, as a Business Continuity strategy.  A link to the About.com – Business Insurance Web Site provides a very easy to understand example of business interruption insurance.  The session then moves to the topic of BCCM planning, commonly referred to as Business Contingency or Business Continuity Planning and follows from the risk management function and the development of business continuity strategies.  The instructor will lead a class discussion of the terminology used in business continuity planning and the objectives (strategic and tactical) of the planning process. Different frameworks for business continuity plans including Wold’s framework from his article  Disaster Recovery Planning Process, John Laye’s framework, and the FEMA Emergency Management Guide for Business and Industry are presented and compared.  Reference is made to previous sessions for those steps addressing the functions previously covered in the course. Specific plan content and format receives only general coverage in this session and will receive more in-depth coverage in the next session. The session will conclude with the assignment for each student to author a one page statement (specific instructions are included in a handout for this session) of top-level management’s support for the BCCM planning process. 

Student Reading:

Wold, Geoffery. (1992) Disaster Recovery Planning Process Parts I, II and III. Disaster Recovery Journal. Retrieved August 5, 2008 at: http://www.drj.com/new2dr/w2_002.htm , http://www.drj.com/new2dr/w2_003.htm , and http://www.drj.com/new2dr/w2_004.htm.

Instructor References/Reading: 

Answer.com Library Web Site – Business Interruption Insurance. Retrieved January 2, 2009 at: http://www.answers.com/topic/business-interruption-insurance

City of Seattle, WA. (2008) Project t Impact Web Site.  Your Plan: Business Recovery Guide. Retrieved August 5, 2008 at: http://www.seattle.gov/emergency/library/business/yourplan.pdf
Cronin, Kevin. Legal Necessity. Disaster Recovery Journal. Volume 6. No. 2.  Retrieved January 2, 2009 at: http://www.drj.com/new2dr/w2_022.htm
CRS Report for Congress. Terrorism Risk Insurance – An Overview. Cover page. Updated April 11, 2005. Retrieved on January 2, 2009 at: http://www.fas.org/sgp/crs/terror/RS21979.pdf .

Edwards, Don. The Contingency Planner. Disaster Recovery Journal. Volume 4. No. 2. Page 59.  Retrieved January 2, 2009 at: http://www.drj.com/new2dr/w1_001.htm
FEMA. (1993). Emergency Management Guide for Business and Industry. Retrieved August 2, 2008 from the FEMA Web Site at: http://www.fema.gov/pdf/business/guide/bizindst.pdf
Insurance  Information Institute Web Site. Issues Update :Terrorism Risk Insurance. Retrieved on January 2, 2009 at http://www.iii.org/media/hottopics/insurance/terrorism/

Wold, Geoffery. (1992) Disaster Recovery Planning Process Parts I, II and III. Disaster Recovery Journal. Retrieved August 5, 2008 at: http://www.drj.com/new2dr/w2_002.htm , http://www.drj.com/new2dr/w2_003.htm , and http://www.drj.com/new2dr/w2_004.htm.


Objective 13.1:  Describe the use of insurance as a component of a Business Continuity strategy.
Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:
I.
Insurance in General
 A.    The students should be familiar with insurance through their personal and/or family experiences with automobile insurance, homeowners’ or renters’ insurance, personal property insurance, etc.  

Possible Discussion Questions
What factors are considered by an insurance company when setting the premium (payment) for an insurance policy?
What factors are considered by an individual or and/or an organization when considering purchasing insurance?

Where do insurance companies get the information used set premiums?

In the absence of solid data and information to set premiums, what can an insurance company do?
B.
Insurance is basically a contract between an insured, who pays for an insurance policy (contract), and an insurer, who in return for the policy payment guarantees financial compensation for possible damages as specified in the policy.  The cost of a policy is determined by the level of risk associated with the probability and consequences of the contingencies being insured. For many insurance policies, costs and conditions are very well understood and based upon statistical data. For example, auto insurance policy costs are based upon well understood and document factors such as miles driven per year, locality, age of drivers, etc. and is supplemented by an individual’s previous driving record.  For other policies, just as terrorism insurance, there are many unknowns which complicate the means of pricing a policy and/or the decision to even offer policies.
1.
Prior to the 9/11/2001 terrorist attacks, terrorism insurance was generally treated as a low to no cost addition to most business tangible asset policies.  As stated in the CRS Report for Congress (April 11, 2005): “Prior to the September 2001 attacks on the United States, insurers generally did not exclude or separately charge for terrorism risks. The risk of terrorism was seen as so remote that it generally was not considered in writing insurance policies. The events of September 11, 2001, however, unquestionably changed this as insurers realized the extent of possible losses.
”
2.   “Estimates of insured losses from the 9/11 attack, which ranged as high

       as $75 billion in the immediate aftermath, are currently (April 2005) around $35 billion, still the largest man-made insurance disaster on record.”

3.   “The heaviest insured losses were absorbed by foreign and domestic reinsurers  

— the insurers of insurance companies. Due to the lack of data on or modeling of terrorism risk, reinsurers felt unable to price for such risks and, so, withdrew from the market for terrorism risk insurance. Once reinsurers stopped offering coverage for terrorism risk, primary insurers, who also suffered from a lack of data and models, also withdrew or tried to withdraw from the market. In most states, state regulators must approve policy form changes, and state regulators generally agreed to insurer requests to exclude terrorism risks from their commercial policies, just as they had long excluded war risks. Terrorism risk insurance was soon unavailable or extremely expensive, and many businesses were no longer able to purchase insurance that would protect them in future terrorist attacks. Although most data were anecdotal, this problem was widely thought to pose a threat of serious harm to the real estate, transportation, construction, energy, and utility sectors, in turn threatening the broader economy.
”

4.   “Concerned about the limited availability of terrorism coverage in high-risk areas and its impact on the economy, Congress passed the Terrorism Risk Insurance Act (TRIA). The Act provided a temporary program that, in the event of major terrorist attack, allows the insurance industry and federal government to share losses according to a specific formula. TRIA was signed into law on November 26, 2002 and renewed again for two years in December 2005. Passage of TRIA enabled a market for terrorism insurance to begin to develop because the federal backstop effectively limits insurers’ losses, greatly simplifying the underwriting process. TRIA was extended for another seven years to 2014 in December 2007.
”
C.
Private sector businesses employ insurance as a risk management (risk transfer) strategy by purchasing insurance policies to protect their investment in many tangible assets including buildings, furnishings and equipment. In addition to insuring tangible assets, businesses may also purchase business interruption insurance as a component of their Business Continuity strategy.  

II.
Business Interruption Insurance


A.    Although property, liability and other types of insurance can provide businesses with protection against specific risks, most policies do not cover the indirect costs associated with losses unless the insured specifically contracts with the insurer for additional coverage.


B.
Business interruption insurance (also known as business income protection, profit protection, or out of-business coverage) is a type of policy that provides a company with funds to make up the difference between its normal income and its income during a forced disruption of business operations (e.g. closed due to facilities damage). 


C.
Business interruption insurance as a component of the Business Continuity strategy can fill the gaps in ordinary property coverage. In most cases, this type of policy pays the business's ongoing expenses—such as rent, electricity, phone, heat, water, taxes, mortgage, and maintenance—plus compensates the owners or shareholders for lost revenues during a forced shutdown.

D.   The About.com Web Site: Business Insurance provides a very clear and concise example of Business Interruption Insurance coverage titled Steve’s Flower Shop and can be accessed at: http://businessinsure.about.com/od/businessinterruption/a/businterexam.htm
E.
The above example stresses the key point that for many businesses, particularly for small businesses, Business Interruption Insurance along with property insurance is a necessity for protecting the businesses’ survival and economic viability.

Supplemental Considerations:

The Steve’s Flower Shop example is copyright protected and is therefore not included as a handout for this session.  It does help clarify the topic of Business Interruption Insurance and the Instructor can consider going over the example with the class. 
Objective 13.2:  State the general objectives of Business Contingency/Continuity planning.

Requirements:

Present the material by means of lecture and discussion as necessary.

Remarks:

I. Background – Terminology of Business Contingency/Continuity planning.

A. The process of BCCM planning is also commonly referred to as “disaster recovery planning,” “business resumption planning,” “business recovery planning,” contingency planning, “business continuity planning,” etc. 

B. The titles assigned to business contingency planners also vary throughout the business world and include such descriptive titles as disaster recovery coordinator/planner, contingency coordinator/planner, and business continuity coordinator/planner.

C. For the purpose of this course, the terms “business contingency planning” and “business contingency planner” will be used in the general sense of the process of and people assigned responsibility for considering and coordinating the planning for potential events that can have a negative effect on the business. 

D. Included under the umbrella of business contingency planning are component plans including:

1. Individual and family emergency plans.
2. Facility emergency plans.
3. Vital records plans.
4. Emergency response plans.
5. Insurance documentation and claims plans.  
6. Incident management plans.

7. Corporate crisis management plans.

8. Corporate crisis communications plans.

9. Business continuity plans.

10. Disaster recovery plans.

E. As defined in the Business Crisis and Continuity Management framework originally  presented in session 2 (Power point slide 13 – 2) , the business contingency planning function is a critical element that should tie together the pre-crisis event functions of risk management,  and awareness/training/exercising to the event- and post-event focused functions of  crisis management, crisis communication, knowledge management, program implementation, systems monitoring, incident management, incident response, business continuity and restoration, and transition. 

II. Objectives of business contingency planning.

A. As stated in the previous session, the overall strategic objective is to ensure organizational survival and economic viability through the accomplishment of tactical objectives, including:

1. Ensuring the safety of personnel, customers, and the public.

2. Protecting business tangible and intangible assets (physical property, data and information, goodwill). 

3. Minimizing business operation disruptions.

4. Resuming, recovering, and restoring business functions and operations according to a pre-developed and defined priority scheme.

5. Maintaining a positive public image. 

6. Complying with legal, statutory, and regulatory requirements.

B.
The measure of success is meeting these strategic and tactical objectives and an indicator of success of the planning process is the development, testing, refinement, and maintenance of realistic and integrated plans that support these objectives.
1. Success is not the development of plans that, once completed, sit on a shelf and are not tested and refined to reflect changes in the organization and its environment. 

2. Plans developed to merely meet internally or externally imposed requirements and which are not tested and refined to reflect reality are of no or limited use in an actual crisis and can actually exacerbate a crisis if the information they are based on is not current and correct.

Supplemental Considerations:

None.


Objective 13.3  Describe the general disaster (crisis) recovery planning process as presented in Geoffrey H. Wold’s 1992 article Disaster Recovery Planning Process.
Requirements:

Present the material by means of lecture and discussion as necessary.

Section II includes a written homework assignment to be turned in during the next session and discussed at the start of the next session. 

Remarks:
I. Disaster recovery planning process. 

A. The first part of this three-part article lays out a ten-step approach to disaster recovery planning (or business contingency planning using this course’s terminology). This definition and approach to planning go back to the Risk Management function and the component sub functions of Business Area Analysis, Risk assessment, Business Impact Analysis, Risk Communication and Risk-Based Decision Making. 
B.
The ten-step approach
. (Power point slide 13 – 3)
1. Obtain top management commitment (expanded by the course author to include commitment at all levels of the organization).
a. This point has been continually emphasized. Significant resources (hours and dollars) are required to support the development, testing, refinement, and maintenance of a realistic and useful plan. 

b. As stated by Don Edwards in his article “The Contingency Planner,” “If you don’t have that commitment, you don’t have a plan
.”
c. Obtaining top management commitment requires an understanding of the total scope of what needs to be done to develop and maintain an integrated plan. Obviously, top management must also realize the benefits of having a plan. Essentially, they must be convinced that the resources expended are an investment in the organization rather than just another cost of doing business. 

(1) Sound analysis (BAA, BIA and Risk Assessment) and risk-based (risk informed) decision making supported by effective risk communication should help make the case for planning. Results should be documented and clearly communicated to top management.

(2) Top management should also realize their personal responsibility to protect and preserve the resources of the business and the potential business and personal legal liability for not doing so.

(a) This topic will be addressed in more detail later in the course. 

(b) At this point, suffice it to say that disaster preparedness, including contingency planning, is an emerging legal liability issue. As Kevin Cronin explains in his article Legal Necessity,”“Considering the costs of defending corporate lawsuits – much less the cost of losing such suits – business recovery planning is not just smart. It’s a bargain.
” 

d. Contingency planning is not only work for the planner; it is work for almost everyone in the organization. Members of the planning team (described in step 2 below), stakeholders, survey respondents, all levels of management, etc., will have to devote time and effort at all junctures of the planning process. 

(1) The contingency planner needs their cooperation and participation since they will be the end users of the product (plan).

(2) A necessary, but not sufficient, condition for obtaining their support is the public declaration of top management’s commitment. A signed document (memo) by the chief executive officer, stating her/his support and directing support at all levels, can help facilitate this cooperation. 

(3) Additionally, the contingency planner should take steps to make the process a team effort. This includes selling of the value to the individuals as well as the business, and sufficient awareness training. 

2. Establish a planning committee.
a. Planning is not an individual responsibility but a team process that allows for multiple perspectives. The planning committee (team) as a minimum should include representation from all functional areas of the business. The FEMA Emergency Management Guide to Business and Industry lists input from the following areas as essential
: (Power Point slide 13 – 4)
(1) Upper management.
(2) Line management.
(3) Labor.
(4) Engineering and maintenance.
(5) Safety, health, and environmental affairs.
(6) Public information officer.
(7) Security. 

(8) Community relations.
(9) Sales and marketing.
(10) Legal.
(11) Finance and purchasing.
(12) To the above could be added other stakeholders including: local government representatives, representatives of local citizen groups, customers, suppliers, and stockholders. 

b. Team membership should be broad enough to include relevant perspectives but not so large as to be unmanageable. 

c. It is essential that the team members have the time to devote to the effort and the interpersonal skills necessary to communicate with others who will provide input to the planning process. An estimate of the time required to meet team commitments and the schedule for planned team meetings (e.g., every Thursday from 9:00AM –11:00AM), should be provided to the team members and their bosses for their approval before members are appointed to the team.

3. Perform a risk assessment (and BAA and BIA) as explained in previous sessions.

a. The article discusses using disaster scenarios for conducting the risk assessment and BIA, which is an accepted approach consistent with the methods discussed in previous sessions and he approach proposed by John Laye in his text.
b.
The statement is made, “The plan should provide for the ‘worst case’ situation: destruction of the main building
” Other articles and texts also encourage planning based on “worst case” scenarios. 
(1) Remember that risk is made up of two components: probability and impact. Choosing the “worst case” scenario immediately focuses on the impact of risk without fully considering probability.

(2) Risk management requires the consideration of both components to formulate risk strategies. 

(a) Decisions are made and controls are implemented to reduce probability and/or reduce impact to a level where the risk is considered acceptable or where further reduction is not economically feasible (sensitivity – susceptibility to specific controls). 

(b) Some high-impact events are considered to be of such low probability (e.g., the probability of a life-ending meteorite striking the earth) that no probability or impact reduction controls are implemented. 

(3) It makes little sense to base contingency plans on scenarios that have been determined to be of such low probability. 

(a) Better guidance would be to base contingency plans on “realistic or credible scenarios” that reflect the results of the risk management function and process. 

(b) Such planning considerations and scenarios stand a lesser chance of overwhelming top management, particularly when a business contingency planning effort is just starting in an organization. Focusing on the worst case can stop the process before it really begins and result in no real commitment and/or plan.  
(4) All this said, prudent business contingency planning should probably consider the “credible” (called “worst case” in the article) scenario of the destruction (or lack of access) to the main building, primary data bases, and information sources. Unless a business is located in such an area or has instituted controls that reduce the natural, technological, and human-induced risks to such a low level, the probability and likely impact of the building’s destruction or lack of access will be sufficiently high to necessitate alternate site planning as a risk-control measure.

c. Scenario development (primarily for plan testing) is addressed in a subsequent session. 

4. Establish priorities for processing and operations (the BAA and BIA functions covered in previous sessions).

a. The emphasis here is on prioritization of functions and processes (the article emphasizes information-processing systems) by the maximum amount of time they can be disrupted (RTOs). Not every function and process needs to be restored immediately.
b. A key point made later in the article (step 7) is, “The structure of the contingency organization may not be the same as the existing organization chart.
” This point was also emphasized by John Laye in Chapter 2 of his text book.
(1) It is important to remember that effective business contingency plans focus on the critical business functions and processes first.

(2) The goal is not to resume, recover, and restore all business functions and processes immediately, but to resume those necessary for conducting operations at a predetermined acceptable level.

(3) As time progresses and the emphasis shifts from resumption to recovery to restoration. Lessons learned through plan testing and/or actual crisis management might result in organizational changes aimed at improving day-to-day operations as well as crisis operations.

5. Determine recovery strategies (the focus of the previous session).

a. The emphasis of the article is primarily on controls designed to lessen the consequences and impact of hazardous events during the recovery phase of operations. Although the article focuses on information processing systems, all aspects of the business should be considered.
(1) Terms such as “hot sites,” “warm sites,” “cold sites,” and “reciprocal agreements” are introduced in the article. These terms will be covered in a subsequent session. 

(2) The criticality of and expenses associated with information system restoration and recovery following a crisis are generally a major concern in the overall crisis management and business continuity planning cycle.

b. It is also essential to step back from recovery and look at response strategies and actions as part of the overall plan. In the response immediately after or even during a crisis, the areas of concern/actions below should be addressed in this order: (Power Point slide 13 – 5)
(1) Personnel life and safety issues.
(2) Minimize the continuation of damage (damage control).
(3) Commence the primary notification of personnel as called for in the plan.

(4) Conduct a damage assessment.
(5) Determine the appropriate response for the crisis; if appropriate; formally declare a crisis (disaster).

(6) Mobilize personnel and resources based on the decided upon level of response.

6. Perform data collection.
a. The article provides a list of materials and documentation essential to business continuity.

b.
These materials and documents should have been identified in the risk management function and sub-functions.  As a check to insure completeness, it is a good idea to direct a specific effort at identifying those materials and documents essential to business operations and to specifically list them in the plan. Additional coverage of this topic (an essential records program) is provided in the next session.

7. Organize and document a written plan/s.
a. General guidelines for plan/s development:

(1) A business contingency plan is not complete in every detail for dealing with every possible crisis. 

(2)
A business contingency plan is a written document that provides a general methodology to deal with a general crisis. The impact (on a business) of the destruction of a facility due to natural, technological, or human-induced disaster is generally the same. It is the consequences and impact that require response, restoration, and recovery planning and not necessarily the cause of the disaster.

b. General contents of the plan (answers to who? what? when? where? and how?): 
(1) Who? – Assigned responsibilities to key personnel and alternates.

(2) What? – Resources required to resume, recover, and restore business functions and processes. 

(3) When? – Time frames for resuming, recovering, and restoring business functions and processes.

(4) Where? – Location/s for resuming, recovering, and restoring business functions and processes.

(5) How? – The policies and procedures necessary to guide the resumption, recovery, and restoration of business functions and processes. 

c. Plan/s development.

(1) Earlier in the session, a number of component plans were mentioned (emergency response plan, incident management plan, corporate crisis management plan, corporate crisis communications plan, disaster recovery plan, and business continuity plan). They can be developed separately or in one overall planning effort.
(a) In a small business, one plan may suffice.
(b) In large businesses, it is generally more efficient to divide the plan into specific functional or process areas and assign responsibilities consistent with organizational positions.

(c) The business contingency planner may be assigned responsibility for overall plan development, but specific responsibilities for developing plans for specific functional areas or processes should be assigned to the managers having this responsibility on a day-to-day basis.

(2) Regardless of the scope of the overall or individual plans, they must be coordinated and integrated to provide maximum benefit to the business.

d. Plan content.
(1) Plans will differ in specific content and level of detail, depending upon the business, the resources devoted to the effort, and the business’s culture. As a general guideline, the contents of an integrated business contingency plan should include
:

(a) Overview and introduction (executive summary).

(b) Elements of emergency management.
(c) Emergency response procedures.
(d) Supporting documents.
(2) More detailed explanations of each of these types of content will be included in the next session.

8. Develop testing criteria and procedures.
a. The plan should be tested periodically: The article and other references recommend at least annual testing. Additionally, plans should be tested when significant changes occur to the business’ internal or external environment. 
Possible Discussion Questions
What are some changes that would necessitate a test of a plan?

In addition to testing the plan, are there any benefits to be derived from exercising the plan on a regular basis?

b. Objectives for testing the plan include:

(1) A check to ensure completeness.
(2) Determining the feasibility and compatibility of backup facilities and procedures.

(3) Identifying areas in the plans that require modification.
(4) Providing training to personnel in their specific responsibilities.

(5) Demonstrating to internal and external stakeholders the ability to respond and recover.
(6) Maintaining organizational visibility of and support for crisis management and business continuity functions.

9. Test the plan.
a. The test should be based upon a realistic scenario that does not overwhelm the participants but is comprehensive and challenging enough to adequately meet these objectives.
b. The complexity and extent of testing should start at a fairly low level with walk-throughs of sections of the plan and minimal disruption of on-going business operations.

c. Problems with the plan identified in the testing should be documented and corrected. 

d. Eventually, testing will rise to the level of full exercises with minimal simulation. Such exercises have significant costs in terms of dollars and hours but are necessary to prepare for future crisis events.

10. Approve the plan.
a. Plans should carry the stamp of approval of top-level management in the form of a written statement that clearly acknowledges their support and responsibilities and assigns subordinate responsibilities throughout the organization. 

b. The plan should also include a statement of top management’s commitment to review, test, and refine the plan on an as-needed or at least annual basis.

II. This presentation of the overall business contingency planning process starts and ends with the necessity for top level management’s commitment.
A. Direct the students to individually complete the following written assignment for the next class session. The next session will start with a class discussion of their work.

B. You have just been hired as the “business contingency planner” for XYZ Company, a medium-sized (200 employees) manufacturing company located in the suburbs of Boston, Massachusetts, that produces fire detectors for home and business use. Your market is primarily the New England area, but you do ship some of your detectors (10%) to customers throughout the United States and internationally. The company’s CEO and principal owner has read Wold’s article and has directed you to prepare a one-page statement expressing the necessity for “business contingency planning” for the business and his personal support for the process to kick off a planning initiative. 

1. Prepare a one-page letter addressed to “All XYZ Company Employees:” for the CEO’s signature.

2. Be prepared to discuss your letter with the class at the start of the next session. Make a second copy of the letter for your personal reference during the class discussion.

III.
John Laye’s process for developing a Business Contingency Plan


A.  John Laye’s text lays out a ten step process (page 58) for developing a plan which 


is step 6 in his overall BCCM program development process



(Power Point slide 13 –  6).   As presented by John Laye the BCCM program steps 
                  include many of the considerations and requirements contained in Wold’s process.  

B.   John Laye’s sequence for developing a plan is presented here with reference to the 

       Course author’s BCCM program framework for the purpose of comparison with

       Wold’s process. (Power Point slide 13 – 7)


1.
List the units’ business functions (BAA).

2.
Determine which are critical to the company’s mission (BIA).

3.
Match them to the appropriate strategies (BAA and RTOs).


4.
Determine the essential elements to operate the functions (BAA, BIA  and Risked- Based Decision Making).


5.
Choose ways to put the elements together within the strategies’ time constraints

            (BAA, BIA, and Risked-Based Decision Making).


6.
Find and then list resources that match the ways you chose (Program

            Implementation).


7.
Contract in advance with the resources that will be needed quickly (Program

            Implementation).


8.
Rehearse putting the resources and essential elements together and conducting the business functions (Awareness, training, exercising).


9.
Make the necessary adjustments (Systems monitoring).


10.
Rehearse again (Awareness, training, exercising).

Supplemental Considerations:

The Seattle Washington Project Impact Web Site contains the template for a Business Recovery Plan accessible at: http://www.seattle.gov/emergency/library/business/yourplan.pdf  This template is probably as complete as any other and may be used as an example for the class. 
Wold’s article (although dated) is still considered relevant to the current environment.  Wold’s article, the FEMA Emergency Management Guide for Business and Industry, and John Laye’s text lay out sequences for business contingency planning that are essentially identical and are consistent with the crisis management and business continuity model. Wold’s article with its 10-step approach was chosen for use in the session for no other reason than that it is readily available on the internet and provides more detail than the other two descriptions. If the difference among the sources causes confusion for the students, the instructor should consider leading a discussion of the similarities and differences of the approaches. 

The point made under step 2 concerning planning based on “worst case scenarios” should be emphasized. Plans should be based on the results of the risk management process which is comprised of the sub functions of Risk Assessment, BAA, BIA, Risk Communication and Risk-Based Decision Making which consider both the probability and impact of risks. Jumping to the absolute “worst case” scenario can stop the planning process dead in its tracks or lead to the over-commitment of scarce resources.

The written homework assignment should indicate if the students have grasped the importance of business contingency planning. The strategic goal of “ensuring organizational survival and economic viability,” has been stressed several times and probably should appear in the student’s letter for the CEO. 
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