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1. INTRODUCTION

The Situation Manual (SITMAN) with Facilitator notes provides guidance in conducting the
Determined Accord influenza pandemic tabletop exercise (TTX). This guide is for “Facilitator
Use Only” and provides more detailed information on the guidelines for conduct of the TTX, as
well as the exercise objectives, scenario, and discussion topics.

2. EXERCISE GOAL

The goal of Exercise Determined Accord is to increase Federal Executive Branch Department
and Agency, State, territorial, tribal, and local jurisdictional continuity readiness for a pandemic
event; to mitigate vulnerabilities during an influenza pandemic outbreak; and to identify gaps or
weaknesses in pandemic planning and in organization Continuity plans, policies, and procedures.
3. OBJECTIVES

The following TTX objectives support the overall exercise goal:

TABLE 1. DETERMINED ACCORD TABLETOP EXERCISE OBJECTIVES

OBJECTIVES

1.0 Increase the awareness of Federal, State, territorial, tribal, and local government
agencies of the requirement to incorporate influenza pandemic considerations and
procedures into continuity planning.

2.0 Identify special considerations for protecting the health and safety of employees
and utilizing community mitigation measures while maintaining essential
government functions and services during a pandemic outbreak.

3.0 Discuss Continuity plans and procedures for telework during a pandemic and
identify best practices and areas requiring improvement.

4.0 Review the Essential Elements of a viable continuity capability and explore how
they correspond to continuity influenza pandemic planning.

5.0 Identify solutions or alternative actions to challenges, gaps or weaknesses for
continuity presented during an influenza pandemic event.

For Official Use Only 1
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4. EXERCISE STRUCTURE

Exercise Determined Accord will be moderated by trained facilitators. Group discussion will be
focused on an influenza pandemic scenario that continues to unfold over the course of the
exercise. To begin the exercise, the Facilitator will present the initial welcome and introductory
remarks followed by a brief overview of the tabletop exercise format and a lead-in to the exercise
scenario. This will be followed by a facilitated discussion of issues resulting from the events
presented in the scenario. Following the exercise, a hot wash is conducted to capture key
observations and issues raised during the discussions.

The TTX discussions allow the participants to address continuity planning and program
requirements with other government agencies, and will help develop organization and
interagency continuity lines of communication. Events will take place during all six Federal
Government Response Stages, as defined in the National Strategy for Pandemic Influenza
Implementation Plan, May 2006 (see table 2). Facilitators will focus player discussions on sets
of issues relevant to the organizational challenges that would be encountered during each phase.

A separate Train-the-Trainer module is added at the conclusion of the TTX to help guide
participants in their follow-on presentations to other groups.

TABLE 2. TABLETOP EXERCISE STRUCTURE

FEDERAL GOVERNMENT SCENARIO Focus POINTS
RESPONSE STAGES TIMELINE
Stage Oto 1 D Day / Present Planning Approach

Inter-Pandemic Period Major Planning Assumptions
TT&E for Preparedness

Essential Elements of a Viable
Continuity Capability

Trigger Points

Outbreaks overseas
Psycho-Social Effects—initial phases
Preparing for Telework
Employee Communications and
Guidance

Plan Activation Responsibilities
Long-Term Continuity
Interagency Coordination
Public Affairs

Alternate Operating Facilities
Executing Telework

Stage 2to 3 D + 1 Week
Inter-Pandemic Alert Period

Stage 4 D + 13 Weeks
Pandemic Period

Human virus confirmed in US

IT Services

Employee Connectivity

Employee Communication and Guidance
Contracting

Psycho-social Effects

Devolution

Psycho-Social Effects—Ilater phases
Standing Down - Devolve/Reconstitute

Phased Return

Stage 5 D + 15 Weeks
Pandemic Period

Stage 6 D + Several Months
Pandemic Period

For Official Use Only 2
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5. CONDUCT OF THE EXERCISE

The Facilitator will lead the group through a scripted scenario consisting of five injects. Injects
proceed sequentially and chronologically, and capture major actions in the development of, and
response to the influenza pandemic.

Slides presented by the Facilitator will consist of either informational injects or points of
discussion. Injects will convey crucial scenario developments and status updates. Points of
discussion will focus the group on a key problem relevant to the scenario.

The Facilitator will mention the handouts provided to each participant and reference the need to
refer to the table listing the WHO Pandemic Phases and Federal Government Response Stages
along with the TTX Objectives during the discussion phases of the exercise.

A designated lead Facilitator will initiate and encourage discussion. Subject Matter Experts
(SMEs) will be invited to respond to or comment on pertinent exercise questions. Scribe(s) or
Recorder(s) will identify important problems, issues, and/or key points brought up during each
discussion session. They will also note best practices and lessons learned from participating
agencies.

Depending on the time available and the nature of the discussion, additional relevant or follow-
on questions may be introduced. Players will be encouraged to bring up any other continuity
related topics or matters of interest that may not be specifically covered in the exercise
discussions or the scenario. The primary objective of the exercise is to enable players to share
ideas, concepts, and/or initiatives with one another that will serve to enhance the understanding
of continuity influenza pandemic planning, interagency operations, and communications
capabilities. Additionally, the group discussion should help to identify any policies or
procedures that are not currently developed.

A hot wash at the end of the training session gives participants the opportunity to summarize and
validate the problems/issues/key points raised during the exercise. Time permitting, there will be
a brief discussion of specific action items requiring follow-up to enhance the overall interagency
Continuity pandemic planning and programs. Participants will also be requested to complete a
participant questionnaire. All comments will be consolidated into an After Action Report /
Improvement Plan (AAR/IP).

6. SCENARIO OVERVIEW/TIMELINE

Beginning of Scenario

Conditions at the beginning of the scenario mirror the present day. The H5N1 strain of influenza
virus primarily exists within wild or domestic birds, and infects humans only after excessive
avian contact. Cases are primarily found in Southeast Asia. No infected birds have yet been
detected in North America.
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D Day

In rural Vietnam, a cluster of deaths draw the attention of investigators, who suspect the cause to
be a human transmissible form of the H5N1 virus. The Federal Response Stage is raised to 1.

D + One Week

The influenza is detected in 12 other Vietnamese villages. The WHO Pandemic Phase is raised
to 4 and the Federal Response Stage to 2. Quarantines and travel restrictions are implemented in
Vietnam.

D + One Month

Over 800 cases of influenza are diagnosed in Vietnam, including 35 deaths. Public health
authorities struggle to keep the outbreak contained. WHO raises the Pandemic Phase to 5.

D + Three Months

The outbreak jumps borders and cases are identified in Thailand, Cambodia, Australia, and
elsewhere throughout Southeast Asia. Infected travelers are identified in France and India, but
they are contained before spreading the disease to others in their communities. WHO raises the
Pandemic Phase to 6 and the Federal Government Response Stage becomes 3.

D + 13 Weeks

An international business traveler is diagnosed with H5N1 influenza after landing in Seattle from
Tokyo. Public health officials attempt to prevent an outbreak, but simultaneous clusters of
influenza are soon detected in Seattle, San Francisco, and New York City.

The Federal Response Stage is raised to 4 when the infected traveler is detected, and further
raised to 5 when the virus appears in multiple cities.

D + 15 Weeks

Within two weeks of arrival in the United States, the influenza spreads to all major cities.
Hospitals and local clinics report record numbers of people who believe they are ill. Thousands
of schools close in the hardest-hit areas, increasing absenteeism in the workforce. Public outcry
for a vaccine intensifies. Some employees are afraid to come to work. Absenteeism rates
fluctuate from 10-20%, but are expected to grow.

D + 25 Weeks
Infections across the country number in the hundreds of thousands, perhaps millions. Fatalities

increase, and medical supplies are becoming depleted. Although caregivers received early
vaccinations, many medical professionals are becoming ill.
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D + 5-7 Months

Trucking resources are in short supply, and manufacturer supply chains are unraveling. Air
transportation is in crisis, and nearly all major US airlines are headed into bankruptcy. Basic
social services, such as trash removal, struggle to operate. The rate of infection is highest in
cities and highly urbanized areas. Commuters fear using public transportation systems.

D + Several Months

It appears that the threat from the pandemic is receding. The rate of new diagnoses has been
declining for the last six straight weeks. Public relief is palpable. However, due to manpower
shortages it may be several weeks until health care, public utilities, public services, and
transportation services are able to increase levels of service.

Organizations are free to consider standing down and begin the reconstitution process, without
sacrificing preparedness measures or reducing their ability to perform essential functions.
Devolution/dispersal of operations may still be required for some Continuity sites/femployees.

1. ROLES AND RESPONSIBILITIES

Players are encouraged to fully participate in the discussions resulting from issues raised based
on the influenza pandemic scenario. Facilitators will assist the participants in further developing
individual observations and discussions.

Exercise participation includes brainstorming techniques and free, non-attribution discussions,
which are highly encouraged. The following rules apply while brainstorming:

= Non-attribution is in effect

= Promote maximum group interaction

= Keep issues on a level that relates to the majority of the participants
= Offer inputs based on facts; avoid hearsay

= Non-constructive criticism is not permitted

= Focus on solutions

= Respect all ideas and comments

= Participate

Remember, the overall exercise objective is not only to stress the process, but also to facilitate
free information exchange and enhance participants’ knowledge of Continuity plans and
procedures.

8. DETERMINED ACCORD — INJECTS AND DISCUSSION
Annex A provides the messages/injects and discussion topics for this TTX.

For Official Use Only 5
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Exercise Determined Accord

Influenza Pandemic Tabletop Exercise (TTX)
for Continuity Managers

Developed by:

National Continuity Programs (NCP)

Federal Emergency Management Agency (FEMA)
Department of Homeland Security (DHS)

Updated: August 2008

Instructor Notes

Display title slide to begin presentation.

Determined Accord is a Continuity Tabletop Exercise (TTX) to assist Continuity Managers to

consider influenza pandemic in organizational planning as a part of their all-hazards approach for
emergency preparedness.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Agenda

08:00 — 08:10 Welcome Remarks and Introductory Overview
08:10 — 08:30 Background of Pandemic Planning

08:30 — 10:00 Scenario and Inject Points of Discussion
10:00 — 10:15 Break

10:15-11:30 Scenario and Inject Points of Discussion
11:30 — 11:45 Summary

11:45-11:55 Hot Wash

11:55-12:00 Closing Comments

&) FEMA

Instructor Notes

The agenda for the Determined Accord Influenza Pandemic Train-the-Trainer Continuity TTX.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Welcoming Remarks and
Introductory Overview

= Opening remarks

= Purpose

= Objectives

= Table Top Exercise Ground Rules
= Administrative

= Handout materials

= Continuity Guidance

& FEMA

Instructor Notes

This is the opportunity for the host to make opening remarks prior to the beginning of the TTX.

Safety and administrative remarks are provided including location of restrooms, and building
evacuation procedures.

NOTE - Instructors should periodically review references and links associated with this instructional
package to ensure information is current.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Why are we here?

» To develop viable pandemic plans that incorporate key
elements of continuity guidance

&) FEMA

Instructor Notes

This exercise focuses on Continuity planning considerations before and during an influenza
pandemic. There are many other important factors outside of continuity, which are not discussed in
this exercise, that need to be addressed in planning and preparedness for an influenza pandemic.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Purpose

= Increase Federal Department and Agency (D/A), State,
territorial, tribal, and local government agencies’ Continuity
readiness under influenza pandemic conditions

= |dentify gaps and areas for improvement in pandemic
planning in organization Continuity plans, policies, and
procedures

= Involve continuity managers in a structured exchange of
information, ideas, solutions, and resolutions as they pertain
to Continuity issues in an influenza pandemic event

&) FEMA

Instructor Notes

Provides the purpose of the Continuity Influenza Pandemic TTX:

* Increase continuity readiness for pandemic event
« Identify gaps or weaknesses in planning
» Mitigate vulnerabilities during an outbreak by identifying gaps and areas for improvement

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Objectives

1. Increase the awareness of Federal, State, territorial, tribal, and local
government agencies of the requirement to incorporate influenza pandemic
considerations and procedures into continuity planning

2. Identify special considerations for protecting the health and safety of
employees and utilizing community mitigation measures while maintaining
essential government functions and services during a pandemic outbreak

3. Discuss Continuity plans and procedures for telework during a pandemic
and identify best practices and areas requiring improvement

4. Review the Essential Elements of a viable continuity capability and explore
how they correspond to continuity influenza pandemic planning

5. Identify solutions or alternative actions to challenges, gaps or weaknesses
for continuity presented during an influenza pandemic event

& FEMA

Instructor Notes

Slide lists the five objectives of the Continuity PI TTX.

Continuity Managers should be reminded that a focus should be maintained on providing support to
Essential Functions and the development of pandemic planning as a part of their all-hazards
approach to continuity.
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Table Top Exercise Ground Rules

= Brainstorming techniques and open
discussions are highly encouraged. The
following rules apply while brainstorming:
= Promote maximum group interaction
= Keep issues on a high level

= Offer inputs based on facts; avoid
hearsay

= Non-constructive criticism is not permitted §

= Focus on solutions, not blame

= Respect all ideas and comments
= Participate

& FEMA

Instructor Notes

Discuss the several ground rules as shown on the slide. Emphasis should be placed on audience
participation.

Based on class size and availability of resources, the instructor should consider breaking the class up
into more than one group for the table top exercise. If the audience is broken into more than one
group, each group should be advised to have three best practices and three area of improvement
ready to present to the entire audience at the end of the table top exercise.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Administrative Information

= Please either turn off or set to vibrate all pagers, cell phone,
blackberries, and other communications devices

= Location of Restrooms
= |ocation of Exits
= Miscellaneous

&) FEMA

Instructor Notes

The purpose of this slide is for the instructor to provide the class with basic administrative
information. Additional session specific information should be included under miscellaneous, for
example parking regulations or dining information as appropriate.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Handout Materials

= TTX Player Handbook and Slide Handouts
= Website References for Influenza Pandemic

= Memorandum: Continuity of Operations Pandemic Influenza
Guidance, Mar 1, 2006

= Pandemic Influenza meta-checklist

= Federal Occupational Health, Pandemic Influenza Preparedness &
Response

= Participant Questionnaire

= WHO Global Pandemic Stages and the Stages for Federal
Government Response

= Pandemic Severity Index

&) FEMA

Instructor Notes

Walk the audience through the various items in the handout folder to familiarize them with the
material.

The Pandemic Influenza meta-checklist that can also be found on the PandemicFlu.gov website is
the approved tool provided for organizations.

Note that the Determined Accord CD is provided to the participants with slides, videos, exercise
templates, and references.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Continuity Guidance

» Pursuant to NSPD-51/HSPD-20,
and with this National Continuity
Policy Implementation Plan
(NCPIP), the President directs
the Executive Branch to reorient
itself and to utilize an integrated,
overlapping national continuity
concept in order to ensure the
preservation of our government
and the continuing performance
of essential functions

& FEMA

10

Instructor Notes

The continuous performance of essential functions must be guaranteed with the right people, the
right resources, and the right planning. Continuity cannot be an afterthought for organizations as
they strive to perform essential functions.

Unfortunately, there are a myriad of natural hazards, manmade threats, and acts of war that are
capable of interrupting the functions of government and private sector organizations. Some of these
threats (which include pandemic outbreaks) may or may not be more predictable than others.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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National Strategy for Pandemic Influenza

= Strategy released on Nov 1, 2005
= Parallels the National Biodefense
Policy (HSPD-10/NSPD-33): NATIONAL STRATEGY
= Preparedness and Communication PANDEMIC
= Surveillance and Detection INFLUENZA
= Response and Containment
= Articulates key principles:
= Slow, stop or limit the spread of a
pandemic virus to the U.S.
= Mitigate illness, suffering and death

= Sustain infrastructure and mitigate
impact to our economy and the
functioning of society

¥ FEMA

11

Instructor Notes

Reference material for Determined Accord.

Aug 2008 Exercise Determined Accord — Facilitator’s Guide A-11
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Implementation Plan for the National
Strategy

= Plan released on May 3, 2006

= Contains over 300 actions for
Federal Departments and HattonAL SERMIEURIEOR
Agencies PANDEMIC

= Provides guidance on INFLUENZA
implementation of the Strategy - -
and the development of
Department plans, and outlines IMPLEMENTATION PLAN
specific roles and responsibilities
of Departments and Agencies in
pandemic preparedness and
response

= Communicates expectations of
non-Federal entities

¥ FEMA

12

Instructor Notes

Reference material for Determined Accord.

Non-Federal entities include State, territorial, tribal, and local governments, private sector, critical
infrastructure entities, and individuals.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Determined Accord — Injects and Discussion Topics

Government Continuity Planning for
Influenza Pandemic

All government organizations should be responsible for
developing pandemic plans that:
= provide for the health and safety of their employees;
= ensure that the organization will be able to maintain its essential
functions and services in the face of significant and sustained
absenteeism;
= provide clear direction on the manner in which the organization
will execute its responsibilities in support of the nation’s
response to a pandemic as described in the National Strategy for
Pandemic Influenza Implementation Plan; and
= communicate pandemic preparedness and response guidance to
all stakeholders of the organization.

& FEMA

14

Instructor Notes

Pandemic Influenza Plan, May 2006
Chapter 3, page 30.

The center of gravity of the pandemic response...will be in communities. The distributed nature of a
pandemic, as well as the sheer burden of disease across the Nation over a period of months or
longer, means that the Federal Government’s support to any particular State, Tribal Nation, or
community will be limited in comparison to the aid it mobilizes for disasters such as earthquakes or
hurricanes, which strike a more confined geographic area over a shorter period of time.

Local communities will have to address the medical and non-medical effects of the pandemic with
available resources. This means that it is essential for communities, tribes, States, and regions to
have plans in place to support the full spectrum of their needs over the course of weeks or months,
and for the Federal Government to provide clear guidance on the manner in which these needs can
be met. (NSPI-IP, p. 2)

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Continuity
Influenza Pandemic
Introductory Video

Video Credit: Department of Health and Human Services

Instructor Notes

An introductory video from the Department of Health and Human Services (HHS) to provide insight
into issues relating to influenza pandemic, community mitigation and non-pharmaceutical intervention
(NPI). Total running time of video is 47 minutes. The first 17 minutes summarizes all the important
concepts, and is all that should be shown during Determined Accord. The instructor should advise
the students to watch the rest of the video at a later time (i.e. after Determined Accord is over).

NOTE: Videos may be activated by clicking the mouse on either the film strip icon or the
hyperlink. If copying these slides and videos to a computer in lieu of the CD, please ensure
that the video clips are in the same directory as the presentation.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Where Are We?

» What is a pandemic?
» |s an influenza pandemic imminent?

Timeline of Influenza Viruses

195? 1977 1999 2003
1913 1958 199? 2002 2']04

& Major pandemic

. - . I wsmoss Fines:
@ The appearance of a new influenza strain in the human population A

&) FEMA

16

Instructor Notes

This slide will help set the stage for follow-on videos and discussions. It serves as a quick refresher
of why participants were asked to attend.

A pandemic is a global disease outbreak with sustained and rapid person-to-person transmission. It
occurs when a new influenza strain emerges from which there is little or no immunity in humans. It
can cause serious illness to people worldwide.

* Image from National Institute of Allergy and Infectious Diseases (NIAID) URL:
http://mww3.niaid.nih.gov/healthscience/healthtopics/Flu/Research/ongoingResearch/Pandemi
c/TimelineHumanPandemics.htm

* 1918 Pandemic
“Spanish flu” HIN1
The most devastating flu pandemic in recent history, killing more than 500,000 people in the
United States, and 20 million to 50 million people worldwide.

» 1957-58 Pandemic
"Asian flu" H2N2
First identified in China, this virus caused roughly 70,000 deaths in the United States during the
1957-58 season. Because this strain has not circulated in humans since 1968, no one under 30
years old has immunity to this strain.

+ 1968-69 Pandemic
"Hong Kong flu" H3N2
First detected in Hong Kong, this virus caused roughly 34,000 deaths in the United States
during the 1968-69 season. H3N2 viruses still circulate today.

e 1977, 1997, 1999, 2002, 2003, 2004 New Influenza Strains in Humans

Appearance of a new influenza strain in humans was detected in these years. Many scientists
believe it is only a matter of time until the next pandemic occurs. However, the timing and severity of
the next pandemic cannot be accurately predicted.

Aug 2008 Exercise Determined Accord — Facilitator’s Guide A-16
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H5N1/HPAI — Human Cases

Areas with confirmed human cases of H5H1 avian influenza since 2003 *

Ty
...... Arveborm
: Lo Cemh
% = Damc s e -
x Frremi * "
PRk, - ,
L4 LT ke »
- " e Pesple’s
¥ i Pkl Demreratic Meputiic
- Caaen 3 S— 3
w1 ) LI ey -
5] e A
Oewmn 22 Deste 3 b (e et Vi
L 3 Camn I(v_ﬂ
Cowatha: 52
s W
S Oatta 17 IF cambads
- Deata
o _— v
e )
e R

() st

Instructor Notes

The chart depicts occurrences of Human Cases of Avian Influenza throughout the world.

Current maps may be found at: http://gamapserver.who.int/mapLibrary/app/searchResults.aspx

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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H5N1/HPAI - Poultry & Wild BlrdS “

Araas reporing confirmed Sccurmence or HSNI avian influenza in poultry and wild birds since 2003

84D 2000 Minghts sarved e

Instructor Notes

This slide depicts the current status of HSN1 occurrence. H5N1 is an avian influenza virus that has,

on occasion, infected humans.
The chart depicts occurrences of Avian Influenza in poultry and wild birds throughout the world.

Current maps may be found at: http://gamapserver.who.int/mapLibrary/app/searchResults.aspx

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Continuity
Influenza Pandemic
Face Masks

Video Credit: Centers for Disease Control and Prevention

H—ﬂ Click on hyperlink to begin Inject Video
C__J

Instructor Notes

An informational video from a CDC podcast to provide insight into the issues relating to the use of
masks and the types of face masks to be considered in the event of a pandemic.

NOTE: Videos may be activated by clicking the mouse on either the film strip icon or the
hyperlink. If copying these slides and videos to a computer in lieu of the CD, please ensure
that the video clips are in the same directory as the presentation.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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WHO Pandemic Phase 3

I nj eCt #1 Federal Response Stage 0

= National/international health
organizations continue to track
the occasional transmission of
H5N1 avian influenza from an
infected bird to a human

= Human cases appear about
one per week

= No confirmed or extremely
limited human-to-human
transmission reported

& FEMA

21

Instructor Notes

SCENARIO INJECT #1.:

The CDC, World Health Organization (WHO), and other national/international health organizations
around the globe continue to track the occasional transmission of HSN1 avian influenza from an
infected bird to a human.

Human cases continue to appear at the rate of about one per week, mostly in Southeast Asia. The
WHO maintains Pandemic Phase 3.

There has been a report of a single human transmission for a HSN1 case, however, the preliminary
risk assessment by the WHO team found no evidence of sustained or community human-to-human
transmission.

Scenario information based on the following WHO update:
Avian influenza — situation in Pakistan - update 2
3 April 2008

Two additional H5SN1 cases were confirmed by serological testing, thus providing final H5SN1 infection
test results on a previously reported family cluster in Peshawar.

These tests were conducted by the WHO H5 Reference Laboratory in Cairo, Egypt and the WHO
Collaborating Centre for Reference and Research on Influenza in Atlanta, GA. The preliminary risk
assessment found no evidence of sustained or community human-to-human transmission.

All identified close contacts including the other members of the affected family and involved health
care workers remain asymptomatic and have been removed from close medical observation.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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WHO Pandemic Phase

Inject # 1 Federal Response Stage 0

= Nations with confirmed cases of H5N1 avian influenza. H5N1
avian influenza has not yet been identified in North America,
either in birds or humans.

22

Instructor Notes

SCENARIO INJECT #1 (continued):

H5N1 avian influenza has not yet been identified in North America, either in birds or humans.

Current maps may be found at: http://gamapserver.who.int/mapLibrary/app/searchResults.aspx

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide
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Determined Accord — Injects and Discussion Topics

Elements of a Viable Continuity
Capability (FCD 1)
= Essential Functions = Vital Records Management
» Delegations of Authority * Human Capital
= Orders of Succession = Test, Training, and Exercise
= Continuity Facilities = Devolution of Control and
= Continuity Direction

Communications = Reconstitution
) FEMA

24

Instructor Notes

During an influenza pandemic, government organizations are required to ensure that their organization
will be able to maintain its essential functions and services. For the Federal government, Federal
Continuity Directive 1 (FCD 1) identifies 10 required elements of a viable continuity capability.

» Essential functions — An agency'’s critical functions that must be continued throughout or
resumed rapidly after a disruption of normal activities.

» Delegations of authority — Specify who is authorized to make decisions or act on behalf of the
department/agency head and other key officials for specific purposes during emergencies.

» Orders of succession — Provisions for the assumption of senior agency leadership positions
during an emergency when the incumbents are unable or unavailable to execute their legal
duties.

« Continuity facilities — Locations, other than the normal facility, used to carry out essential
functions in a Continuity situation.

» Continuity communications — Communications that provide the capability to perform essential
functions, in conjunction with other agencies and organizations, until normal operations can be
resumed.

* Vital records management — Electronic and hardcopy documents, references, and records
needed to support essential functions during a Continuity situation.

» Human capital — Guidance and direction for human capital management (pay, leave, benefits,
etc.) and ensuring that the correct employees are activated and available during an emergency.

» Test, training, and exercise — Measures to ensure that an agency’s Continuity program is
capable of supporting the continued execution of its essential functions throughout the duration
of the Continuity situation.

» Devolution of control and direction — The capability to transfer statutory authority and
responsibility for essential functions from an agency’s primary operating staff and facilities to
other employees and facilities and to sustain that operational capability for an extended period.

» Reconstitution — The process by which agency personnel resume normal agency operations
from the original or replacement primary operating facility.
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Supporting Concepts of a Viable
Continuity Capability
= Plans and Procedures * Implementation
= Budget and Resources = Risk Management
&) FEMA
25

Instructor Notes

In addition to FCD 1, there are four important supporting elements of a viable Continuity Capability.
These are important items in bringing a Continuity plan and program together.

» Plans and procedures — Agencies must establish plans and procedures to document and
ensure capabilities in order to maintain and implement an effective continuity program.

» Budget and resources — In order to support an effective continuity program, it is necessary to
align and allocate budgetary resources needed to acquire and implement requirements.

* Implementation — Organizations must be ready and able to implement their continuity plans
and procedures, as well as leadership decisions, during an event.

» Risk Management — Organizations should use risk management in order to identify and
prioritize how to address possible deficiencies in their Continuity plans and programs.
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WHO Pandemic Phase 3

Points of Discussion — ErE=Er

= How does traditional continuity planning differ from
influenza pandemic planning?

= How are they similar?

OBJ Relationship
Vi V]

Instructor Notes

1. Longer periods of time; social distancing; increased telework, alternate facilities.

« The Pandemic Influenza meta-checkilist is used for planning considerations. A tool was
developed to assist government agencies in cross walking the 13 Continuity elements to a
pandemic scenario. Your organization may also benefit from consulting this tool -- "Key
Elements of Departmental Pandemic Influenza Operational Plans" available at
http://www.pandemicflu.gov/plan/federal/operationalplans.htmi

2. Prompt participants to discuss their opinions on the relationship between Continuity pandemic
preparedness and traditional Continuity planning. Have them describe their own Continuity
pandemic plan, and explain any rationale for choosing to write it one way or the other.

3. DHS/FEMA NCP has a pandemic template for Continuity Managers on their website.

» Explain the “OBJ Relationship” chart at the bottom of the discussion slides. The chart shows
which course objectives the points of discussion aim to meet.
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WHO Pandemic Phase 3

Points of Discussion =TI

= What major planning assumptions has your
organization taken or will take into account regarding
Continuity influenza pandemic preparedness?

OBJ Relationship

Instructor Notes

Prompt participants to offer examples of the major considerations facing their respective organizations.
Categories for assumptions may include, but are not limited to:

« Responsibilities to the community and nation during times of crisis

« Responsibilities to customers as reflected in Essential Functions

« Employees' response and their ability to perform their jobs

 Preserve relationships with other elements of Federal/State/local/tribal government
 Reliance on critical infrastructure

* Reliance on critical services and transportation

» Impressions of the pandemic's effect on society as a whole

< Agency consideration of mitigated and unmitigated influenza pandemic

Note: Page 25 in the National Strategy for Pandemic Influenza Implementation Plan contains a summary
of the Federal Government planning assumptions for influenza pandemic.

Basic assumptions about an influenza pandemic, Implementation Plan, May 2006

It will be seen in every industry at all levels
It will come in waves, each lasting 6 to 8 weeks with several months in between
* CDC estimates between 15% and 35% of the U.S. population could be affected

Implementation Plan states infection may reach 40% during peak weeks of a community outbreak
(Para 7, pg 25)

» Economic impact could range between $71.3 and $166.5 billion, (Implementation Plan, May 2006).
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Summary of Federal Government
Planning Assumptions — May 06

. Susceptibility to pandemic influenza virus (PI) will be
universal

. Efficient and sustained person-to-person transmission signals
an imminent pandemic

. The clinical disease attack rate will be 30 percent in the overall
population during the pandemic

. Some asymptomatic infected persons will be able to transmit
the virus

. Around half or more of all ill persons may seek medical care

. Risk groups cannot be accurately predicted

Instructor Notes

The next two slides provide listings of Federal government planning assumptions from the National
Strategy for Pandemic Influenza Implementation Plan.

Note the following:

“The clinical disease attack rate will be 30 percent in the overall population during the pandemic.
lliness rates will be highest among school-aged children (about 40 percent) and decline with age.
Among working adults, an average of 20 percent will become ill during a community outbreak.”

State the fact that these assumptions are listed in the National Strategy for Pandemic Influenza
Implementation Plan on page 25. They are provided by the Executive Branch to Federal
Departments and Agencies and other government jurisdictions as a set of baseline assumptions for
pandemic influenza (PI) planning.
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Summary of Federal Government
Planning Assumptions — May 06

. Absenteeism will fluctuate between 30-40% during the peaks
of the pandemic waves

. Incubation period of Pl is estimated to be approximately two
days

. Risk of transmission will be greatest during the first two days
of illness

. On average, each infected person will transmit the virus to
two other people

. Epidemics will last six to eight weeks in affected communities
. Multiple waves are expected, lasting two to three months each

Instructor Notes

Note that the 30-40% absenteeism rate is a possible rate. There is no scientific evidence to support
a rate.
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Continuity
Influenza Pandemic
Video Inject #2

Video Credit: Department of Health and Human Services

—

Instructor Notes

This video inject is used to assist in the development of discussion topics for this period of the TTX.

Participants should note that this video is for scenario discussion purposes and does not convey
accurate information on vaccine development and availability.

NOTE: Videos may be activated by clicking the mouse on either the film strip icon or the
hyperlink. If copying these slides and videos to a computer in lieu of the CD, please ensure
that the video clips are in the same directory as the presentation.
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WHO Pandemic Phase 3

I nj eCt #2 Federal Response Stage 1

= Seven human flu deaths are
reported in the space of a week
in a village in northern Vietham
Initial tests indicate a form of
H5N1 avian influenza
The Federal Government
Response Stage is raised to 1
= Some form of human
transmission is suspected

& FEMA

32

Instructor Notes

SCENARIO INJECT #2:

Seven flu deaths are reported in the space of a week in a village in northern Vietham. Initial tests
ordered by Viethamese doctors indicate a form of HSN1 avian influenza.

The Federal Government Response Stage is raised to 1.

Some form of human transmission is suspected. International teams of doctors and epidemiologists
race to the village.
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WHO Pandemic Phase 4

I nJ eCt # 2 Federal Response Stage 2

Within days, 12 other Vietnamese
villages report human influenza
deaths. Tests indicate the same
virus

The WHO issues a global health
report saying a new strain of
influenza exists, based on avian
H5N1, that is able to move from
human to human

The WHO Pandemic Phase is raised
to 4 and the Federal Response
Stage is raised to 2

Public health workers struggle to
track and contain spread of the virus
throughout Vietnam

& FEMA

33

Instructor Notes

SCENARIO INJECT #2 (continued):

Within days, 12 other Vietnamese villages report influenza deaths. Tests indicate the same virus.

The WHO issues a global health report saying a new strain of influenza exists, based on avian H5N1,
that is able to move from human to human. The WHO Pandemic Phase is raised to 4 and the
Federal Response Stage to 2.

WHO Stage 4: Small clusters with limited human-to-human transmission but spread is highly
localized, suggesting that the virus is not well adapted to humans.

Federal Response Stage 2: Confirmed human outbreak overseas.

Public health workers struggle to track and contain spread of the virus throughout Vietnam.
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WHO Pandemic Phase 5

I nj eCt # 2 Federal Response Stage 2

= After the initial outbreak,
Vietnam reports approximately
8000 cases resulting in 160
deaths

= Most non-essential travel
throughout Vietnam is restricted

= WHO raises the Pandemic
Phase to 5

& FEMA

35

Instructor Notes

SCENARIO INJECT #2 (continued):

In the first month after the initial outbreak, approximately 8000 cases are reported, all in Vietnam,
resulting in 160 deaths.

Viethamese authorities restrict most non-essential travel throughout the country, hoping to lock down
the spread of the virus.

WHO raises the Pandemic Phase to 5. WHO Stage 5: Larger clusters but human-to-human spread
still localized, suggesting that the virus is becoming increasingly better adapted to humans, but may
not yet be fully transmissible.
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WHO Pandemic Phase

POintS Of DiSCUSSion Federal Response Stage

= With the first confirmed human-to-human outbreak
overseas, what actions are you taking related to your
Continuity influenza pandemic plan?

» What actions should your organization be taking now
to prepare for a pandemic?

OBJ Relationship

Instructor Notes

Discussion:

This activity will help participants determine if their pandemic planning includes the 13 essential
elements of a viable Continuity capability. If participants admit to large gaps between their plans and
the elements, prompt them to explain why those areas were not considered during the approach to
writing the plan.

Prompt the participants to describe their Continuity pandemic plans actions in terms of priority and
importance. Ask what criteria were used to prioritize some functions over others. Also, ask how
mission essential functions were considered during their approach to writing their plan. Examples may
include:

« Review of partnerships and interdependencies
* Telework preparedness

« Plan to cope with potential loss of public transportation (especially important in the National Capital
Region and other major cities.)

« Ability to forward office phone calls to homes or other locations

« Employee accountability

« Review emergency personnel management authorities for Federal government, such as OPM websites
« Prepare overall organization response plan that supports the President’s Implementation Plan
e Checking alert rosters

¢ Checking currency of plan

e Check telework systems

* Implement reduced staffing

« Implement increased telework

« Alternate facility

¢ Implementation of work site personnel protective measures

« Implementation of Human Capital emergency activities

* Reassignment of emergency communications plans and rosters

¢ Review partnerships

« Review ability to implement community mitigation guidance, including allowing employees to stay home
to care for children dismissed from school
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WHO Pandemic Phase 5

POintS Of DiSCUSSion Federal Response Stage 2

» What test, training, and exercise (TT&E) activities are
you using to prepare your organization to perform its
essential functions during a pandemic?

Instructor Notes

Discussion:

An effective TT&E program is necessary to assist agencies to prepare and validate their
organization’s continuity capabilities and program and the Federal executive branch’s ability to
perform MEFs and PMEFs during any emergency.

This requires the identification, training, and preparedness of personnel capable of performing their
continuity responsibilities and implementing procedures to support the continuation of agency
essential functions.

A TT&E program provides a review of organizational continuity communications programs to ensure
they are fully capable of supporting pandemic and other related emergencies and give full
consideration to supporting social distancing operations including telework and other virtual offices.

Training provides the skills and familiarizes leadership and staff with the procedures and tasks they

must perform in executing continuity plans. Tests and exercises serve to assess and validate all the
components of continuity plans, policies, procedures, systems, and facilities used to respond to and
recover from an emergency situation and identify issues for subsequent improvement.

All agencies must plan, conduct, and document periodic TT&Es to prepare for all-hazards (including
influenza pandemics) continuity emergencies and disasters, identify deficiencies, and demonstrate
the viability of their continuity plans and programs. Deficiencies, actions to correct them, and a
timeline for remedy must be documented in an organization’s CAP.
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WHO Pandemic Phase | &

I nj eCt #2 Federal Response Stage 3

= Cases of human influenza
begin to appear in Thailand,
Cambodia, Australia, and
elsewhere in the region

= The WHO declares
Pandemic Phase 6 and the
Federal Response Stage is
raised to 3

= |solated cases also begin
appearing in other countries
brought back by travelers to
the region

& FEMA

38

Instructor Notes

SCENARIO INJECT #2 (continued):

Soon after the initial outbreak, cases of human influenza appear in Thailand, Cambodia, Australia
and elsewhere in the region. Reports of quarantines come from bloggers in southern China, but the
Chinese government does not provide specific information.

WHO Stage 6 - Pandemic Phase: Increased and sustained transmission in general population.
Federal Response Stage 3: Widespread human outbreaks in multiple locations overseas.
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WHO Pandemic Phase 6

Points of Discussion — EEIEEms

» Many Continuity pandemic plans associate
increasingly rigorous response actions with key
activation protocols or “trigger” events. What does
your plan consider to be the triggers?

= Who has the authority to activate your plan when
certain triggers arise?

Instructor Notes

Discussion:

Certain organization preparedness or mitigation actions may be initiated after a uniquely
recognizable event or milestone (i.e., the first case of human-to-human transmission detected in
North America).

Clearly stating the individuals who have the authority to activate the plan is crucial. Language in the
plan should also clearly state whether plan activation may be automatic, based on the fulfillment of
trigger criteria or upon the activation of a higher authority’s own Continuity pandemic plan. Stress
the importance to coordinate with other organizations when considering implementation of
your plan.

“All governmental departments and agencies at the Federal, State, local, and tribal levels, private
sector businesses, and academic institutions must ensure that the capability exists to continue
essential functions in the event of a disruption to normal operations.”

“All departments and agencies will be responsible for developing pandemic plans that (1) provide for
the health and safety of their employees; (2) ensure that the department or agency will be able to
maintain its essential functions and services in the face of significant and sustained absenteeism; (3)
provide clear direction on the manner in which the department will execute its responsibilities in
support of the Federal response to a pandemic as described in this Plan; and (4) communicate
pandemic preparedness and response guidance to all stakeholders of the department or agency.”

Leadership must consider pandemic stages and triggers for pandemic as it relates to continuity
planning.
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WHO Pandemic Phase

I nj eCt #2 Federal Response Stage 4

= International traveler passes
through Tokyo and lands in
Seattle showing symptoms soon
after landing. CDC attempts to
track down all passengers from
the flight

= Public health departments
nationwide increase their vigilance

= Seattle hospitals prepare for a
rush of patients

= The Federal Government
Response Stage is raised to 4

& FEMA

41

Instructor Notes

SCENARIO INJECT #2 (continued):

An international traveler who passed through Tokyo on his way to Seattle begins to show symptoms
soon after landing. Epidemiologists from the CDC attempt to track down all passengers from the
flight.

The National Response Framework (NRF) will form the basis of the Federal pandemic response. It
defines Federal departmental responsibilities for sector-specific responses, and provides the
structure and mechanisms for effective coordination among Federal, State, local, and tribal entities,
the private sector, and non-governmental organizations (NGOs). Pursuant to the NRP and
Homeland Security Presidential Directive 5 (HSPD-5), the Secretary of Homeland Security is
responsible for coordination of Federal operations and resources, establishment of reporting
requirements, and conduct of ongoing communications with Federal, State, local, and tribal
governments, the private sector, and NGOs.

Pursuant to the NRF, as the primary agency for, and coordinator for, Emergency Support Function #8
(Public Health and Medical Services), the Secretary of Health and Human Services will lead Federal
health and medical response efforts and will be the principal Federal spokesperson for public health
issues, coordinating closely with DHS on public messaging pertaining to the pandemic.

The NRF stipulates mechanisms for coordination of the Federal and other government jurisdiction’s
response, but sustaining these mechanisms for several months to over a year will present unique
challenges. Day-to-day situational monitoring will occur through the national operations center, and
strategic policy development and coordination on domestic pandemic response issues will be
accomplished through an interagency body composed of senior decision makers from across the
government and chaired by the White House.

Pursuant to the NRF, policy issues that cannot be resolved at the department level will be addressed
through the Homeland Security Council/National Security Council (HSC/NSC)-led policy coordination
process. (NSPI-IP, p. 28-29)
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: : : [WHO Pandenic Phase [ SSSGRSY
Points of Discussion EEE=srmrss

» What human capital options do you have that will
help significant employee absenteeism?

= Who has the authority to make human capital
decisions during a pandemic?

OBJ Relationship

Instructor Notes

Discussion:

Ask participants to explain their estimates, or ask how their estimated figures were determined. Take
note of significant discrepancies between different organizations’ estimates.

A general estimate of absenteeism is 30 - 40% during the peak of an influenza wave, with
significantly reduced staffing levels for two to three weeks on each side of the peak. It is important to
keep in mind that we need critical infrastructure and the economy to continue to function. While 30-
40% may be out during the two-week peak of an unmitigated pandemic, 60%-70% of workers are
expected to go to work during that same time. According to the Department of Labor, there are
approximately 22 million households with all adults working and children under the age of 18. If one
adult from each of those households needs to be home to care for children, 16% of the workforce is
affected.

Organizations should consider all the services upon which their offices rely, and attempt to predict
how absenteeism would affect each one. Admin supplies/equipment, cleaning/janitorial, and food
service needs in organization facilities will be reduced. However, other services, such as phone and
IT, will be stressed to their maximum levels.

Organizations should also survey their employees to characterize their modes of commute. That will
help ascertain the relative effects of public transportation outages and/or road closures on
absenteeism rates.

Planning for impact on essential staff is important during a pandemic event.
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: : : [WHO Pandenic Phase [ SSSGRSY
Points of Discussion EEE=srmrss

= How will you ensure your organization maintains
communications capabilities at the onset and
throughout the duration of a pandemic?

Instructor Notes

Discussion:

Prompt participants to recognize the challenges that may arise when employees utilize telework
resources. Ask participants if they accomplished the following:

eIntegrated telework into their overall Continuity TT&E program
*Conducted exercises to determine telework’s ability to support Continuity
*Performed live tests to determine system stress points during periods of peak usage

*Conducted any large-scale telework exercises, involving large numbers of teleworkers from
throughout the organization

A severe pandemic would cause an organization’s work force to disperse. Many employees would
attempt to work from home. However, some employees may be totally reluctant to provide their
personal home phone numbers, even to an official emergency roster. Others may be taken away
from their homes for a period of time to care for sick family members.

Prompt participants for ideas about managing employee contact information in a dynamic, chaotic
environment. Determine whether normal call-down lists typically used by most organizations for
emergencies would be effective in this environment.
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: : : [WHO Pandemic Phase |G
Points of Discussion EEEEEETrEmres

= How does your organization’s telework policy
account for long-term emergencies, such as
pandemic?

= Does your Continuity pandemic plan identify which
employees have both the authority and technical
capability to telework for extended periods?

= How has your organization verified that its telework

system will work during a pandemic or during any
other period of extremely high usage?

OBJ Relationship

Instructor Notes

Discussion:

Telework Policy: This needs to be thought through well in advance and put in place early.

Do D/As have a telework policy and does the policy address the concerns that would be seen during
a pandemic? What other strategies support telecommuting?

Do the plans take into account things that could happen external to their operation? For example, do
they have personal protective gear and plans in place for these contingencies?

Prompt participants to share their respective organizations’ experience with telework. Ideally, most
organizations should have a telework plan that covers normal telework procedures as well as the role
of teleworkers to support the organization during Continuity operations. Pandemic telework presents
a greater challenge.
Highlight the relative differences between:
Normal Telework

* Regularly scheduled

« No communications challenges or organizational chaos
Traditional Continuity Telework

« Under 30 days, in support of a designated Continuity Team

« Communications and staff functions follow an established plan
Pandemic Continuity Telework

« Long term, no set duration, staff leadership may be dispersed

« Potential for extreme organizational chaos and communications disconnects

Different employees may have different technical capabilities (i.e., business laptops, high speed
Internet at home, home phone capabilities) that need to be taken into account for determining what
telework assignments they are equipped to adequately perform. Also, some teleworkers may have
higher or lower system login privileges, that would affect their ability to telework. Organizations
should consider designated Continuity personnel for telework priority.

Prompt participants about whether this data is collected and maintained within their organizations,
and how it would be used to support telework during an emergency.
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: : : [WHO Pandemic Phase |G
Points of Discussion EEEEEETrEmres

= What steps have you taken to ensure that your
organization has viable and robust orders of
succession and delegations of authority so that it
can continue operations during a pandemic?

OBJ Relationship

Instructor Notes

Discussion:

Influenza can sicken highly susceptible individuals within hours, making pre-established procedures
for succession and delegation important. All organization continuity pandemic preparedness
documents should include updated lists. Succession and delegation lists should be at least three
individuals deep, and all potential delegates should receive a briefing that explains all criteria,
process, requirements, and limits involved in a succession or delegation action.

In addition, some succession and delegation lists are more robust than others. Some organizations
have established lists only for the leader, deputy, and heads of components. However, the more
department, office, division, or branch leadership positions that have established succession and

delegation lists, the better capable the organization of coping with the sudden loss of a key member.

Organizations may want to consider Devolution Plans. We will talk about this in more detail later.
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: : : [WHO Pandenic Phase [ SSSGRSY
Points of Discussion EEE=srmrss

= How will you provide employees and stakeholders
with situational awareness about the pandemic’s
effects on their jobs and lives?

Instructor Notes

Prompt participants to describe ways in which their organization has planned to communicate with its
employees during a pandemic event. Both vertical and horizontal communications must be
considered.

The more employees know about the status of the organization’s key staff and systems, the better
equipped they will be to cooperatively and collaboratively work from home. Additionally, the more the
various offices, divisions, or departments within the organization know about each others’ respective
status, the better their ability to cooperate to serve the organization’s operating priorities.

Mass-email lists can convey lengthy messages. However, if employees do not have home email
access, they should make their managers aware of that fact and make arrangements to receive
important updates by telephone or other means.

Examples of information that would help ease employees’ fears include, but is not limited to:
* Human resources information about sickness, leave, and closure policies

» Guidance and tips for infection control, cough etiquette, and hand washing practices that will
reduce the spread of the disease

 Predictions for the duration of work closings, transportation disruptions, school closings, etc.
« Information on personal protective equipment (PPE)

Planning for impact on essential staff is important during a pandemic event.
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Continuity
Influenza Pandemic
Media Savvy

Video Credit: Centers for Disease Control and Prevention

H—ﬂ Click on hyperlink to begin Inject Video
C__J

Instructor Notes

An informational video from a CDC podcast to provide insight into the issues relating to the use of
Media planning considerations in the event of a pandemic.

NOTE: Videos may be activated by clicking the mouse on either the film strip icon or the
hyperlink. If copying these slides and videos to a computer in lieu of the CD, please ensure
that the video clips are in the same directory as the presentation.
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WHO Pandemlc Phase
I nj ect # 3 Federal Response Stage

= The governors of all West
Coast and East Coast states
declare States of Emergency
Fear grips the population,
especially in the affected
states. Media coverage
fixates viewers on worst-case
scenarios

Governors are urging local
mayors to coordinate and
communicate pandemic
activities

& FEMA

48

Instructor Notes

SCENARIO INJECT #3 (continued):

The governors of all West Coast and East Coast states declare States of Emergency.

Governors are urging local mayors to coordinate and communicate pandemic activities.
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- WHO Pandemic Phase
I nJ eCt #3 Federal Response Stage

Pockets of influenza are
simultaneously detected in major
U.S. cities. The CDC confirms
them as the strain of human virus
Other major cities in Europe and
Asia also see concurrent flu
outbreaks

= The Federal Government
Response Stage is increased to 5,
indicating a national outbreak
HHS/CDC declares the pandemic
is a category 5 on the pandemic
severity index

& FEMA

49

Instructor Notes

SCENARIO INJECT #3:

Pockets of influenza are simultaneously detected in major U.S. cities. The CDC confirms them as
the strain of human virus.

Other major cities in Europe and Asia also see concurrent flu outbreaks.

The Federal Government Response Stage is increased to 5, indicating a national outbreak.
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Points of Discussion

= In what ways could pandemic response actions
taken by other Federal, State, territorial, tribal, and
local government organizations influence or impact
the execution of your organization’s Continuity
pandemic plan or essential functions?

OBJ Relationship

Instructor Notes

Discussion:

There are a number of ways that actions in other jurisdictions’ pandemic plans can complicate
elements of your organization’s Continuity pandemic plan. Actions impacting Continuity sites are a
main concern. Review other plans for any actions that may potentially interfere with your
organization’s ability to support its infrastructure, or may potentially interfere with the ability of your
organization’s employees to perform their jobs (either from home or as commuters). Examples may
include:

« Transportation restrictions/shutdowns
e Quarantines

* Infrastructure restrictions

» Health care distribution restrictions

Remind the participants to consider that schools and daycare centers may/will be closed.

With the exception of school closure, these are not actions that would be advocated.
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WHO Pandemic Phase |

Points of Discussion

= What criteria does your organization consider in

deciding how to utilize its primary and alternate
facilities during a pandemic?

» What decisions has your organization made about

the use of its primary and continuity facilities during
a pandemic based on these criteria?

» What have you done or will you do to ensure your
continuity facilities can sustain operations for 30
days or more during a pandemic?

Instructor Notes

Discussion:

The decision to relocate critical employees to a Continuity site would involve much consideration of
the relative benefits and risks.

There should be no wholesale use of continuity facilities; the emphasis should be on social
distancing, shift work, and telework. Social distancing works by increasing distance between people.
The use of a continuity facility might be useful if half of the people usually assigned to a particular
workspace were re-assigned to a different workspace. Wholesale relocation to a continuity facility is
not a solution that should be considered during a pandemic.

The major criteria that should be considered, at a minimum, include:

The advantages or disadvantages of relocation on the organization’s ability to conduct its
mission essential functions in light of concerns with social distancing

The risk of collocating a majority of the organization’s critical employees in one facility

The willingness/ability of critical employees to leave their homes and relocate for an
extended period of time to the Continuity site

The effects of service disruptions on the organization’s ability to sustain operations at the
Continuity site

Pandemic activity at or near the alternate facility should be considered when determining
whether to use the alternate facility during a pandemic

What social distancing techniques are discussed in your plan?
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Points of Discussion

= What will be the effects of absenteeism and social
distancing on services or infrastructure that support
your organization (i.e., public transportation, freight
hauling, etc. ?)

= How will absenteeism affect your organization?

OBJ Relationship

VYV

Instructor Notes

Discussion:

Organizations should consider all the services upon which their headquarters relies, and attempt to
predict how absenteeism would affect each one. Administrative supplies/equipment,
cleaning/janitorial, and food service needs in organization facilities will be reduced. However, other
services, such as phone and IT, will be stressed to their maximum levels. Organizations should also
survey their employees to characterize their modes of commute. That will help ascertain the relative

effects of public transportation outages and/or road closures on absenteeism rates.

Planning for impact on essential staff is important during a pandemic event.
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Continuity
Influenza Pandemic
Video Inject #4a

Video Credit: Department of Health and Human Services

—

Instructor Notes

This video inject is used to assist in the development of discussion topics for this period of the TTX.

Participants should note that this video is for scenario discussion purposes and does not convey
accurate information on school closings.

Note that no vaccine will be available for the first wave.

NOTE: Videos may be activated by clicking the mouse on either the film strip icon or the
hyperlink. If copying these slides and videos to a computer in lieu of the CD, please ensure
that the video clips are in the same directory as the presentation.
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. WHO Pandemic Phase
I nJ eCt #4 Federal Response Stage

= Within two weeks of the first domestic

cases, flu appears in all major U.S. =

cities SE-IUI!L BLIE_E )

— |
-- i
” | ool H

Hospitals and local clinics are
reporting record numbers of people
who believe they are ill

Multiple school districts close in the [
hardest-hit areas, increasing 77
absenteeism

Public outcry for a vaccine intensifies

Some employees are afraid to come to
work. Absentee rates fluctuate from
10-20%, but are expected to grow

!
ein e

& FEMA
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Instructor Notes

SCENARIO INJECT #4:

Within two weeks of the first domestic cases, flu appears in all major U.S. cities.

Hospitals and local clinics are reporting record numbers of people who believe they areill.

Multiple school districts close in the hardest-hit areas, increasing absenteeism.

Public outcry for a vaccine intensifies.

Some employees are afraid to come to work. Absentee rates fluctuate from 10-20%, but are
expected to grow.
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Points of Discussion

» What will be the potential effect of school closures,
cancellation of large gatherings and absenteeism in
workplaces in the non-government sector have on
your organization's operations?

OBJ Relationship

Instructor Notes

Discussion:

Effective community mitigation may reduce absenteeism, however, organizations will need to
consider potential impacts on organizations.

For example: An adult required to be home with children dismissed from schools.

According to the Department of Labor, there are approximately 22 million households with all adults
working and children under the age of 18. If one adult from each of those households is needed at
home to care for children, that could affect up to 16% of the workforce.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide

A-57




Determined Accord — Injects and Discussion Topics

Liberty Loan Parade - Philadelphia
September 28, 1918

. Photo # NH 41730 FSL aircraft hull in leen Loan amde in Philadelphia, 28 Sept_1918

Instructor Notes

During the Pandemic Outbreak of 1918, St. Louis and Philadelphia emphasized community mitigation
techniques differently. St. Louis closed schools and limited public gatherings, thus encouraging social
distancing. As a result, the city reduced the wave of the pandemic and the number of deaths.
Meanwhile, Philadelphia held the Liberty Loan Parade (thus not utilizing Community Mitigation) and
had an increased number of deaths in the same wave of the 1918 pandemic. The peak mortality rate
in St. Louis was 1/8 that of Philadelphia.

(NIH URL: http://lwww.nih.gov/news/pr/apr2007/niaid-02b.htm)

This is an opportunity to highlight the importance of communities understanding and planning for
implementation of Community Mitigation. Remind them of the Introductory Video that began the
course.
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Continuity
Influenza Pandemic
Video Inject #4b

Video Credit: Department of Health and Human Services

—

Instructor Notes

This video inject is used to assist in the development of discussion topics for this period of the TTX.

NOTE: Videos may be activated by clicking the mouse on either the film strip icon or the
hyperlink. If copying these slides and videos to a computer ILO the CD, please ensure that
the video clips are in the same directory as the presentation.
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WHO Pandemic Phase
I nj ect #4 Fecleral Response Stage

= Within weeks, infections across
the country number in the
hundreds of thousands, perhaps
millions, and fatalities increase

= Medical supplies are becoming
depleted

= Many medical professionals are
becoming ill

%)) FEMA
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Instructor Notes

SCENARIO INJECT #4 (continued):

Within weeks, infections across the country number in the hundreds of thousands, perhaps millions
and fatalities increase.

Medical supplies are becoming depleted.

Many medical professionals are becoming ill.
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: : : [WHO Pandemic Phase [ SERS
Points of Discussion

= How can you help your employees cope with the
emotional stress the pandemic will cause?

» How can employees prepare themselves and their
families for an influenza pandemic?

OBJ Relationship

w4,

Instructor Notes

Discussion:

Normal phone-based employee wellness/counseling services will be completely overwhelmed.

Although your organization can only address employee emaotional health to a certain degree during
the peak of the pandemic, a few small actions may have a large benefit. The organization should
provide clear communications and guidance to employees that contains:

Information about the organization’s operating status and priority missions

Clear, trustworthy information about best practices that reduce the urge of transmission
* Clear, trustworthy information concerning how to care for a sick family member
» Reassurance that the pandemic, and the disruptions it is causing, will not be permanent.

Praise for doing the best job they can under difficult circumstances

Appendix 4 to the Community Mitigation Guidance is a Planning Guide for Businesses and Other
Employers -- to help them prepare for, respond to and recover from a pandemic. The Planning
Guide, Guidance from OSHA, and Guidance from OPM, all recommend the employers communicate
their pandemic planning with employees (and employee representatives, where appropriate) to
ensure employers are aware of their employer's plans. For employees to come to work, they need to
have confidence that they will be safe in doing so. All employers are encouraged to adopt flexible
leave policies in support of the Community Mitigation Guidance.

These are critical issues but there are many other issues that need to be addressed for employees
and their families.
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: : : [WHO Pandemic Phase [ SERS
Points of Discussion

= What plans has your organization made regarding
the possible need to devolve or shift operational
control of your organization’s essential functions
from one office to another geographically separated
office?

OBJ Relationship

w4,

Instructor Notes

Discussion:

Devolution is the transfer of operational control over an organization’s critical functions from the
headquarters to a regional or field office located in a different geographic area. It involves creating
two levels of redundancy:

*Redundancy in personnel skills and training, so that workers in the regional or field office are
familiar with the overall roles and responsibilities of workers at headquarters. In addition,
regional and field offices whose workers practice similar business methods as are employed at
headquarters will face far fewer technical and administrative obstacles to assuming the lead

*Redundancy in systems, so that workers in the regional office are able to access the same
networks, databases, and information systems as workers in the headquarters

In practice, constructing a complete, comprehensive devolution plan is an extremely difficult
endeavor. However, the principles of devolution planning are valuable to consider when planning for
any emergency, such as a pandemic, that would threaten the health and safety of headquarters
employees. Devolution is a requirement for continuity planning.

Planning for impact on essential staff, including those for devolution sites, is important during a
pandemic event.
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Continuity
Influenza Pandemic
Video Inject #5

Video Credit: Delaware’s Pandemic Influenza Summit

—

Instructor Notes

This video inject is used to assist in the development of discussion topics for this period of the TTX.

Inject 5 corresponds with the reconstitution stage of Continuity.

NOTE: Videos may be activated by clicking the mouse on either the film strip icon or the
hyperlink. If copying these slides and videos to a computer in lieu of the CD, please ensure
that the video clips are in the same directory as the presentation.
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Inject #5

= After repeated waves of
advance and decline, it
appears that the threat from the
pandemic is receding. The rate
of new diagnoses has been
declining for the last six straight
weeks

= Public relief is palpable.
However, due to manpower
shortages it may be several
weeks until health care, public
utilities, public services, and
transportation services are able
to increase levels of service

¥ FEMA
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Instructor Notes

SCENARIO INJECT #5:

After repeated waves of advance and decline, it appears that the threat from the pandemic is
receding. The rate of new diagnoses has been declining for the last six straight weeks.

The Federal government's response leadership would declare a pandemic over and would make
recommendations regarding changes in posture. However, because a pandemic occurs community
by community, the Federal government will provide explicit guidance that should be applied as logical
in each community.

Public relief is palpable. However, due to manpower shortages, it may be several weeks until health
care, public utilities, public services, and transportation services are able to increase levels of
service.
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Inject #5

= Organizations are free to
consider standing down and
begin the reconstitution
process, without sacrificing
preparedness measures or
reducing their ability to
perform essential functions

= A dispersal, transfer or
devolution of operations
may still be required to
continue some essential
functions

67

Instructor Notes

SCENARIO INJECT #5 (continued):

Organizations are free to consider standing down and begin the reconstitution process, without
sacrificing preparedness measures or reducing their ability to perform essential functions.

Devolution/dispersal of operations may still be required to continue some essential functions.
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: : : 11 pandenic prase SR
Points of Discussion

= How do you plan to inform all employees that the
pandemic is over and that you are resuming normal
operations?

Instructor Notes

As people move around, how do you know where everybody is?

During times of crisis, organization-wide phone directories will not be able to accurately track where
a given employee is (work, home, Continuity site, etc.) or how long he or she will be at any given
location. It should be the responsibility of each employee to disseminate current and accurate
contact information to all other close colleagues or counterparts.
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: : : 11 pandenic prase SR
Points of Discussion

= Who has the authority and what is the mechanism to
resume normal operations?

Instructor Notes

Discussion:
Someone will have to make a decision based on what's known at the time.

Prompt participants for their ideas. Itis likely that most agencies would follow the lead of DHS and
HHS. The Federal government's response leadership would declare a pandemic over and would
make recommendations regarding changes in posture. However, because a pandemic occurs
community by community, the Federal government will provide explicit guidance that should be
applied as logical in each community.

The WHO may also offer a regional declaration when it believes the pandemic is over.
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: : : 11 pandenic prase SR
Points of Discussion

= How will you assess losses to your workforce and
any damage to your infrastructure?

OBJ Relationship
4]

N

Instructor Notes

Discussion:

Collecting Workforce Data During a Pandemic Influenza Episode

The President, Congress, and heads of agencies will need to know how a pandemic influenza affects
the Government's capacity to carry out its many functions by geographic area. That information will
allow leaders to intelligently redeploy resources and adjust the means of performing work.

Since there are major difficulties in collecting accurate data on absences and deaths specifically
related to a pandemic influenza, OPM will collect indirect measures based on data sources that are
largely automated. Payroll providers will supply information on certain categories of paid and unpaid
leave, by agency and State, which will be compared to prior-year baseline data. Agencies will report
deaths by any cause, and those numbers will also be compared to baseline data. Agencies will also
report on employees who are teleworking from alternative worksites, including their homes. Some
agencies are able to capture telework data through their time and attendance systems, while others
are taking steps to develop this capability.

OPM will notify agencies if and when this reporting needs to begin and will designate the contact
point to which reports should be sent. OPM-VIII-C-1 (Attachment A) shows information that will be
collected from payroll providers. (In rare cases that will be an in-house payroll function.) OPM VIII-D-
1 (Attachment B) shows information that will be collected from agencies through their Chief Human
Capital Officer or Human Resources Director.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide

A-71







Determined Accord — Injects and Discussion Topics

Summary

Instructor Notes

The following is a summary of information for consideration by Continuity Managers upon completion
of the Determined Accord injects.
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What We Know

= We will face another pandemic at some point
» The impact will not be uniform
= L eadership and communication will be critical

» Leaders will be measured by how effectively they
prepare and execute their responsibilities

» Robust pandemic preparedness will enable
bioterrorism and all-hazards preparedness

Instructor Notes

Though we have made significant progress over the past year to prepare the Nation and the
international community for the threat of an influenza pandemic, much important work lies ahead.
One of the most tangible benefits of planning and preparing at a Federal level has been the forging of
close working relationships and unity of effort among Federal departments and agencies. Itis
important that we enhance connectivity and collaboration between all levels of government and all
segments of society. Now is the time, before a pandemic emerges, to establish and test these
relationships and partnerships. The Federal Government must continue playing a leadership role in
fostering an environment of collaboration and public engagement.
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What We Don’t Know

= When the next pandemic will occur

= Whether H5N1 or another strain will cause a
pandemic

= How virulent the virus will be

» Whether pre-pandemic vaccines, antiviral
medications or modern technology will mitigate
impact

= How the public, our institutions, other nations and
leaders will react

Instructor Notes

It is highly unlikely that the most effective tool for mitigating a pandemic (i.e., a well-matched
pandemic strain vaccine) will be available when a pandemic begins.

This means that we must be prepared to face the first wave of the next pandemic without vaccine
and potentially without sufficient quantities of influenza antiviral medications.

In addition, it is not known if influenza antiviral medications will be effective against a pandemic
strain.

During a pandemic, decisions about how to protect the public before an effective vaccine is available
need to be based on scientific data, ethical considerations, consideration of the public’'s perspective
of the protective measures and their impact on society, and common sense.
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Summary of Tabletop

Instructor Notes

If the instructor broke the class into smaller groups they will reassemble at this time. Each group
should present three best practices and three areas of improvement that they identified during the
tabletop. If the class was not broken into groups the instructor will ask the entire class for three best
practices and three areas that need improvement.

NOTE: This is not a hot wash. The purpose of this is to facilitate information sharing regarding
pandemic. Remind the class of that fact and advise them their will be a separate hot wash where
they will have the opportunity to comment on the course materials and delivery.
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_— TWAY,
Objectives g&\g\ﬁ\!\ﬁ 2

The following objectives support attainment of the exercise goal:

= Increase the awareness of Federal, State, territorial, local, and tribal government
agencies of the requirement to incorporate influenza pandemic considerations
and procedures into continuity planning

= |dentify special considerations for protecting the health and safety of employees
and utilizing community mitigation measures while maintaining essential
government functions and services during a pandemic outbreak

= Discuss Continuity plans and procedures for telework during a pandemic and
identify best practices and areas requiring improvement

= Review the Essential Elements of a viable continuity capability and explore how
they correspond to continuity influenza pandemic planning

Identify solutions or alternative actions to challenges, gaps or weaknesses for
continuity presented during an influenza pandemic event

7

Instructor Notes

Review the objectives after completion of the Determined Accord TTX.
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Hot Wash

Participant Questionnaire (in your Handout)
= |tems to sustain (+)
= |tems needing Improvement (-)

= Other comments?

¥ FEMA
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Instructor Notes

Following the Determined Accord TTX, facilitate a Hot Wash of the course. The Hot Wash is lead by
the facilitators and provides the students to provide feedback on the exercise. Capture the areas
considered strengths that are important to the process, as well as, those areas that may need
improvement.
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Reference Slides

Additional information on resource material and
discussion points related to planning for an
Influenza Pandemic as related to Continuity topics.

Instructor Notes

Determined Accord has been modified from its original May 2008 version to better facilitate the
tabletop exercise. However, all the original slides have been preserved in the Reference Slides
Section. Please advise the students there is additional information in this section.
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Reference Documents

= Homeland Security Council,
Pandemic Influenza
meta-checklist
Continuity of Operations
(COOP) Pandemic Influenza
Guidance, published by the
Department of Homeland

Security, Federal Emergency

Management Agency (FEMA), Pandemic Influenza

dated March 1, 2006 Continuity of Operations (COOP)
pPandemic Influenza Annex Template Instructions
Continuity of Operations

(COOP) Annex Template S

Instructions

Instructor Notes

The HSC Pandemic Influenza meta-checklist is the primary guidance available to all Federal and
other government entities. The Pandemic Influenza Continuity of Operations Annex Template
Instructions is also available to continuity managers.

Another recent influenza pandemic reference is the North American Plan for Avian and Pandemic
Influenza signed in August 2007. The Plan outlines a collaborative North American approach that
recognizes that controlling the spread of avian influenza or a novel strain of human influenza, with
minimal economic disruption, is in the best interest of Canada, Mexico, and the U.S.

URL: http://lwww.state.gov/g/avianflu/91242.htm
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National Strategy for Pandemic Influenza
One Year Summary — July 2007

= Limiting the international spread of a
pandemic e e

= Limiting the domestic spread of a PANDEMIC
pandemic and mitigating disease, INFLUENZA
suffering and death

= Sustaining infrastructure and mitigating IMPLEMENTATION PLAN
impact to the economy and the ONE YEAR SUMMARY
functioning of society during a pandemic

= Looking ahead: what have we learned &,
through these efforts and what gaps still Yy
need to be addressed? )

& FEMA
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Instructor Notes

Since the release of the National Strategy for Pandemic Influenza Implementation Plan in May 2006,
much has been accomplished to realize the U.S. Government’s pandemic preparedness and
response goals of:

(1) stopping, slowing, or otherwise limiting the spread of a pandemic to the United States;

(2) limiting the domestic spread of a pandemic and mitigating disease, suffering, and death;
and,

(3) sustaining infrastructure and mitigating impact to the economy and the functioning of
society.

Although the visibility of avian influenza and pandemic preparedness may have waned in the media,
the threat of avian influenza and the potential for an influenza pandemic has not. A pandemic occurs
when a novel strain of influenza virus emerges that has the ability to infect humans and to cause
severe disease, and where efficient and sustained transmission between humans occurs.

Though we cannot be certain that highly pathogenic avian influenza A H5N1 (H5N1) will spark a
pandemic, we can be sure that a pandemic will occur at some point in the future. It is everyone’s
responsibility to remain vigilant. We cannot become complacent and must continue to take the threat
of a pandemic very seriously.
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HHS Pandemic Influenza
Implementation Plan

Port ol ¥

Published November 2006

High level “Road Map” for
departmental preparedness and
response

Organized by topic

Key assumptions made explicit

URL - http://www.hhs.gov/pandemicflu/implementationplan/

Instructor Notes

Planners should consider the Department of Health and Human Services (HHS) Pandemic Influenza

Implementation Plan as a resource, as applicable, for continuity planning.
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DHS Pandemic Influenza Preparedness,

Response, and Recovery
Guide for Critical Infrastructure and Key Resources

PANDEMIC INFLUENZA = Published September 19, 2006

= Addresses Critical Infrastructure and
Key Resources (CI/KR)

= Pandemic implications for business

= Continuity of Operations — Essential
(COP-E) guide

= Partnerships and information sharing

= Public and Media relations

Instructor Notes

Planners should also include the DHS Pandemic Influenza Preparedness, Response, and Recovery
— Guide for Critical Infrastructure and Key Resources as a resource for continuity planning.
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Interim Pre-pandemic Planning
Guidance

- Published February 2007
( ,‘? ]| Community focused
N . .
Interim Pre-pandemic Planning Guidance: Layered interventions
Community Strategy for Pandemic Influenza Cornerstones:
Mitigation in the United States—
T,y Do i = Targeted use of antivirals
= Voluntary “home quarantine”
= Dismissal of students from school
= Social distancing
Introduction of Pandemic Severity

Instructor Notes

Planners should include the CDC Interim Pre-pandemic Planning Guidance: Community Strategy for
Pandemic Influenza Mitigation in the United States as a resource for continuity planning.
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Human Capital Planning for
Pandemic Influenza

HUMAN CAPITAL PLANNING
FOR
PANDEMIC INFLUENZA

Enfurmating for Agencies asd Departmets

http://www.opm.gov/pandemic

FEMA

Updated September 12, 2006
Provides policy guidance for Federal
agencies and employees on human
capital issues in relation to influenza
pandemic

Telework guidance

Questions and answers

Fact sheets

Pandemic planning guides and agency
strategies

Human resources information
specifically for employees

Tracking employees during a pandemic

Decision Chart for Supervisors
85

Instructor Notes

Planners should include the Office of Personnel Management (OPM) Website

www.opm.gov/pandemic as a resource for continuity planning. There planners will find:

» Employee Guidance including information for Federal employees to prepare for influenza

pandemic

 Policy guidance for Federal departments and agencies on human capital issues in relation to

influenza pandemic

 Decision chart for supervisors if employees appear ill
» Telework guidance and training is available at www.Telework.gov

* Questions and answers

» Fact sheets
* Planning guides

Although prepared for the Federal government, much of this guidance may also be applicable for

State, territorial, tribal, and local government jurisdictions.
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Preparing Workplaces for an
Influenza Pandemic

Published in 2007
Difference between seasonal,
e — pandemic & avian influenza
EXsneing Iorkpiscss for aix How influenza pandemic could affect
workplaces
How flu can spread between people
Classifying employee exposure risk

How to maintain operations during a
pandemic

How to protect employees

Steps every employer can take
Guidance for employees who
live/travel abroad

URL - http://www.osha.gov/Publications/OSHA3327pandemic.pdf

Instructor Notes

Planners should include the Department of Labor (DOL) Occupational Safety and Health
Administration (OSHA) Preparing Workplaces for an Influenza Pandemic as a resource for continuity
planning.

Another OSHA document for reference consideration is the Pandemic Influenza Preparedness and
Response Guidance for Healthcare Workers and Healthcare Employers found at
http://www.osha.gov/Publications/OSHA_pandemic_health.pdf.
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Key Pandemic Flu Websites

U.S. Government

» PandemicFlu.gov — www.pandemicflu.gov

= http://www.fema.gov/government/coop/index.shtm

= https://government.hsin.gov/

Nongovernmental Organizations

= Association of State and Territorial Health Officials (ASTHO) —
www.astho.org

= Infectious Disease Society of America — www.idsociety.org

= National Foundation for Infectious Diseases — www.nfid.org

= Institute of Medicine (IOM) — www.iom.edu

= World Health Organization (WHO) — www.who.org

& FEMA
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Instructor Notes

In addition, to the above websites, HSIN provides information to the Federal government.

Federal personnel may nominate people within or outside of the Federal communities for a HSIN
account. Users are nominated if they have a need to collaborate within a given HSIN community to
support preparedness or response activities, such as pandemic planning.

1. A user is nominated by a trusted agent. The nominating official collects basic information and
nominates the user as a member of a given organization and community.

2. The nominated user receives an invitation email from the system that takes them to an
information profile page. The user completes and submits the profile for validation.

3. The validating official reviews the user profile and checks it for accuracy. If the profile is
correct, and the user meets the Federal membership criteria, then the user is validated into
the HSIN community.

4. The user receives an email that their account has been validated and is directed to contact
the HSIN Help Desk to activate their account and receive their password.
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Pandemic Flu Background Links

Influenza Background Information

= CDC - Presents information on the symptoms, treatment, and complications
of the disease, prevention and control, the types of influenza viruses,
questions and answers on symptoms, vaccination and myths.
www.cdc.gov/flu

= National Vaccine Program Office — Presents a historical overview of
pandemics that occurred throughout the past century (Spanish Flu, Asian Flu,
Hong Kong Flu), and three influenza scares (Swine Flu, Russian Flu, and
Avian Flu). www.hhs.gov/nvpo/pandemics

= World Health Organization — Defines an influenza pandemic, explains how
a new influenza virus can cause a pandemic, presents the consequences of
an influenza pandemic, explains the global surveillance systems, and
provides links to other pandemic plans from other nations.
www.who.int/csr/disease/influenza/pandemic/en

& FEMA
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Instructor Notes

Additional Influenza Pandemic information links for consideration.
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Additional Pandemic Flu Resources

Additional Response Resources

= HRSA Bioterrorism and Emergency Preparedness Grants and
Cooperative Agreements — Provides information about HRSA programs for
bioterrorism and emergency preparedness activities available for state and
local jurisdictions. www.hrsa.gov/bioterrorism

= The Public Health Preparedness and Response Capacity Inventory —
Provides a resource for state and local health departments undertaking
comprehensive assessments of their preparedness to respond to
bioterrorism, outbreaks of infectious disease, or other public health threats
and emergencies. www.dhs.ca.gov/epo/PDE/NPSsmpxv1.pdf

= CDC Cooperative Agreements on Public Health Preparedness — Provide
funding to state and local public health jurisdictions for preparedness for and
response to bioterrorism, other outbreaks of infectious diseases, and other
public health threats and emergencies.
www.bt.cdc.gov/planning/continuationguidance

& FEMA
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Instructor Notes

Additional Influenza Pandemic information links for consideration.
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1. Pandemic influenzais different from avian influenza
2. Influenza pandemics are recurring events

3. The world may be on the brink of another pandemic
4. All countries will be affected

5. Widespread illness will occur

90

Instructor Notes

The World Health Organization (WHO) provided this guide of “Ten things you need to know about pandemic
influenza” in 14 October 2005. These slides assist the instructor in providing an introduction into the TTX by
increasing knowledge about Pandemic Influenza.

1. Pandemic influenza is different from avian influenza. Avian influenza refers to a large group of different
influenza viruses that primarily affect birds. On rare occasions, these bird viruses can infect other species,
including pigs and humans. The vast majority of avian influenza viruses do not infect humans. An influenza
pandemic happens when a new subtype emerges that has not previously circulated in humans. For this reason,
avian H5N1 is a strain with pandemic potential, since it might ultimately adapt into a strain that is contagious
among humans. Once this adaptation occurs, it will no longer be a bird virus--it will be a human influenza virus.
Influenza pandemics are caused by new influenza viruses that have adapted to humans.

2. Influenza pandemics are recurring events. An influenza pandemic is a rare but recurrent event. Three
pandemics occurred in the previous century: “Spanish influenza” in 1918, “Asian influenza” in 1957, and “Hong
Kong influenza” in 1968. A pandemic occurs when a new influenza virus emerges and starts spreading as
easily as normal influenza — by coughing and sneezing. Because the virus is new, the human immune system
will have no pre-existing immunity. This makes it likely that people who contract pandemic influenza will
experience more serious disease than that caused by normal influenza.

3. The world may be on the brink of another pandemic. Health experts have been monitoring a new and
extremely severe influenza virus — the H5N1 strain — for almost eight years. The H5N1 strain first infected
humans in Hong Kong in 1997, causing 18 cases, including six deaths. Since mid-2003, this virus has caused
the largest and most severe outbreaks in poultry on record. In December 2003, infections in people exposed to
sick birds were identified. Since then, over 100 human cases have been IaboratorK confirmed in four Asian
countries (Cambodia, Indonesia, Thailand, and Viet Nam), and more than half of these people have died. Most
cases have occurred in previously healthy children and young adults. Fortunately, the virus does not jump
easily from birds to humans or spread readily and sustainably among humans. Should H5N1 evolve to a form
as contagious as normal influenza, a pandemic could begin.

4. All countries will be affected. Once a fully contagious virus emerges, its global spread is considered
inevitable. Countries might, through measures such as border closures and travel restrictions, delay arrival of
the virus, but cannot stop it. The pandemics of the previous century encircled the globe in 6 to 9 months, even
when most international travel was by ship. Given the speed and volume of international air travel today, the
virus could spread more rapidly, possibly reaching all continents in less than 3 months.

5. Widespread illness will occur. Because most people will have no immunity to the pandemic virus, infection
and illness rates are expected to be higher than during seasonal epidemics of normal influenza. Current
projections for the next pandemic estimate that a substantial percentage of the world’s population will require
some form of medical care. Few countries have the staff, facilities, equipment, and hospital beds needed to
cope with large numbers of people who suddenly fall ill.
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6. Medical supplies will be inadequate

= (assumption refers to severe influenza pandemic)
7. Large numbers of deaths will occur

= (assumption refers to severe influenza pandemic)
8. Economic and social disruption will be great

= (assumption refers to severe influenza pandemic)
9. Every country must be prepared

10.WHO will alert the world when the pandemic threat
increases
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Instructor Notes

The World Health Organization (WHO) provided this guide of “Ten things you need to know about pandemic
influenza” in 14 October 2005.

6. Medical supplies will be inadequate. Supplies of vaccines and antiviral drugs — the two most important
medical interventions for reducing illness and deaths during a pandemic — will be inadequate in all countries at
the start of a pandemic and for many months thereafter. Inadequate supplies of vaccines are of particular
concern, as vaccines are considered the first line of defense for protecting populations. On present trends,
many developing countries will have no access to vaccines throughout the duration of a pandemic.

7. Large numbers of deaths will occur. Historically, the number of deaths during a pandemic has varied
greatly. Death rates are largely determined by four factors: the number of people who become infected, the
virulence of the virus, the underlying characteristics and vulnerability of affected populations, and the
effectiveness of preventive measures. Accurate predictions of mortality cannot be made before the pandemic
virus emerges and begins to spread. All estimates of the number of deaths are purely speculative. WHO has
used a relatively conservative estimate — from 2 million to 7.4 million deaths — because it provides a useful and
plausible planning target. This estimate is based on the comparatively mild 1957 pandemic. Estimates based on
a more virulent virus, closer to the one seen in 1918, have been made and are much higher. However, the 1918
pandemic was considered exceptional.

8. Economic and social disruption will be great. High rates of illness and worker absenteeism are
expected, and these will contribute to social and economic disruption. Past pandemics have spread globally in
two and sometimes three waves. Not all parts of the world or of a single country are expected to be severe
affected at the same time. Social and economic disruptions could be temporary, but may be amplified in today’s
closely interrelated and interdependent systems of trade and commerce. Social disruption may be greatest
when rates of absenteeism impair essential services, such as power, transportation, and communications.

9. Every country must be prepared. WHO has issued a series of recommended strategic actions for
responding to the influenza pandemic threat. The actions are designed to provide different layers of defense
that reflect the complexity of the evolving situation. Recommended actions are different for the present phase of
pandemic alert, the emergence of a pandemic virus, and the declaration of a pandemic and its subsequent
international spread.

10. WHO will alert the world when the pandemic threat increases. WHO works closely with ministries of
health and various public health organizations to support countries' surveillance of circulating influenza strains.
A sensitive surveillance system that can detect emerging influenza strains is essential for the rapid detection of
a pandemic virus. Six distinct phases have been defined to facilitate pandemic preparedness planning, with
roles defined for governments, industry, and WHO. The present situation is categorized as phase 3: a virus new
to humans is causing infections, but does not spread easily from one person to another.
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Safeguarding Our Health

» Enhance global and domestic
biosurveillance capability
* Coordinate international containment
Improve and rapid response
Datsction + Prepare to implement layered border
and measures
Response » Develop rapid diagnostic tests
= Create ability to care for large numbers of ill
» Stockpile critical medical materiel
* Maintain essential government services
* Sustain critical infrastructure and
business continuity
= Communicate accurate and timely
information to the public

OBJ Relationship

Instructor Notes

These are examples of what the Federal Government is doing: (i.e. this is from the National Strategy
for Pandemic Influenza, One Year Summary, July 2007)

The United States has developed protocols and trained personnel to support an international effort to
contain the pandemic in its earliest stages. The U.S. Government procured and pre-positioned
overseas stockpiles of personal protective equipment, decontamination kits, and antiviral medications
to complement global efforts to contain pandemic outbreaks.

Our Federal and State stockpiles contain enough antiviral medications to treat nearly 50 million
people, with up to 6 million courses now reserved for containment efforts.

If a pandemic begins outside the United States, and our international containment efforts fail, the U.S.
Government is planning to implement border measures during a severe pandemic to slow the entry
of a pandemic virus into the United States while allowing the flow of goods and people.
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Safeguarding Our Health

- Encourage hand hygiene and cough etiquette
= Promote use of facemasks and respirators,
asappropriate
= Prepare to implement community
mitigation measures
= Expand vaccine production capacity
and technology
Reduce = Stockpile pre-pandemic vaccine
Disease = Develop ways to siretch our vaccine supply
Transmission (adjuvants)
= Stockpile antiviral medications
= Educate and inform the public about
es to reduce di transmission

Instructor Notes

These are examples of what the Federal Government is doing: (i.e. this is from the National Strategy
for Pandemic Influenza, One Year Summary, July 2007)

Once an influenza pandemic reaches the United States, the primary focus is safeguarding the health
of Americans. The U.S. Government is working to enhance the Nation’s ability to detect and respond
early and effectively to a pandemic. To better identify the first cases of influenza pandemic in a
community, the U.S. Government has provided resources to State and local health departments to
increase the number of sentinel providers and improve laboratory detection at public health
laboratories.

The U.S. Laboratory Response Network (LRN), which includes State public health laboratories, is
prepared to conduct initial testing of suspected human infection with H5SN1 within 24 hours of receipt.
To ensure that suspected cases can be promptly confirmed and treated, the Federal Government is
working with industry partners to develop rapid diagnostic tests to quickly discriminate influenza
pandemic from seasonal influenza or other illnesses.
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Pandemic Severity Index

Fi 4. . &
#U¢ % pandemic Severity Index

Case Fatality Projected Number of Deaths*
ate US Population, 2006

>2.0% Category 5 >1,800,000
=
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0.5-1.0% 450,000 -<300,000

| Category2  90,000-<450,000

0.1% - <0.5%

1957/1968 Pandemic

<01% __ Categoryl <9000
* Assume 30% lliness Rate 3

Instructor Notes

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide

Pre-Pandemic Planning: Pandemic Severity Index

The Interim Community Strategy for Pandemic Influenza Mitigation in the United States introduces a
Pandemic Severity Index, which uses case fatality ratio as the critical driver for categorizing the
severity of a pandemic. The index is designed to enable estimation of the severity of a pandemic on
a population level to allow better forecasting of the impact of a pandemic and to enable
recommendations to be made on the use of mitigation interventions that are matched to the severity
of future influenza pandemics.

Future pandemics will be assigned to one of five discrete categories of increasing severity (Category
1 to Category 5). The consequences are for an unmitigated pandemic. The Pandemic Severity
Index provides communities a tool for scenario-based contingency planning to guide local pre-
pandemic preparedness efforts. Accordingly, communities facing the imminent arrival of pandemic
disease will be able to use the pandemic severity assessment to define which pandemic mitigation
interventions are indicated for implementation.
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Points of Discussion

= What is the purpose of Fe%. " pandemic Severity Index

the Pandemic Severity Gase ity Pt berhr Dt
Index?

Category 5 21500,000

= | ooking at the Pandemic
Severity Index, what is

the “critical driver” for UEL Catezory 4
categorizing the severity
of a pandemic?

Instructor Notes

Discussion:

1. To help estimate the severity of a pandemic on a population level
2. To allow better forecasting of the impact of a pandemic

3. To enable recommendations to be made on the use of mitigation interventions that are
matched to the severity of future influenza pandemics

4. To convey in advance anticipated triggers and corresponding actions

The “Case Fatality Ratio”

The influenza pandemic in this scenario is a category 4/5 pandemic, similar to the 1918 outbreak.
Therefore, actions will run the full spectrum of response. Responses to less severe pandemics
would necessitate less involvement.
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Summary of Community Mitigation
Strategies by Severity

Interventions® by Setting 5 1

Recommen. d15

Generally not
recommended

Generally not
recommended

Generally not

g recommended

Workplace / Community
Adult social distancing

Generally not

eommand
recommended Recommand

Recommend

Generally not
recommended

Instructor Notes

Use of Non-Pharmaceutical Interventions (NPI) by Severity Category

The Community Strategy for Pandemic Influenza Mitigation proposes a community mitigation
strategy that matches recommendations on planning for use of selected NPIs to categories of
severity of an influenza pandemic. These planning recommendations are made on the basis of an
assessment of the possible benefits to be derived from implementation of these measures weighed
against the cascading second- and third-order consequences that may arise from their

use. Cascading second- and third-order consequences are chains of effects that may arise because
of the intervention and may require additional planning and intervention to mitigate. The term
generally refers to foreseeable unintended consequences of intervention. For example, dismissal of
students from school may lead to the second-order effect of workplace absenteeism for child
minding. Subsequent workplace absenteeism and loss of household income could be especially
problematic for individuals and families living at or near subsistence levels. Workplace absenteeism
could also lead to disruption of the delivery of goods and services essential to the viability of the
community.

For Category 4 or Category 5 pandemics, a planning recommendation is made for use of all listed
NPIs (Table A, abstracted and reprinted here from Table 2 in the main text). In addition, planning for
dismissal of students from schools and school-based activities and closure of childcare programs, in
combination with means to reduce out-of-school social contacts and community mixing for these
children, should encompass up to 12 weeks of intervention in the most severe scenarios. This
approach to pre-pandemic planning will provide a baseline of readiness for community

response. Recommendations for use of these measures for pandemics of lesser severity may
include a subset of these same interventions and potentially for shorter durations, as in the case of
social distancing measures for children.
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Points of Discussion

Interventions* by Setting | 1

= Is the Pandemic
Severity Index
useful during an
operational
pandemic event?

Viskuntary iseidatien of 1 o o (3T B

School
ik sacial dstancing

Workplace | Community
Rt aseial distaseing

VYV

Instructor Notes

Discussion:

The Pandemic Severity Index (PSI) was created as a planning tool to aid coordinators and planners
in measuring the severity of a pandemic event. Therefore, if utilized properly in the planning stages
the PSI recommendations will be integrated into the operational response.
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Tools in Our Toolbox

= Pandemic Vaccine
= Antiviral medications
= Public Health Measures/Infection
Control
= Community Mitigation Guidance
= Communication

Instructor Notes

Our best countermeasure — vaccine — will probably be unavailable during the first wave of a
pandemic. Antiviral medication: an important component, but one of many.

Community mitigation should be emphasized as a major tool to use during a pandemic. For
additional information on community mitigation, reference the Interim Pre-pandemic Planning
Guidance.

Should a pandemic emerge, the United States is better positioned today to detect an outbreak earlier,
to support an international effort to contain the pandemic in its earliest stages, to limit the spread of
the pandemic, and to save lives. The Federal Government has developed mitigation strategies and
guidelines for controlling influenza outbreaks in communities and has made significant investments in
vaccines, antiviral medications, and research, which will safeguard our Nation and benefit the world.
The unprecedented efforts to prepare for and respond to the threat of a pandemic underscore the
Federal Government'’s resolve to protect human life.

The allocation of antiviral drugs and vaccines, both pre-pandemic and pandemic, to federal
employees will be an important component of planning.

Continuity planning is an integral part of the preparedness and response to pandemic.

For more information on using Personal Protective Equipment during an influenza pandemic, please
see the HHS/U.S. Food and Drug Administration’s questions and answers at
http://www.fda.gov/cdrh/ppe/fluoutbreaks.html.
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“Layered Solutions”

Instructor Notes

The pandemic mitigation framework that is proposed is based upon an early, targeted, layered
application of multiple partially effective non-pharmaceutical measures. It is recommended that the
measures be initiated early before explosive growth of the epidemic and, in the case of severe
pandemics, that they be maintained consistently during an epidemic wave in a community. The
pandemic mitigation interventions described in this document include:

1. Isolation and treatment (as appropriate) with influenza antiviral medications of all persons
with confirmed or probable pandemic influenza. Isolation may occur in the home or
healthcare setting, depending on the severity of an individual's iliness and /or the current
capacity of the healthcare infrastructure.

2. Voluntary home quarantine of members of households with confirmed or probable influenza
case(s) and consideration of combining this intervention with the prophylactic use of antiviral
medications, providing sufficient quantities of effective medications exist and that a feasible
means of distributing them is in place.

3. Dismissal of students from school (including public and private schools as well as colleges
and universities) and school-based activities and closure of childcare programs, coupled
with protecting children and teenagers through social distancing in the community to achieve
reductions of out-of-school social contacts and community mixing.

4. Use of social distancing measures to reduce contact between adults in the community and
workplace, including, for example, cancellation of large public gatherings and alteration of
workplace environments and schedules to decrease social density and preserve a healthy
workplace to the greatest extent possible without disrupting essential services. Enable
institution of workplace leave policies that align incentives and facilitate adherence with the
nonpharmaceutical interventions (NPIs) outlined above.
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Implementation of Community
Actions

Early and coordinated community actions may significantly
reduce illness and death before vaccine is available

If you are ill, stay home*
If someone in your household is ill, stay home**

Dismiss students from school, close childcare and keep
children home

Reduce close contacts in the community and at work

*Provide antiviral treatment for those who are ill
**Consider antiviral prophylaxis for household contacts

FEMA

Instructor Notes

Discussion-based exercises (e.g., tabletop exercises) are a first step to help identify “gaps” in the
plans, policies, protocols, processes, and procedures, included in planning for pandemic mitigation
interventions.

For example, developing community communications plans to notify the public about the status of a
pandemic, what protective actions should be taken, and where to seek medical advice during a
pandemic, as well as planning for distribution of antiviral medications, determining the process for
dismissal of students from schools and closure of childcare facilities, and planning for possible
closure of mass gatherings should be considered.

Such real-world operational experience could yield invaluable empirical evidence regarding how
readily particular pandemic mitigation measures might be implemented and how well they might work
if applied on a larger scale and/or for longer duration.

In consideration of D/A continuity planning, leadership will need to consider these activities along with
Federal, State, territorial, tribal, local, and private sector response activities in their strategies.
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WHO Pandemic Phase

=
Psychosocial Concerns Lo responsesisoe [ 2

Initially:
= Public anxiety will impact:
= Degree of medical surge
= Other control measures
= Employers have a responsibility to ease
psychosocial concerns of response
workers and providers of essential
services
= Educate and inform employees on
potential emotions
= Emphasize the importance of family
communications plans
= Describe available workforce support
services
= Plan for infection control practices in the
workplace

& FEMA
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Instructor Notes

During a pandemic, psychosocial issues may significantly contribute to, or hinder, the effectiveness
of the response. Public anxiety and subjective perception of risk during the initial phases will impact
the degree of medical surge; overall compliance with other control procedures; and participation of
the workforce, including health care workers, in response efforts. (Source: Pandemic
Implementation Plan, Chap 6, page 111)

Has the organization reviewed its Employee Assistance Program (EAP) and other resources
available to employees to ensure they are equipped to prepare and respond to the psychological
and social needs of employees prior to, during, and after a pandemic health crisis (e.g., survivor
assistance programs)?

You can find additional information on the Centers for Disease Control and Prevention (CDC)
website at www.cdc.gov and the HHS Pandemic Influenza Supplement 11 Workforce Support:
Psychosocial Considerations and Information Needs.
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Psychosocial Concerns 3

= During later phases:
= Public and responders to experience stress
caused by
= Loss of family members and colleagues

= Anxiety about work, food, transportation,
social isolation, etc.

= Fear of contagion

gl |- Pandemic planning should include behavioral
" health interventions to reduce psychological
distress

= Workforce resilience programs

= Rest and recuperation sites

= Telephone support lines

= Services for families of responders and

@ FEM A essential workers

102

Instructor Notes

In later stages of the epidemic, other psychosocial factors may also emerge. During the 1918-1919
“Spanish flu,” for example, people experienced significant distress due to loss of family members and
anxiety about work, food, transportation, and basic infrastructure, while the SARS outbreak in 2003
led to psychological distress for health care workers and the general public because of social
isolation, stigmatization of groups perceived to be high risk, and general fears about safety and
health. While most people are resilient and will need minimal psychological support to cope with
catastrophic events such as an influenza pandemic, it is imperative that planning for behavioral
health reactions be undertaken to support affected populations and possibly reduce the occurrence of
long-term psychological distress.

Such planning should involve efforts to recruit, credential, and mobilize mental health and substance
abuse personnel (as part of personnel efforts discussed above), along with the development of
materials on psychological self-care and related topics, including a plan for dissemination of such
materials.

Source: Pandemic Implementation Plan, Chap 6, page 111.

Has the organization reviewed its Employee Assistance Program (EAP) and other resources
available to employees to ensure they are equipped to prepare and respond to the psychological and
social needs of employees prior to, during, and after a pandemic health crisis (e.g., survivor
assistance programs)?

For additional information, refer to the HHS Pandemic Influenza Supplement 11 Workforce Support:
Psychosocial Considerations and Information Needs and the meta-checklist.
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Telecommunications Congestion Points
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Figure 4.1-3 Potential Telecommuting Congestion Points

Instructor Notes

The stress is not on the external network or Internet, but on enterprise networks, infrastructure, and
Intranet. Many businesses that have limited reliance on telecommuting today may not be capable of
handling the anticipated increase in telecommuting traffic during a pandemic. Enterprise network
configurations vary widely across organizations in terms capacity for handling telecommuters. A
sampling of a few businesses of various size revealed that gateway connections to enterprise
networks were sized to accommodate anywhere from 13 percent to 80 percent of the company’s
workforce remotely.

The HSC National Strategy for Pandemic Influenza Implementation Plan May 2006 advises
businesses to plan for up to 40 percent absenteeism during the two week peak of a pandemic. Some
businesses that currently rely heavily on telecommuting may have robust enterprise networks to
accommodate increased telecommuting traffic. Other businesses that utilize minimal telecommuting
today may be underprepared to accommodate the increase in telecommuting anticipated during a
pandemic.

Definitions:
PSTN: Public Switched Telephone Network
ISP: Internet Service Provider

DSL: Digital Subscriber Line

The enterprise network integrates all of the systems within an organization to support interoperability.
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Network Congestion Points

DHS Pandemic Influenza Impact on
Communications Networks Study, Dec 07
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Instructor Notes

Many telecommuters connect to enterprise networks through Virtual Private Network (VPN) software.
Once connected, the telecommuter can access corporate resources as if the telecommuter were in
the office. The VPN connection process provides authentication and access control to corporate
resources. Encryption is often provided by the VPN to provide confidentiality to protect the
telecommuter traffic from disclosure.

Increased number of telecommuters during a pandemic may overload certain remote access
resources such as firewalls and VPN servers. Limited bandwidth to the Internet from the enterprise
network may also constrain the service level provided to telecommuters. Corporate resources that
normally serve the office (e.g., file and application servers) should experience a similar traffic load as
traffic during a pandemic and are not an area of high concern. However, remote access applications
(e.g., webmail) may become overloaded due to an increase in telecommuters using those
applications.

Many telecommuters will be performing their work from residential Internet access networks during a
pandemic. Telecommuters have a variety of Internet access options including: dial-up, Digital
Subscriber Line (DSL), cable modem, broadband cellular wireless, broadband satellite, and fiber to
the home. All of these Internet access technologies are not available in all residential areas.

Broadband penetration in the residential areas is around 50 percent and it is anticipated that the
majority of telecommuters will be connecting through broadband access networks. In these
residential areas, telecommuters will be competing with other recreational users for bandwidth. In
particular, one of the largest groups of bandwidth consumers is school-aged children. Children also
tend to be one of the most infectious groups in terms of disease spread. Communities that decide to
close schools during a pandemic will likely see a significant increase in Internet use with children
confined to homes likely using the Internet as a mode for entertainment. Statistics from the U.S.
Census Bureau estimate that approximately 25 percent of the population in major metropolitan areas
is under 18. Closing schools could thus have a significant impact on the number of Internet users
online at once. This surge in Internet traffic from children and other recreational users may affect the
ability of workers attempting to telecommute. Congestion on residential Internet access networks
may degrade service for telecommuters, particularly those attempting to run applications with real-
time requirements. NOTE: Involve IT support in your continuity planning.
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Additional Points of Discussion

= In addition to the National Strategy for Pandemic
Influenza and the National Strategy for Pandemic
Influenza Implementation Plan, what guidance
documents did you reference when writing your
plan?

Instructor Notes

Discussion:

How does the plan attempt to mesh planning assumptions with requirements provided by guidance
documents, such as the meta-checklist and FCD 1?

Simply stated, the approach describes what an organization needs its Continuity plan to do under
pandemic conditions, and how the plan is designed to successfully do it.

The end result should be a plan that effectively suits the needs of its organization. Prompt
participants to describe how they accomplished that process.
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Additional Points of Discussion

= What is the meta-checklist and what areas does it
address to help planners develop their Continuity
Influenza Pandemic Plans?

Instructor Notes

Discussion:

At this point conduct a more thorough review of the meta-checklist. Use a handout of the checklist
and complete a familiarization of the checklist as a group.

The meta-checklist identifies actions government organizations should implement prior to the onset
of the stages of the Government’s response to a pandemic. Leaders at all levels of government are
in the best position to train personnel and to execute these planning procedures prior to a pandemic
outbreak. Suggested actions to be completed during this preparatory period are included.
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Additional Points of Discussion

= What are your government organization’s
responsibilities under the HSC National Strategy for
Pandemic Influenza Implementation Plan, May 2006?

OBJ Relationship

Instructor Notes

Discussion:

Prompt participants to relate their own Continuity pandemic plan to the National Strategy for Pandemic
Influenza's Implementation Plan. As the master plan for the Federal Executive Branch, D/A synchronization with
this plan is essential.

It is recommended that all government organizations conduct a thorough review of this document, and search for
both explicit and implicit tasks or responsibilities assigned to them in the event of a pandemic.

Cite a few points describing why the Implementation Plan is important. (Preface, vii)
« Ensures that our efforts and resources will be brought to bear in a coordinated manner against this threat

« Cites Federal and other government capabilities and limitations in responding to the sustained and
distributed burden of a pandemic

« Cites the importance of comprehensive preparation at the State, local and community levels to address
medical and on-medical impacts with available resources

Cite examples of federal government responsibilities. Reference Implementation Plan, Chap 3, page 29-30:

« DHS - “Coordination of response as provided by the national Strategy for Pandemic influenza, the
Homeland Security Act of 2002 & HSPD-5 and will support the Secretary of Health and Human Services’
coordination of overall public health and medical emergency response efforts”. The DHS Secretary is the
Domestic incident manager.

* HHS — “Overall coordination of the public health and medical emergency response during a pandemic to
include coordination of all Federal medical support to communities; provision of guidance on infection
control, and treatment strategies to State, local, and tribal entities, etc.”

* USDA —“Overall coordination of veterinary response to a domestic animal outbreak of a pandemic virus
or virus, etc.... Responsible for ensuring that the nation’s commercial supply of meat, poultry and egg
products are wholesome, not adulterated, and properly labeled and packaged.”

For State, local, and tribal governments, reference the State and Local Pandemic Influenza Planning Checklist at
http://www.pandemicflu.gov/plan/states/statelocalchecklist.ntml. This checklist provides detailed tasks under
several planning categories including Community Preparedness Leadership and Networking; Surveillance;
Public Health and Clinical Laboratories; Healthcare and Public Health Partners; Infection Control and Clinical
Guidelines; Vaccine Distribution and Use; Antiviral Drug Distribution and Use; Community Disease Control and
Prevention; Public Health Communications; and, Workforce Support: Psychosocial Considerations and
Information Needs
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Additional Points of Discussion

= How will the changes in the Federal Response
Stages be communicated?

OBJ Relationship

Instructor Notes

Discussion:

HHS, in consultation with the Secretary of DHS and others, will raise the Federal Stage. The
Secretary of HHS (principal Federal spokesperson for public health and medical services), in
coordination with the Secretary of DHS on public messaging, has responsibility to communicate
Federal pandemic stage decisions. The Federal Stage change will be communicated through

mechanisms spelled out in the National Response Framework (NRF), including the Principal Federal

Official (PFO) and the regional PFOs.

Non-Federal government entities may also use the changes in Federal Response Stages to trigger

actions within their influenza pandemic plans.
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Additional Points of Discussion

= How does your organization’s Continuity pandemic
plan account for the extended duration over which
one or more waves of the pandemic would take
place?

= How does it account for serious disruptions that may
last 60-90+ days?

OBJ Relationship
VYV

Instructor Notes

Discussion:

This is an important difference between traditional Continuity planning and Continuity pandemic
planning. Prompt participants to consider the ability of their organization to maintain critical systems
and sustain mission essential functions during a lengthy and disruptive socio-economic atmosphere
that a pandemic would spawn.

Examples of factors that should be considered:

» Consideration of the length of time past the typical 30 day target by which non-critical functions
must be resumed, to prevent an impact on the organization’s mission essential functions

 Prioritization of both mission essential and non-essential functions

* Ability of alternate operating sites in use to sustain full complements of Continuity team
members past 30 days, considering that re-supply of food and lodging supplies may be
delayed. (Note: some organizations including those with classified mission requirements may
need to utilize alternate facilities as a social distancing strategy.)

» Are your HR and telecommunications policies up to date?
» What are your plans for employees who cannot telework?
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Additional Points of Discussion

= How will you provide employees with situational
awareness about the pandemic's effects on their
jobs and lives?

» What procedures do you have in place to provide
this information?

OBJ Relationship

Instructor Notes

Discussion:

Prompt participants to describe ways in which their organization has planned to communicate with its
employees during a pandemic event. Both vertical and horizontal communications must be
considered.

The more employees know about the status of the organization’s key staff and systems, the better
equipped they will be to cooperatively and collaboratively work from home. Additionally, the more the
various offices, divisions, or departments within the organization know about each others’ respective
status, the better their ability to cooperate to serve the organization’s operating priorities.

Mass-email lists can convey lengthy messages. However, if employees do not have home email
access, they should make their managers aware of that fact and make arrangements to receive
important updates by telephone or other means.

Examples of information that would help ease employees’ fears include, but is not limited to:

* Human resources information about sickness, leave, and closure policies

» Guidance and tips for infection control, cough etiquette, and hand washing practices that will
reduce the spread of the disease

Predictions for the duration of work closings, transportation disruptions, school closings, etc.

Information on personal protective equipment (PPE)

Planning for impact on essential staff is important during a pandemic event.
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Additional Points of Discussion

= How is your organization communicating important
messages to the general public and other
stakeholders?

OBJ Relationship

Instructor Notes

Discussion:

A valuable planning activity for public affairs functions is to attempt to envision the possible
messages and themes the organization will need in response to milestone events leading up to the
pandemic, and pre-script those messages in advance of the event. Writing messages in a calm
environment will make those messages free of any anxiety or apprehension that will naturally
accompany the onset of a pandemic. Place messages in public places.

Public Affairs messages should be coordinated per guidance in the National Strategy Pandemic
Implementation Plan and be prepared for a wide range of audiences, as required by the
organization’s functions, including but not limited to:

« Media and journalists

« Organization employees

¢ Organization customers

« Government leaders

¢ Trade and industry

* Medical professionals

« Emergency response workers

« State, local, and tribal civic leaders

Component offices of the organization should not release messages that may conflict with messages
released by the office of the director, or messages released by other components. Federal Public
Affairs Offices need to coordinate message with the White House interagency group. Consistency in
public affairs will help the organization present a steady, confident presence to its customers and
stakeholders. Typically, the director’s public affairs office serves during times of crisis as the sole
conduit for public affairs communications into and out of the organization.

DHS Public Affairs and Principal Federal Officials (PFOs) have responsibilities relating to messaging
for Federal Response.
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Additional Points of Discussion

= How are senior leaders in your organization kept
informed of the progress of the pandemic and its
effect on the organization’s ability to function?

= What process is in place to rapidly make key
decisions and inform those responsible for
executing them?

Instructor Notes

Discussion:

Prompt participants to explain the process for keeping their principal organization leaders on the
same page regarding information about the pandemic and operating priorities for the organization.

This is an important topic because an influenza pandemic may force an organization’s principal
leaders to disperse. If quarantined, isolated, or otherwise unable to reach headquarters, some senior
leaders could be separated from traditional “group-based” information dissemination and decision
making processes for days or weeks. To preserve continuity of leadership, this should not be
allowed to occur.

Leadership must consider pandemic impacts when considering the execution of their essential
functions.
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Additional Points of Discussion

» What contracted services are required to perform
your organization's Continuity essential functions?

= What will the effects of the pandemic be on
contractors' ability to provide these services?

OBJ Relationship

Instructor Notes

Discussion:

Prompt participants to characterize the extent to which their organization’s mission essential
functions rely upon commercial contractors to perform critical tasks, which may include:

» Security Personnel/Guards
» Technical Services/IT
 Transportation/Delivery

» Telecommunications

» Business Supplies

* Clerical Services

* Waste Removal

Agencies may encourage or compel contract firms to develop their own influenza pandemic plans,
but if conditions are deemed unsafe for employees, contractors will also be unavailable. For many
organizations, finding ways to replace security and IT contractors will be a major concern.
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Additional Points of Discussion

» How can interdependent organizations mutually
sustain essential functions during an influenza
pandemic?

Instructor Notes

Discussion:

The best solution to this problem lies at the personal level. Individual staff members should keep
detailed contact information on all counterparts at other organizations with whom they interact on a
regular basis. When an individual’s contact information changes, all his or her contacts should be
informed and asked to add the new information to their address books. Although not a perfect
solution, encouraging this practice would go a long way toward reinforcing lines of communication.

Planning for impact on essential staff is important during a pandemic event. Therefore, it is critical to

establish the interdependent contact lists.
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Instructor Notes

This completes the Determined Accord influenza pandemic portion of the course. At this time, the
facilitator will start the section that provides Train-the-Trainer instruction for the students.
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Train-the-Trainer

Source Material:
FEMA'’s Continuity of Operations
Program Manager’s Course

116

Instructor Notes

The third section of the course materials include the instructional materials, that prepares the
participant to train others in future Determined Accord TTX events.
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Facilitating Discussions

Encourage involvement
Ask open-ended questions
Respond to answers
Answer questions

Lead discussions

Lead exercises

Provide feedback

Instructor Notes

Tell the group that facilitation skills involve:

» Encouraging involvement.
» Asking questions.
» Responding to answers by:
» Listening.
e Paraphrasing.
* Responding or redirecting.
* Answering questions.
» Leading discussions.
* Leading exercises.
» Providing feedback.
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Facilitating Discussions

What techniques have
been used in this

training to encourage
interaction?

Instructor Notes

What techniques have been used in this training to encourage interaction?

» Allow the group time to respond. If not mentioned, remind the students that this training has
included:
« Open-ended questions.
« Discussions.
« Activities.
» Facilitate a brief discussion about additional tips that the students would add to the list.
Tips for Fostering Interaction:

« Get the student actively involved quickly. Have all the students introduce themselves or say something
within the first hour of the training. It is important to get everyone comfortable speaking within the group
setting.

¢ Ask for volunteers rather than putting someone on the spot. Try to draw out the quiet ones. Ask individuals
to tell a true story that you know will illustrate the instructional point being made. For example: “Chris, could
you explain the interviewing techniques you used during the XYZ seizure?”

« Use small groups (six or less) to foster interaction.
« Be patient and wait. People need time to process before responding.

« Don't Be Afraid of Silence: When you are trying to encourage participation, it is critical that you are
comfortable with a little silence. If you ask a question and nobody responds:

1. Wait. Count to five. Students are far more uncomfortable with the silence than you are. Also, know
that the time seems to pass slower when you are standing in the front of the room. Do NOT answer
your own question!

2. Next, restate the question and make eye contact with someone that you know is likely to answer.
3. Again, wait for a response.

4. If there is still no response, then suggest a partial answer and ask the students if they agree or if they
have anything to add.

« Acknowledge responses.
¢ Use the individual’'s name.
* Record responses where everyone can see.
e Tie the themes together.
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Facilitating Discussions

Use questions to:

Encourage participation
Generate curiosity and thinking
Foster discussion

Check student understanding
Get feedback on the training

Instructor Notes

Tell the group that asking questions is the easiest method for encouraging interactions.
Use questions to:

» Encourage participation.

» Generate curiosity and thinking.
» Foster discussion.

e Check student understanding.

» Get feedback on the training.

Suggest that the students ask open-ended questions, which require more than a one- or two-word
response to open up discussion.

Explain that, sometimes instructors need to ask direct questions. Ask direct questions when:
» There is a controversial discussion.
+ Time is tight.
» A quick read on the group is needed.

Stress the importance of not answering your own questions. Note that, if you answer your own
guestions, the students will assume that they don't need to answer your questions in the future.
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Facilitating Discussions

Responding to student answers:

Listen
Paraphrase
Respond or redirect

Instructor Notes

Explain that responding to student answers requires that instructors:

» Listen.
e Paraphrase.
» Respond or redirect.
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Facilitating Discussions

What are the barriers to

effective listening?

Instructor Notes

What are the barriers to effective listening?

Allow the group time to respond. If not mentioned by the group, suggest that some of the barriers
include:

» Thinking about the next presentation point.

* Worrying about the time.

» Paying attention to other students who are not speaking.
» Classroom noise from air conditioning, etc.

Point out that instructor fatigue also presents a barrier to effective listening. Explain that it is
extremely difficult to remain alert to all of the verbal and nonverbal stimuli in the classroom for an
extended period of time.
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Facilitating Discussions

Paraphrasing demonstrates that you listened by:

Restating the speaker’s statements and feelings.
Using your own words.
Remaining neutral.

Instructor Notes

Paraphrasing demonstrates that the instructor has listened to the student because the instructor is
able to:

» Restate the speaker’s statement and feelings.
» Restate using his or her own words, rather than parroting what the student said.

» Remain neutral—expressing neither agreement nor disagreement (verbally or nonverbally).

Stress that paraphrasing should:
* Sound natural.
» Accurately capture the feelings and content being expressed verbally and nonverbally.
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Facilitating Discussions

Allow time to rephrase or clarify.

Acknowledge correct answers.

Guide the individual.
Allow other students to help.

Instructor Notes

This visual presents some guidelines for responding to students’ answers.

Note that instructors need to strike a balance between answering questions and redirecting the
guestions so that the students will interact with each other. Continue by explaining that there are
several techniques that instructors can use based on the situation.

» If someone is likely to know the answer, redirect the question to the group or an expert within
the group.

» If only the instructor knows the answer, answer the question and follow it with another
discussion question.

» If the answer is controversial or if the student asks an off-topic question, offer to talk to the
individual during a break or use a “parking lot” to list and refer issues for resolution.

* If no one knows the answer, suggest where the answer might be found, and make a
commitment to find the answer.
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Facilitating Discussions

What techniques have
you used to “jump-start”

a group discussion?

Instructor Notes

What are some techniques that you have used to help “jump-start” a group discussion?

Allow the group time to respond. Summarize the discussion by reminding the group that techniques

used to jump-start a group discussion are largely dependent on the group and the content and may

include:

* Videos.

e Questions.

* Role play.

» Display the next visual.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide

A-125




Determined Accord — Injects and Discussion Topics

Facilitating Discussions

1. State the purpose.
2. Create opportunities for
everyone to participate.

3. Warn the students before
ending the discussion.
4. Summarize the discussion.
B FEMA 126

Instructor Notes

Review the tips for facilitating group discussions:

1. State the purpose. A statement of purpose provides direction to the group and helps to keep
the discussion focused.

2. Create opportunities for everyone to participate. Often, one or more strong personalities will
try to dominate the discussion. Just as often, some of the more quiet students have valuable
insights for the group. Drawing quiet students into the discussion benefits everyone by
including a range of experiences and insights.

3. Warn the students before ending the discussion. Asking the students for final comments or
telling them that you will only take one more comment sends a signal that it is time to move
on.

4. Summarize the discussion. Summarizing the points of agreement and disagreement from the
discussion lets the students know that you've listened to what they had to say and offers an
opportunity to transition to the next topic.

Ask if anyone has any questions before continuing.
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Managing the Classroom

Managing the physical environment.
Preparing the instructor team.
Managing the clock.

Making midcourse corrections.
Handling difficult students.

Instructor Notes

Introduce this topic by telling the group that there is much more to conducting training than just
presenting course content and facilitating discussions. Instructors are responsible for everything
from classroom setup, to arranging logistics, to handling difficult students.

This topic will cover some of the tasks required for managing the classroom to maximize learning. It
will cover:

» Managing the physical environment.
* Preparing the instructor team.

* Managing the clock.

» Making midcourse corrections.

» Handling difficult students.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide

A-127




Determined Accord — Injects and Discussion Topics

Classroom Arrangement

What are the
pros & cons?

Instructor Notes

Ask the students to review the seating arrangements shown on the visual.

What are the pros and cons of each arrangement?

Allow the group time to respond. If not mentioned by the group provide the information shown below.

Setup
A Pro: Creates the maximum level of interactivity.
Con(s): Requires a large space. Difficult to use with groups larger than 50.
B Pro: Allows for interaction and discussion.
Con(s): May be difficult to see the front of the room from all locations.
Cannot be used with large groups.
C Pro: Allows for the maximum number of students in a small space.
Con(s): Difficult for students to interact with each other.
D Pro: Allows for interaction and discussion.

Con(s): Requires that some students have their backs to the instructor.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide

A-128




Determined Accord — Injects and Discussion Topics

Managing the Classroom

Why do you think we’ve
selected this classroom

arrangement?

Instructor Notes

Why do you think we've selected this classroom arrangement?

Allow the students time to respond. If not mentioned by the group, explain that this classroom is
arranged in small groups to:

» Facilitate small group activities.
» Maximize interaction between and among the students.

A-129

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide




Determined Accord — Injects and Discussion Topics

Managing the Classroom

Preparing the instructor team:

Agree on responsibilities for instruction.
Agree to ground rules for working together.
Prepare guest speakers.

Conduct a dry run.”

Develop a plan to touch base during breaks.
Debrief at the end of each day.

Instructor Notes

Stress the importance of the instructor team working well together. Suggest that the students
develop an instructor team by meeting before the training to:

» Agree on responsibilities for instruction.
» Agree to ground rules for working together.
» Prepare guest speakers.

» Conduct a “dry run” to become familiar with the classroom, the materials, and the equipment.

» Develop a plan to touch base to give each other feedback and input during breaks.
» Develop a plan to debrief at the end of each day.

Emphasize the importance of getting feedback from each other throughout the training session.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide

A-130




Determined Accord — Injects and Discussion Topics

Managing the Classroom

Break management tips:

Take a break about every hour.

Watch for nonverbal signs that a break is needed.
Try to find natural breaking points.

Enforce break time limits.

Instructor Notes

Remind the group of the importance of providing frequent breaks that are well managed.
Suggest that, as instructors, the students should:

» Take a break every hour or so.
» Watch for nonverbal signs that a break is needed.
» Try to find natural breaking points.

» Enforce break time limits. Begin at the designated time even if some students have not
returned.
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Managing the Classroom

Making midcourse corrections:

Collect continuous feedback from the students.
Adjust the pace of the training.

Use breaks to reassess and adjust.

Substitute less time-consuming activities.

Ensure that corrections allow you to achieve all
learning objectives!

Instructor Notes

Review the points for making midcourse corrections with the group. Stress that:

» When adjusting the pace of the training, the instructor needs to accommodate the learning
needs of the students.

» Itis preferable to substitute a less time-consuming activity than eliminate activities or
opportunities for student/group interaction.

Remind the students that they need to achieve all learning objectives, regardless of midcourse
corrections that may be necessary.

Aug 2008 Exercise Determined Accord — Facilitator’'s Guide

A-132




Determined Accord — Injects and Discussion Topics

Managing the Classroom

If you’re running tight
on time, what types of

quick interactions can
you use with a group?

Instructor Notes

If you are running tight on time, what types of quick interactions can you use with a group?
Allow the group time to respond. If not mentioned by the group, suggest:

» Having the entire group complete an exercise together.

» Reducing the number of questions or activities.
Giving the group part of the answer and have them work on completing the remainder of the

activity.
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Managing the Classroom

How many of you have
been in a class with
difficult students?

Instructor Notes

How many of you have been in a class with one or more difficult students?

Allow for a show of hands. Then select one of the responding students and ask if he or she knows
how the instructor handled the situation.
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Managing the Classroom

Dealing with difficult students:

Take action before others get frustrated.
Preserve a positive learning environment.
Don t compromise the individual’'s self esteem.

Instructor Notes

Summarize the student’s response, and suggest that the students deal with difficult students:

» By taking action before others get frustrated—but not so soon that you discourage debate and

interaction.
» While preserving a positive learning environment.

Stress that, as instructors, they should not compromise the individual's self-esteem by humiliating
him or her in front of the class. Suggest that they meet with the student during a break and try to
handle the situation privately.

Point out that the other students will often handle difficult students themselves. If that occurs, stress
that, the instructor must ensure that the situation does not get out of hand.

Ask if anyone has any questions on anything covered in this unit before continuing.
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Activity: Pulling It All Together

Getting ready:

Become familiar with the Instructor Guide.
Review the learning objectives.

Gain an understanding of the content.
Highlight the key learning points.

Tailor the content to your target audience.

Instructor Notes

Purpose: The purpose of this activity is to provide the students an opportunity to prepare for,
present, and critique a 30-minute presentation that demonstrates effective instructional delivery
skills.

Instructions: Follow the steps below to conduct this activity:

1. Assign the students to pairs to complete this activity.

2. Explain that you will assign each pair of students a portion of the COOP Program Manager course
to present.

3. Suggest that, to prepare, each pair should:

« Become familiar with the format of the Instructor Guide.
¢ Review the lesson objectives.

¢ Gain a complete understanding of the content.

« Highlight the key learning points.

e Tailor the content to your target audience by marking up the Instructor Guide with their own
words, examples, and experiences.
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Instructor Notes

Summarize this unit by telling the students that they should have basic presentation, facilitation, and
classroom management skills.

Remind them, however, that their skills will only improve with practice and concentration.

Suggest that anyone who does not feel comfortable presenting to a group look for outside
opportunities to make presentations.
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