Session No. 22


Course Title: Hazards Risk Management

Session 22: Risk Communication












Time: 1 hour


Objectives: 

22.1: Discuss Risk Communication and Why Is It Needed?
22.2: Discuss the Basic Components of Risk Communication

22.3: Discuss the Standards for Public Risk Communication


Scope: 

This is the first of three sessions dealing with communicating risk. The following two sessions deal with Public Input in the Communications Process and Message Content. 

Earlier sessions dealt with risk identification and risk profiling. These sessions will pick up with the preparation of messages or content for the communication and the processes for communicating risk.

At the time of writing (May 2002), at least two major “think tanks” were at work on research and publications that should contribute significantly to the literature because they include human-induced events. One is the RAND Corp. (www.rand.org), which should be releasing its study results regarding the Anthrax incidents of 2001-2, in September of 2003. Another is the Center for Security and International Studies (CSIS) (www.csis.org), which is preparing a report on risk perception and community response, also slated for publication in late 2003.  These promising new research results should be useful to instructors.

In the fields of emergency management and homeland security, as is true in health and environmental fields, there is pressure for lay participation in decisions that also require technical content.  Yet the needed information and experience from both the hard sciences and the behavioral sciences have not yet been either developed or applied sufficiently to establish clear standards, firm rules, and recommended procedures regarding communicating risk. 


Readings:

Student Reading:

National Governors’ Association. (2002) A Governor’s Guide to Emergency

Management: Volume 2. (pp.24-35) 

http://www.nga.org/cda/files/GOVSGUIDEHS2.pdf
U.S. EPA: Chapter 11: Communication with the Public - Risk Management Program Guidance for Wastewater Treatment Plants (40 CFR Part 68)  [no date]

URL: http://www.epa.gov/ceppo/pubs/potw/P-Chap-11.pdf
U.S. Dept of HHS. (2002) Communicating in a Crisis: Risk Communication Guidelines for Public Officials. URL: http://riskcommunication.samhsa.gov/index.htm
Handout 22-1 The Brent Spar

Instructor Reading: 

National Governors’ Association. (2002) A Governor’s Guide to Emergency

Management: Volume 2. (pp.24-35) 

http://www.nga.org/cda/files/GOVSGUIDEHS2.pdf
Radio and Television News Directors Foundation. 2002. Bioterrorism: A Journalist’s Guide to Covering Bioterrorism. URL: http://www.rtnda.org/resources/bioguide.pdf
U.S. EPA: Chapter 11: Communication with the Public - Risk Management Program Guidance for Wastewater Treatment Plants (40 CFR Part 68)  [no date]

URL: http://www.epa.gov/ceppo/pubs/potw/P-Chap-11.pdf
U.S. Dept of HHS. (2002) Communicating in a Crisis: Risk Communication Guidelines for Public Officials. URL: http://riskcommunication.samhsa.gov/index.htm
Handout 22-1 The Brent Spar


General Requirements

Power Point slides are provided for the instructor’s use, if so desired.

Handout 22 – 1 The Brent Spar

It is recommended that the modified experiential learning cycle be completed for objectives 22.1 - 22.3 at the end of the session.

This session builds on the earlier ones and will be most effective if used in sequence.


Objective 22.1: Discuss Risk Communication and Why it is Needed?
Requirements:

The instructor should read and select discussion points from the following:

National Governors’ Association. (2002) A Governor’s Guide to Emergency Management: Volume 2; Chapter 2: Crisis Communications (pp.24-35) 

http://www.nga.org/cda/files/GOVSGUIDEHS2.pdf.

U.S. Dept of HHS. (2002) Communicating in a Crisis: Risk Communication Guidelines for Public Officials. URL: http://riskcommunication.samhsa.gov/index.htm
The instructor may want to provide printed copies of the website materials listed in remark VII that describes the examples of effective and ineffective risk communication.

Remarks: 

I. Many public officials and scientists need guidance when it comes to dealing with the media because of the potential differences in their perspectives and aims. In the event of a major threat or crisis situation, it is imperative that the person responsible -- whether a public official, a research scientist, or a corporate manager – be prepared to provide clear, effective communications, information dissemination, and message delivery. Fortunately, there are many training courses, coaches, and guidance documents available to provide help with these needed skills.  

II.
Unscheduled Events. Unfortunately, a crisis may occur in the early hours of the morning or over the weekend, when the first tier of managers and trained communicators are not available. It may be necessary to have a larger-than-expected number of persons trained or briefed to conduct effective risk communication
III.
Previous Lessons. Years of experience with natural and other “typical” or familiar threats/disasters in the U.S. have been instructive. “Numerous studies of emergency responses have shown that when told the truth about a disaster (natural or human-induced) people tend to remain calm and organize themselves to help those who have been affected.  Among the lessons to be learned in risk communication is that a knowledgeable, official source should have been made available to the press as a regular daily event, and more information should have been provided about measures citizens should take to protect themselves”(RTV Foundation, p. 5). 

IV. 
Unintended Consequences. 

A.
Sometimes the positive values become clearer when the negative results of poor or non-existent risk communications are identified and analyzed. It is important to conduct risk communication effectively, because the alternative outcome can be quite serious. As noted by Fischhoff (CSIS briefing), poor risk communication may have a number of undesirable consequences, including:

1. Undermine effective decision-making
2. Reduce helpfulness
3. Erode faith in authority
4. Erode social coordination
B.
Other examples of  “common communication traps”
 are (Power Point Slide  22-1):

1. The application of inappropriate techniques leading to the development of misinformation and consequently poor decision-making.  Examples include poorly run meetings, trying to manipulate the media, and playing politics.

2. Incorrect information leading to direct decision making mistakes.

3. Poor content sending wrong messages and dispersing effort.

4. Slow communication of identified problems causing delays and indicating poor management commitment, understanding and leadership.

V. 
In A Journalist’s Guide to Covering Bioterrorism, the authors raise some new concerns about complex and abstract threats such as a biological agent. “Veteran journalists know how to deliver such stories [wars, disasters, and emergencies] without causing undue alarm, but covering bioterrorism presents a unique set of challenges. Public perceptions may, and likely will, play a deciding role.” (p.3)

VI. 
In the NGA guidance to governors, the document is very direct about the importance of a communications strategy.

A.
The guidance states, “A communications strategy is an important component of state emergency management and should be developed well before the state is faced with a crisis. Concerned citizens turn to the media for information, reassurance, and critical advice.  Without adequate preparation and coordination by the governor’s chief of staff, press secretary, and agency public information officers, rumor may be taken as truth and facts may be misinterpreted, resulting in distorted public perception of an incident.” (NGA, p.24) 

B.
Although not stated in the NGA guidance, it is a well-known fact that elected public officials who do not manage disasters well can reduce their chances of being reelected. This is an additional incentive for public officials to deal with their constituents in an effective manner. 

VII.
Exercises

A.
The Space Shuttle Columbia disaster, the second space shuttle destroyed in 17 years, is an example of poor risk communication.  In this case, the widespread belief by average citizens that space shuttle flights had become relatively ‘safe’ was known to NASA officials, but not counteracted.  The notion that shuttle flights were almost as safe as airplane flights persisted following almost two decades of accident free operation.  However, there have been only 113 shuttle flights, 2 of which resulted in catastrophic failure.  This is in stark contrast from the commercial airline industry that conducts tens of thousands of flights each year with few if any catastrophic accidents at all.  When, on February 1st, 2003, the Space Shuttle Columbia exploded upon re-entry into the atmosphere, despite the understandable feelings of shock over the loss of life, there realistically should have been little surprise that such an accident could occur.  

B.
Ask the Students, “Were you surprised to hear that the Space Shuttle Columbia had crashed on February 1st, 2003?”  Obviously, most students, or people in general, were not expecting the crash to occur, so all should have felt some sense of surprise.  Ask the Students, “On that morning, would you have guessed that NASA knew that the risk of catastrophic failure of a space shuttle mission was 1 in 265?” (Associated Press, 2003). Ask the Students, “Would you have expected this number to be greater or less?”   As a review of the likelihood component of risk, the instructor could ask the Students, “If NASA had maintained that the chance of a shuttle disaster was 1 in 256, but there have been 2 disasters in 113 flights, or a historical probability of 1 in 56.5, was NASA necessarily incorrect in its estimation?”  The answer is that they were not necessarily incorrect.  Probabilistic risk assessments are based upon estimations, but are still only a representation of chance, and include more data than simply historical incidences of disaster.  In fact, if the shuttle flew another 395 flights without incident, then their estimates would be right on target.  Ask the Students, “NASA management was well aware of the various assessments of risk that placed the probability of a catastrophic failure in the range of 1 in 256 but did little or nothing to communicate that risk to the general public.  Why didn’t NASA management make an effort to communicate the risk to the general public?  What has been the result of this poor risk communication for NASA’s management?”  Students may have read reports on this case, or they can speculate from inferences about why NASA management may have avoided communicating the risk of catastrophic shuttle failure to the public. An example would be the fact that NASA officials may have been worried that the public support for the shuttle program may have waned had they been more aware of the inherent dangers of such flights.  In regards to the negative after effects of such poor communication, a possible answer could be that the general public has in fact begun to question the value of such a dangerous endeavor (do the costs exceed the benefits)?  The instructor could guide this conversation further by asking the students if they feel there are any lingering effects at the present time that have resulted from any poor risk communication that may have taken place.

C.
Ask the Students for some other examples of poor risk communication by public officials and/or business leaders and the negative outcomes that resulted.  The Brent Spar Controversy, which occurred as result of poor risk communication on the part of Shell Oil Company, is a classic example.  In this case, Shell had decided to dispose of an oil drilling platform in the North Sea by sinking the structure in deep waters.  Shell followed all international guidelines for disposal, but performed insufficient public risk communication to explain to the public the relatively minute risks that were expected to result from the planned disposal method.  Just before the event was to occur, activist groups staged a major protest that blossomed into an international incident that caused damage to Shell Oil Company’s reputation and undoubtedly caused financial detriment as well.  It has been argued that, had Shell conducted a more comprehensive risk communication campaign prior to the planned sinking, the efforts of the activist groups to stop their actions would have been ineffective.  For more information on this example, see Handout 22-1 (The Brent Spar). 

D.
Ask the Students for some positive examples of effective communication and how they lead to speedier and more acceptable sets of outcomes.  A possible example would be the national DARE (Drug Abuse Resistance Education) program that teaches children in schools the risks associated with drugs, and the ways to prevent drug use for themselves and their peers.  The instructor could provide for students examples of materials found on the DARE website, including the homepage to which either children or adults can link their own homepages, or safety and security personal educational information such as crime prevention (http://www.dare.com/Parents_Tips/Default.asp?N=Parents_Tips&M=25&S=0)  For more information on DARE, see http://www.dare.com/default.asp.  

E.
There are also good examples of risk communication dealing with natural hazards that can be easily found.  For example, many State and local emergency management office websites provide a wide variety of personal protection and preparedness information that citizens can access to educate themselves.  The Miami Dade (Florida) Office of Emergency Website (http://www.co.miami-dade.fl.us/oem/) is a very good example of the information that can be found on these sites.  Several Universities offer this type of information on their websites as well, as is the case with the University of California, Berkeley Office of Emergency Preparedness (http://public-safety.berkeley.edu/oepweb/pages/energy/faqs.html).  Ask the Students, “How does your university’s website compare to the Berkeley website in regards to the risk communication materials that can be found?”  This can be conducted as a homework exercise, or as an in-class exercise if the instructor prints out sufficient materials from both websites for distribution in class.

F.
Additional examples of effective risk communication are provided in Objective 22.3.


Supplemental Considerations
N/A


Objective 22.2: Discuss the basic components of risk communication

Requirements:

Using the guidance produced by various federal agencies and professional organizations, set the context for the likely needs of public officials to have to issue risk communiqués or to provide an explanation for risk communications issued by higher level officials.

Remarks: 

I.
Basic Elements of Effective Communication.  In Communicating in a Crisis (DHHS, 2000) the authors address the following elements of communication guidance (Power Point Slide 22-2):

A. Perspective of the media: how they think and work

B. The public as the end-recipient of information

C. Concise presentations 
D. Techniques for responding to and cooperating with the media in conveying information and delivering messages, before, during, and after a crisis,

E. Practical guide to the tools of the trade of media relations and public communications
F. Strategies and tactics for addressing the probable opportunities and the possible challenges likely from communications initiatives.

II.
Most experts advise that it is important to develop a communication strategy that will engage stakeholders and communities at the earliest stage. For example, guidance regarding critical infrastructure states: 

A.
“Effective communication and consultation is important to ensure that those responsible for implementing risk management, and those with a vested interest, understand the basis on which certain decisions are made and why particular actions are required.”

B.
“Stakeholders and communities are likely to make judgments on the acceptability of a risk based on their beliefs, perceptions and ability to implement mitigation strategies.” Consistent messages also are important.

C.
“Since stakeholders and communities can have a significant impact on the decisions made, it is important that their perceptions of risk, as well as their perceptions of benefits, be identified and documented, and the underlying reasons for them understood and addressed.” 


Supplemental Considerations:

N/A


Objective 22.3:  Discuss the Standards for Public Risk Communication

Requirements:

Lead a class discussion about the context of risk communication, the goals of risk communication, the goals of recipients, and criticisms of risk communication (these sections are adapted from Risk Communication: A Mental Models Approach, a publication on Risk Communication written by social scientists M. Granger Morgan, Baruch Fischhoff, Ann Bostrom, and Cynthia J. Atman).  

Remarks: 

I. The Context of Risk Communication 

A.
Risks exist in many forms, as experienced and perceived by individuals.  In a study performed by Morgan, et. al, citizens were asked to make lists of risks that concern them the most.  The responses ranged from threats that would result in injury or death, such as accidents, disease, and crime; to economic risks that would result in a financial loss for the individual; to ‘personal concern’-related risks, such as ‘love-life’ problems or problems in school or at work, among others.

B.
Only 10% of the risks that were cited related to ‘environmental hazards’ (natural hazards) or technological hazards.

C.
Morgan, et. al. write that, “Whereas professional risk experts devote many hours to considering rare and unusual hazards, most people do not share this preoccupation.  With jobs, family, friends, and the other demands of daily living, their lives are filled with more immediate concerns.”  The authors summarize this statement in saying that, “The time that most people can devote to rare or unusual risks is usually very limited.”

D.
For some of the risks people must face, such as many health related ones (smoking) or safety related ones (driving), there is a certain amount of control that the individual possesses to directly minimize their risk.  For other risks, people can only indirectly minimize their risks, through social processes (voting for certain risk controls or mitigation measures).  However, the authors write that, “In all cases, [people] need a diverse set of cognitive, social, and emotional skills in order to understand the information that they receive, interpret its relevance for their lives and communities, and articulate their views to others.  They can acquire those skills through formal education, self-study, and personal experience.  However, as diligent as they might be, individuals are helpless without trustworthy, comprehensible information about specific risks.”

F.
Risk communication, in both formal and informal capacities, seeks to provide this information in the most effective way possible to a target audience.  Specific examples of risk communication projects that have been conducted in the United States include (Power Point Slides 22-3 to 22-5):

1. Nancy Reagan’s ‘Just Say No’ campaign to fight illegal drug use (see http://www.reaganfoundation.org/reagan/nancy/just_say_no.asp for more information).

2. Centers for Disease Control (CDC) campaign to fight HIV/AIDS (for more information, see http://www.cdcnpin.org/scripts/campaign/overview.asp)

3. Food and Drug Administration (FDA) mandate that all packaged foods in the US contain a label indicating the nutritional content of the contents.  (see http://www.fda.gov/opacom/backgrounders/foodlabel/newlabel.html for information on these labels and to view an example.)

4. The Department of Homeland Security (DHS) “Ready.gov” website to inform citizens about how to protect themselves for natural and technological disasters and terrorism (see http://www.ready.gov for more information).

5. The Federal Emergency Management Agency (FEMA) of the Department of Homeland Security’s (DHS) website on Preparation and Prevention of Disasters (http://www.fema.gov/library/prepandprev.shtm).

6. Ask the Students, “Can you think of any other risk communications campaigns that you have encountered in your lifetime?”  As a follow-up to this question, the instructor can ask the Students, “Were these campaigns successful or not in your opinion, and why do you think they were or were not?”

G.
Each of these programs focuses its communication campaign on providing individual citizens with the information they need to best protect themselves from a risk they are vulnerable to.  The authors point out that risk communication campaigns can help people to:

1.
Identify those risks that are large enough to warrant some of their very limited time and attention (for risks that are under personal control)

2.
Identify the “best buys” in risk, where there are large compensating benefits for taking risks and no missed opportunities for cheaply reducing risk – or gaining great benefits by accepting a little more risk

3.
Inform themselves and others around them about social risks that require participation or greater social consensus to bring about change or instigate mitigative measures.

II.
The Goals of Risk Communication

A.
Risk communication, as defined in the book Risk Communication: A Mental Models Approach, means, “Communication intended to supply laypeople with the information they need to make informed, independent judgments about risks to health, safety, and the environment.”

B.
Because people only have a limited amount of time to dedicate to such communications, it is imperative that communications focus on those issues that the recipients need most.

C.
The authors contend that, “If a communication omits critical information, then it fails the most obvious responsibility of communicators.  It may leave recipients worse off if it creates an illusion of competence, so that recipients erroneously believe themselves to be adequately informed.  If it presents irrelevant information, then it wastes recipients time and diverts their attention from more important tasks.”

D.
Communicators must be sure that the means by which they intend to communicate risks to the public are easily understood by their target audience.  Such a standard requires testing of the communications message prior to widespread application.  The risk of not doing this is failed communications.  Failed communications can do any of the following (Power Point Slide 22-6):

1. Wastes recipient’s time
2. Wastes resources dedicated to risk communication

3. Denies people empowerment for dealing with the risk

4. Causes resentment towards the communicator(s) if people feel that they are being denied an opportunity to understand (the famous “duct tape and plastic” incident was an example of this.  In this incident, the Office of Homeland Security advised the American public to purchase duct tape and plastic to protect themselves from a possible biological or chemical attack, but provided no information as to how or when they would know to use the materials for their own protection.  More information on this incident can be found at http://www.post-gazette.com/nation/20030220ridge2.asp.)

5. Causes people to doubt themselves if the experience leaves them feeling incapable of understanding

6. Can contribute inadvertently to controversy and conflict
7. Can create threats larger than those posed by the risks that they describe

E.
The necessity for an authoritative and trustworthy source cannot be overly stressed.  The authors contend that, “If communicators are perceived as having a vested interest, then recipients may not know what to believe.”  (A good example of this would be NASA’s treatment of the space shuttle risks as discussed in Objective 22.1.)  People will tend to try to interpret what it is that the communicator stands to gain, and attempt to translate the communication as they believe it applies to them personally.  “Such confusion and suspicion can erode relations between experts and the public, as well as open the door to less credible sources.”  Such failures are not always deliberate, as they can result from the failure of communicators to grasp the complexity of the message they are attempting to convey to a lay public.

III.
The Goals of Communications Recipients
A.
Risk communications should be focused on transferring information to a public that relates specifically to what that public will need to do with the information once they receive it.  Depending on the situation, people may “want a trustworthy expert to tell them what to do,” they may want to “make their own choices but need quantitative details (such as probabilities or prices) in order to do so,” or they may just need “help in organizing their thinking.”

B.
There are three stated situations that dictate the goals of communication recipients (Power Point Slide 22-7).

1.
Advice and Answers – “People who are poised, waiting to be told what to do, just need explicit instruction, summarizing the conclusions that they would reach if they had sufficient time and knowledge.  It is not hard to imagine sometimes wanting a trusted doctor, lawyer, insurance agent, or investment counselor to spare us the details and tell us what we should do.”

2.
Numbers – “People often want to make choices themselves.  Rather than instruction on how to choose, they want quantitative summaries of expert knowledge.  For example, they may need to know the costs, probability of success, and probability of adverse side effects associated with alternative medical treatments.  Having received such information, they can plug the values into their personal decision-making model and make the choice that makes most sense for their personal situations.”

3.
Process and Framing – “In some cases, people need to know more than just a few numbers.  They need to learn how a risk is created and how it can be controlled.  That information allows them to monitor their own surrounding, identify risky situations, and devise appropriate responses.  Such knowledge allows people to follow (and join) the public debate and be competent citizens.  A risk communication that provides such information assumes that its audience is motivated to obtain such understanding and invest in the effort to gain it (when they believe that their efforts will be rewarded.)”

4.
Ask the Students, “Can you think of a time when you have been a recipient of some form of risk communication where you preferred one of these three categories just listed?  If so, what risk did the campaign focus on, and what type of information did you feel you would have preferred most?”

IV.
Criticisms of Risk Communication

A.
Extreme Criticisms (Power Point Slide 22-8):

1. Some argue that the lay public as a whole is “technically illiterate and ruled by emotion rather than by substance.”

2. Education is pointless, even if it is possible, because “important decisions about risk are made by special interests and power.”

3. Risk communication is typically manipulative, designed to sell unsuspecting recipients on the communicator’s political agenda.

B.
Milder Criticisms (Power Point Slide 22-9):

1.
Because people’s time is short, they can’t learn about, much less influence, all risks.  As a result, people often want specialists to make sure that life doesn’t get too hazardous.

2.
Without trust in the official performing the actual communication, the learning process is very complicated.

3.
Risk specialists may not like to acknowledge their own emotional involvement nor to deal with that of the public.  

C.
Ask the Students, “Do you feel that any of either the extreme or mild criticisms of communications are justified?  Can you give any anecdotal experiences where you have felt these criticisms applied?”

V. Standards for Public Risk Communication (based upon excerpts from the slides by Fischhoff provided with this session.)

A. Some key initial concerns are the extent to which lay participation in decisions involving risk is appropriate and likely. Fischhoff frames these concerns as political and empirical questions. 

B. He cites numerous examples where citizen participation has contributed to risk analysis and communication – for example, some of the work of EPA and the National Academy of Sciences.

C. The essential elements of an effective communication strategy (Fischhoff’s Slide #16, Power Point Slide 22-11) are as follows:

1. Analytically identify the most critical information for decisions facing the audience

2. Empirically determine current beliefs
3. Close most critical gaps, recognizing the audience’s information-processing limits;

4. Evaluate, and repeat the above steps as needed

D. Fischhoff’s working hypothesis (Fischhoff’s Slide #17, Power Point Slide 22-12) is: 

1.
People will do sensible things if:

a.
they get relevant information in a concise, credible form with adequate context, and without needless distractions, and

b.
they have control over their environment and are judged by their own goals.

2.
So, if citizens do not understand, assume a communication failure.

F. An example of this process is the recent SARS epidemic. (See Fischhoff’s Slides # 18-24, Power Point Slides 22-13 to 22-19).  The following is a description of SARS provided by the Centers for Disease Control (CDC); “Severe Acute Respiratory Syndrome (SARS) is a respiratory illness that was first reported in Asia in February 2003.  In early March, the World Health Organization (WHO) issued a global alert about SARS.  Over the next few months, the illness spread to more than two dozen countries in North America, South America, Europe and Asia.  By late July, however, no new cases were being reported and the illness was considered contained.  According to WHO, 8,437 people worldwide became sick with SARS during the course of this outbreak.  Of those people who became sick, 813 died.” (CDC, 2003)   More information on SARS can be found at http://www.cdc.gov/ncidod/sars/factsheet.htm.  Fischhoff cites both the process for communication and suggests some possible performance measures. (Fischhoff’s Slide # 25, Power Point Slide 22-20)
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